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ABSTRACT

It is more important to ensure the credibility of internet media which influence the public opinion. However, there are vague
suspicions in public from the examples of manipulation of online reviews with anonymity. In this study, we explore the
possibility of manipulating public opinion in online web sites. We investigate the characteristics of comments posted by users
on web sites and compare each comments by using the cosine similarity function. Our result shows followings. First, we found
a correlation between the similarities of comments and the article ranks in the web sites. Second, it is possible to identify
abnormal user activities indicating excessive multiple posting, double posting and astroturf activities.

Keywords: abnormal activities, cosine similarity, public opinion, manipulation, astroturfing
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Table 1. Techniques for Manipulation of Public
Opinion in Cyberspace
Technique Commentary
. Act as a single person to mask
Astroturfing their identities
. Send bulk messages for the
Spamming .
purpose of advertising
Post articles on an online
Trolling Communities to evoke an
emotional response(8)
Fake Accounts created for profitable
Accounts malicious activities(9]
Framing Select a perceived reality and
make them more salient(10]
Incite or encourage a particular
Propaganda .
synthesis
. Censoring of communication
Censorship . .
considered negative
Hacktivism Cyl?e.r crimes rglated Wlth
political or social hacking

dale] Aol Bl T3 Fe A o2
& 2aksl7] Slske] Sefol QR A3} A2k WG
ek 2efelold s A ul g0 olef Bel AR
o7l & 4 glrke Aelvh

2.3 B op

Jacob Ratkiewicz(11)& Z2He 2|4 Sl o
g 24| Wk w2y i)l A6l gk g HAlE A
kst =l &4 vi]o] e o] g-xle} 2| ES] 8¢l 7]
ukste] AlgA7) frEstus} shes Sl 245 58
Lol o] AFE A 3ste] A o] 8o}

w4 o] 8AHE T3kl

Jindal(12)2 iAle] o] AAH&= 24l s
AREAE IDS} AlE 7] o] A'E wAFoEN ~
A 2 FAE Weks A

244 BT Hobol|A Qiang Caol9)E= HESY
2] EAel wpE AR} [D 7k AT} o]g 5



AR H 53] =A (2014, 4) 337

& ®A3le] “sybilrank’2 X3} zxn 73l
J | Beks Alekatedc.

2
oX
o
p
N

. Metst= 2l

2 Aol e o Edaelug] YFe AL
24 Aolw] ol g 2349] 7PsAle] EAlehA] Auln
w7 3o} AAH e BES Fig.1.3 e,

Data
Acquisition

!

Preprocessing

!

Text
Mining saving a structured
document

Correlation

Analysi Similarity Analysis

Analysis
Database

Patter Abnormal Aglivilies
Analysis Analysis

Fig.1. Overview of the Main Algorithms
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Table.2. Methods and Measurements

Table.3. Definition of Metrics

Metrics Commentary

Threshold value between 0 and 1
Similarity |[that differentiate the group which
Threshold | consists of similar comments and

otherwise
Similar ..
Comments Number of Similar Comments
Ratio / Total Number of Comments

A= 2 AAIZE(Similarity Threshold)-
slole] AAF HellA A2 g A o]ake] FA1EE of2

=% 7K fAb 9E 25 2% 92 a2F 5
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Table 5.9} Ze] A3,

Method Measures Commentary
Correlation Cosine The influence of
Analysis Similarity . .comments
similarity on rank
Pattern Cosine Double Postings
Analysis Similarity Astroturfing

A5 918ke] Table 3.9} Zo] fAbE ¢ 77

25 o

Fig.2. Daum Agora Fig.3. Naver News

Table.4. Data Aquisition URL

Site Commentary

Daum http://agora.media.daum.net/best/best
Agora ?groupld=1&bbsld=all&date=2013062
& 0&sortKey=agreeCount

Naver |http://m.news.naver.com/memoRankin
News |gList.nhn?sidl=&date=20130620
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Table.5. Properties of Articles and Comments

Object Commentary

Article No., Categories, Subject,

Articles |Rank by Comments, Rank by Vote,
Num. of Comments
Article No., Comment No., Time,
Comments

UserID, Contents

FABtaAl sk dlolel= gee]A] W EAsh=
v A 3315 dlo|elo]nR El~E wio]y A A
2315 dlolelmlo] 2ol JE l53lES v I
871 ek 718A- e JAHR2 AXE w2 dF TS
gR)ste] &3t B85 AAsI AHAT F F
=5 AAZF A Sl et BAF dioleu o]
22of iE3h= 7ot

X

o

o

3.3 AR FAIE

50
1%

A2e] M2 Z2AY 58S T3] Sd8A de
< o] RA R HFe SAIE (similarity) & A
Fdch, fAk=E A (distance)oF A& ubd=
Moz Azl Jrze fIFe= 7, U=
7] Ael7k de] 2rolH | fAlE HERE Foj:
T, ZAR Aot AR A Folelx] 3] A
A 5ol siek13].

AMIE wlaely] Qg W oA Al
U FARL AR S AERE A Al
, o] frAabee w41 Aol ol o] &5
EAo] HuZ[15] & adFolA

9 e fbE 39S 918 2A F

(

Mo &L

ob o |z

2o o oo
2
4

g

>N
o

L=z
o
[e3

Lo
[N
B o

N

oz

> g
Lo
e ~
0—>|J—l 19/ F‘-‘{N"
rn‘.
bt
N
=~

z 1
=
2l
[o
Hu o
—n
S
N
X,
rlo
Z X

==
Kl
fru
~
X
ok,
2
4
i:3
i)
(o)
Lo

cosf =

‘ Select two sets of comments ‘
|

‘ Separate with the word sentences ‘
l

‘ Calculate vectors using a query ‘
l

‘ Calculate cosine similarity ‘

Fig.4. Procedures for Calculating Cosine Similarity
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Table.6. Example of Comments

No. Commentary

o] el HER Frieh W 7k gk
ol e A Erie} duhiel~11l 55

Doc.2 [#3 2 =2k ol o) 4% Foieh djshtel

Doc.1

Table.7. Example of Calculating Frequency of
Occurrences

A,
N
2=
)
{rt
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nce v} gl
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r
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Docl1 |1 |11 |1]1]1 |11 1|1]1

Doc2 |1 |1 }|1|1]jO0|1 |01 0110

SELECT ISNULL(t1.cntl, 0), ISNULL(t2.cnt2, 0)
FROM (SELECT COLO1 as coll, count(*) as cntl
from IF_COSINEO2 where CMTID = 131345 group
by COLO01) t1
FULL OUTER JOIN (select COLO1 as col2, count(*)
as cnt2
from IF_COSINE02

where CMTID = 132857 GROUP BY COLO01)
as t2 on tl.coll = t2.col2

Fig.5. Example of Extracting the Frequency of
Occurrence Using a Query
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Table 9. Pearson Correlation (Daum Agora)

Sim. Rank Rank by|Num. of|Num. of{Num. of]
Comments by R
. Vote | Comm. | Views | Votes
Ratio Comm.
Pearson

-0.467|-0.296 | 0.428 | 0.340 | 0.375

Coeff.

Table 10. Pearson Correlation (Naver News)

Sim. Rank by Num. of
Comments
. Comments Comments
Ratio
Pearson
-0.296 0.253
Coeff.
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Fig.10. Correlation
between Similar
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between Similar
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Table.11. Example of Posting Similar Comments within the Same Article

Case UserlD Al{\%de Conll\ln;ents Sim. Contents Commentary
1 A 40 5495 1 A7t o =4 Pyt % similar postings
An**** 40 5737 (omltted) per a day
. /(-]**** : 5974
) AJrn 40 4568 0.045 U2 2ol gk C AR 11144
LAY 40 4741 ' (omitted) CZATT 134

Table.12. Example of Posting Similar Comments on a Different Article

Case UserID Ai\?:)de ComNn;ents Sim. Contents Commentary
Fprrnen 56 8430 . % similar postings
3 1 7|, 238A HeH per a day
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‘E,]’****** 60 13220 . 1‘3]_****** : 317d
441 F53 Tt AHA| V. &8
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