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ABSTRACT

We already have seen many studies and articles about the methodology responding the security risks and threats. But we still
have some controversial subjects to be settled. Now, we are living in the era that we should focus on how to use the security
systems instead of how to make it. In this point of view, a company need to find out the answer for these questions, which
security risks have to be handled in a corporate, which system is better for responding the security threats, and how we can
build necessary security architecture in case of developing systems. In this article, we’d like to study on-site scenarios
threatening the corporate assets, the limit on dealing with these threats, and how to consolidate the security events and
information from enormous assets. Also, we’d like to search for the direction form the actual cases which have shown the
desired effect from converging the assets and network informations.

Keywords: Conversions Security Managment System(CSMS), ESM(Enterprise Security Management System), Co-Relation
Rule-Set, Incident Detection Scenario, SIEM{Security Infornation and Event Management), Combined Aseet
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Category of Information Security

Information security system

Detection
/Preventi
on

Anti-Denial of Service(Anti-DDoS)

Web Application Firewall

IPS, IDS

Firewall

Webshell Finder/Detection

Anti Virus

PC/USB media access control

Connect to Harmful website filter

United Threat Management

Wireless Intrusion Prevent System

Virtual Private Network

Voice over TCP/IP IPS

Private Information Protection/Filter

Anti-Advanced Persistent Threat

Spam/Virus mail filter

Secure OS

access
control

Remote Access Control

DBMS Remote Access Control

Analysis
/Manage
ment

Enterprise Security Management

Security Information & Event
Management

Threat Management System

Risk Management System

DB Transaction Logging System

Support

System Vulnerability Scanner

Network Vulnerability Scanner

Database Vulnerability Scanner

Web Management System

Patch Management System

Network Access Control

Source Code Vulnerability Scanner

System Forensic
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Network Forensic

Digital Rights Management

Database Encryption
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Term

Substance

CSMS

Heterogeneous devices and correlating
information collected through analysis /
management systems, CSMS(Conversions

Security Management System)

SIEM

Between disparate systems to centralize
and manage the system log, SIEM(Security
& Information Event Management)

ESM

Centralized security system and manage
the system log, ESM(Enterprise Security

Management)
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Access control Private Fiter DB Access Nemork DB Transzction Hamfu\
control Forensic Logging viebsite Fiter

Gathering all
Event Log
and send to
SIEM

- WebShell Finder| - SSL Server - ESM Agent  -Anti-Virus - MDM

- L Server -ESMAgent  -Secure 05 -Media control  -Ant-Virus
- ESM Agent -Secure 0S| - Anti-Virus E

- Secure 0/S - Anti-Vires - SSL Server -Secure USB

Host base - Anti-Virus -Private Fiter

intrusion
detection | WEB/WAS AP Server DBMS PC Mobile, Device

(RIS

| LPort Scan at WEB/WAS Server, AR DBNS, PC, Mobile Device. ETC..
Asset 2 Vunerability Scan at al asset
| 3.Merge cata and send to Risk Management System

Fig.1.Structure of information gathering
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Table 5. Domain of security system

Div. System note

Anti-DDoS, IPS, F/W, 1IDS,
WEB-F/W, Spam/Virus Filter,| 7 ea
WIPS, ETC..

Networ
k base

Remote Access Control, Private

Audit filter, DB Access control, Network 6 ca
forensic, DB Transaction Logging,

Hamful website Filter, ETC..

Webshell Detection, SSL Server,
ESM Agent, Anti-Virus for server,
Host |Secure O/S, Anti-Virus for PC, PC
base |media control, DRM, Secure USB,
Mobie Anti-Virus, Private Finder,
MDM, and User activity ETC..
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- Full packet stream of
attacker { -:e{note comnection Activity | Atgtack detection data
data

System, Application Security ~ Server, PC use Activity

Network Security System
- IPS, DS, WAF, FW.. | | SystemEventLog i 1
- Attack detection data | - Internet browser history
- recently open file |
history '

- prefetch file list

| - Audit success/fail log
- File create / delete log

Host SecuritySystem Auurcatmnlog
- AV, Secure Q/S, ETC.. I Managemem

Endpoint i1 - WAS, Middleware Log

- Attack detection data ' .- Web Application log

Fig.5. Categories of system information and

event log
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Table 6. Example of Combined asset of

information gathering

Div. Substance

(IP, gateway, DNS)
Crontab, Auturun list

Account List

Host.allow, host.deny List

F/W status (windows FW, iptable)
message.log, secure log, su log
OS |iptable log, ssh log

process, port list

Interface info.

Ser

ver

netstat status
ARP table status
Route table status
Share folder

Command history

File list and permission

DBMS

DBMS ver.

Account list

Transaction log

Audit log

applic
ation

App name ver, install date,

Account list

mail log, web log, DNS log, FTP log

pPC

(O

Interface info.(IP, gateway, DNS IP)

activeX

Auturun list

process, port list

netstat status

ARP table status

route table status

Share folder

Sec
urit

Dev
ice

F.W

event date, time, sec.

Allow/Deny status

Source IP, Destination IP

Source , Destination Port

Protocol (TCP/UDP)

send / receive byte

session time

NAT Log

Real time session status

IPs/
DS/
WAF

event date, time, sec.

Source IP, Destination IP

Source , Destination Port

Event name/ID

Attack detection Count

Attack try Count

Detection/Prevention

Threat level

Raw data

Webse
hll

finder

event date, time, sec.

target hostname

target IP

Detected file name and directory

Detection name

Result

Raw data

VMS

target IP

Detected file name and directory

Detection name

Result

Secure

USB

User name

device name

Connection status

Connect/Disconnect Log

Spam/
Virus
Filter

event date, time, sec.

Event name/ID
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System TA n to IP and|D_IP, D_PORT,
changed Droces‘esVZS PORT of block/pass
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D and (Isof info.) The Collecting (DAlertin |-2281¢ Whether a
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network Info @SYN S |SIP, S PORT.|™ netcat., system generate PID, percentage|like start,
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n . lopened  |PrOceSS network etc. detecting @ps info. usage, path. exelexists.
lnformatlo PORT of generati |[Co-Relation) changing a .—process ?ée ~ . Wheth
n is . |on @ID, IP, user abnormal info. o-Relation] era
colledieal connection e D1 connectio @Deleti (Dlogged ID, IP, command
compared (SYN,Sent (DGenera nam PO n of state of t}? etin| yser name, Div. stopping
with the |-.dsten. |ting TCP|; e e’lcon.t At |, etwork D ixi te name, contact |PrOcess
previous ESTABLIS |ESTABL |; o ¢ OBEINE ovists in compared Stng finfo logging  [Such as
> |HED) info(command) : with the process |; top. ki
acquisitio ISHED |9 1og irfo, at that corelatio prior inf info(command) |¥*°P: 11,
n of the with TP |40 ' n system T o Blog info. at that ~$h, etc.
anomaly not log or not. time exists.
detection existing ) -
system before tripwire (DAlertin gﬁ;is] Whether a
-  lresult g when al.-. Commar}d
Gathering (TRegiste Gathering| o " . [porocess Directory of new|generatin
info. of ring MAC indefectiv e.hst. ot generated file, |g file like
ARP table address (arp table) e info. m(?mtormg existing file name, mk, cp,
for L2 and P |1 MAC about object y fore jg |OWICT: OWR v, 1m,
T ot HostName info. system file folder(Bin, generate authority, size, |make,
ation existing [°f generated o and Y;IZS Dev) 14 generated date, |install,
which is N i d te era detecting |51 modified date, |etc. exists.
P — . arp table (Co-Relation] etection a info. of access date
LAN @ arp info. (Info of IP and abnormal ea‘ch‘ (Co-Relation) |Whether a
region and|. 2*P table @Ce applicant name, MAC state existing Changi lLogged ID, Tp,|command
detecting informatio ti TeTA \Diy. name, 1P, add 1ess compared file in Hzlégl user name, Div,|changing
elbneEmell cﬁlagnge o MAC @ID, IP, existlm. i (he mqmtorlng Silue o? name, contact content;
activity of| MAC user name, Div. iolre atio prior info. ?bljg(?t - |object file ?nfoA, logging Of file like
network address |"2me: contact | % 0 fgbln- info(command) vi, put,
compared assigned info., logging Va1,1 eV, (Blog info. at that update,
with the to %fol(corrnmi}and) corelogic) time etc. exists.
previous - @), log info. at Gathering |G: in |@Genera .
collected %;ﬂ sting that time generate§r gatherln ting and l[k?gilycsis] Whether it
info. . deleted, |etc/passw deleting | pgged 1D, IP. lcznﬁrmed
Detecting ® modified |ord file |2 "W |login time info. |that
firewall o ; Whether a info. about|info. account ~ . anew,
an inf CGenerati | nnection [Co-Relation] |account is
abnormal | ng new info.] new user -ID, group, |DGenera |PLogeged ID, IP, |added i
state - Allow, . [New generated |commectin account |owner, | user  jadded In
~ |Den connecti o trial is info. and ng a r name, Div. |corelatio
comparing|c on for |2 S PORT, 0. and |shell change ofjname, contact |n object
info of new! Sess10n installin DIP, D PORT fOI-mc-l iz (gl UID, info., logging |system
generated nfo. g info. ?1):(’1 itH;g . hf)me GID, info(command) |and a
oIP abnormal |directory, [HOME  [Slog info. at tht |command
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DIR, History
state login about Log, and
compared assword shell of time account whether a
with the |[° an modificati logged
prior info. existing on exists. .. user
administr
account ator v executes a
Whether a authority command
new user lafte{“ )

) (Basic exists in 0gglng 1n
Gathermg Analysis) corelatio through
the info. of| the righ

: . Logged ID, IP, |n object e right
logged last info. o TOCESS

login time info. |[System, p :
user and |-ID, (DGenera . :
. - . (Co-Relation) |and a . Whether it
detecting |terminal, |ting ogsed ID. 1P |ch £l [Basic it
a login activating |when a gged 1L, b change . mourlt log (DInstalli|Analysis) 18 to
. user name, Div.|command Detecting | -Check . generate
abnormal |time, new user . ng USB, |User login log, .
behavior |version., |logs on name, contact |and access connectio |/var/log/d CD-ROMlexecuting connectio
) info., logging |log of the n of new |mesg, . n of a new
when login state . . . in server|command log, .
. info(command) |same ID device device - |device by a
changes is . L newly |log of a device
(3log info. at, that|exist in log name . normal
occurred. tHime at the trying mount operation
same :
time. schedule |DAn (Basic ;Zf;ither it
(Basic log automati |Analysis) change an
An Analysis) Detecting |- Crontab, |c start |User login log, aut ; i
attacker neth’rk Whether a a change of|Schedule, |comman |executing tal(')tm ¢
detects an (DActivat [Promiscuous command automatic |execution |dis added|command log, s nd
abnormal ing Mode changing start list |cycle, an [when info. of Crontab, lc)o a
behavior ifconfig Promisc |(Co-Relation) connectio executive |starting |Schedule before nzrmal
perceiving i?;o uous (DApplicant Ee(‘zf ork co d |system |changed operation.
a change of] Mode for |name, Div. W s
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Fig.6.Similarity measure formula
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Finally, consumption of high
resource

Network Security System

- IPS, IDS, WAF, FW ...

. search for target server IP - The limits of existing security

monitoring and technology.

Unknown Attack/
No'signature )
Where from ? g Forensic

Server Forensic
System System

- can’t find any logs. because,
exploit or unknown attack tech
is not remain evidence

- Hacking accident occur

Fig.8. Problems of past security environmental
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1 Network Forensic System :
1

I - Full packet stream of :

\ attacker ~,  mwstey ~ ____
Network Security System
- IPS, IDS, WAF, FW ...
- Attack detection RAW data =%}
_____________ 5 AN _ _ _ _
”Svstem Event Log " User Activity History k

1

1 1

I - Web Application log I - Internet browser history

| . Audit success/fail log | - recently open file history
I\ File create / delete log _ A - prefetch file list 1

Fig,9.Concept of Interlock system with other
system
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Network Security System 1 Network Forensic System 1 Anti-Virus System
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1
|

- Occur the new event - Packet stream of the all

\ 1
1 \ |
: I - Infected log of the :
! i

fromIPS, IDS and F/W activity l Worm/Virus
/ DataLoss Prevention ‘I I’ SystemEventLog \I I’ User ActivityHistory ~ \
| System i i !
i I—' - Web Application log - Internet browser !
i Users connection \ - Audit success/fail log I history, recently open !
\  information ,  \ -File create / delete s | file history, prefetch ile
______ [
1 Telnet.SSHLogging System |

Fig.10. Reference point of multifaceted
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Fig.11. Attack detection with a ESM
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Source Desnnsl.lnn Prnmr:ul ng\h Info

A2 100, UL L5L e OB, ZUL L3 BusU > 1a
192.168.201.137 192 168.201.132 HTTP 1514 ‘continuat
1821 1 1132 HTTR 1514 Continuat

60 BOBO > 12

1.92.1 37 2
B 162.168.201.132 L201,137
. 038433 192.168.201.137 192.168.201,132 HTTR 1514 Continuat
. 038463 192.168.201.137 192.168.201.132 HTTR 1514 continuat
. 038463 102.168,201.137 192,168,201.132 HTTP 1514 continuat
.038501  192.168.201.132 192.168.201.137 TCR 60 BOB0 > 12

0.038580 192.168. 201,132 192.168.201.137 TP 60 BOBO > 12
0.038507 102 168.201.137 192.168.201.132 HTTP 1514 continuat
0.038628 102.168.201.137 192.168.201.132 HTTP 1514 continuat
©.038659 182, 168 201.537 192.168.201.132 HTTP 1514 continuat

192 - 201,137 192.168.201,132 HTTP 1514 continuat
0 038717 192 ‘.1.63 201.137 192.168.201.132 HTTR 1514 continuat

Frame 11: 1514 bytes on wire (12112 bits), 1514 bytes caprurad (12112 bits)
Ecthernet II, Src: vmware_19:ed:ae (00:0c:29:1%9:ed:aa), DST: Vmware_ 24 :ef:0b
Internet Protocol version 4, src: 192.168.201.137 (192.168.201.137), bst: 19
Transmission control Protocol, Src Port: 1220 (1220), DST Port: 8080 (8080)
Hypertext Transfer protocal

4
oa %l——i-— 7§ P2 2T 37
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ose
IContent-Type: textshtml; charser=iso-S859-1

Fig.14. Perceive the attack method and Impact,
using the network forensic system
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HASH %% 34 71'd<& & 4 9k

# Tested on: Linux
# CWE : CVE-2211-4885

Exploit
Download -- http:/Sfinfodox.co_cc/Downloads/phpdos._ txt

<« Iphp

e

PHP 5.3.* HMash Colission Dos Exploit by infodox
Criginal version by itz me (opensc.ws)
CVE-2@11-4885

Hirrors List:

http:/ www, exploit-db.com/sploits/hashcollide. txt
htep://compsoc .nuigalway . ie/~infodox hashecollide . txt
http://jrs-s.net/hashcollide. txt

hetp:/ fwwd, infodox. co.ce/Downloades/hashcollide . Txt

Fig.15.Confirmation of attacker's method

qg T4 CVE-2011-4885 HASH Table
Collision DoS F42o2A g Wl djake] W49}
W ke S Aol Adsle 3AdS & 5 ook
o] AL g} A7t ARSALENE A vk W
olElE T wf MAE= FHFPE o] 43 A=
A7} Felshs W4 HASH Tableo] 52 WA
AIA Mu| 2~ FHAT= FA e o]of gk ApA)
g 71 ol (Fig 16)9F 2t}

l

Attack the HASH Collision. Send to
the server invalid Parameter and value

HTTP:/ fany.host.go.kr/?EZEZEZEZEZEZEZEZ =B EZEZET
EZEZEZE2FY-REZEZEZEZEZEZFZGB~BEZE ZEZE ZEZEZEZH
%1 7=BEZEZEZEZEZEZFYEZ-REZEZEZEZEZEZFYFY _ BFS

The server can't process the parameter.
It have too many parameter and
the lookup coast very high

Parameter1 : 13Zb543aff01fc0c1 f37b10bB7C7 3144 -
: 132b543aff01fc0ct f37h10bBTCF3144 Denial

1 132Zb543aff01 fc0ct f37010bB7C7 3144 |:"> £
1 132b543aff01fc0ct F37b10bB7C73144 o

Parameters : 132b543aff01 fooct F37b1 0ba7er 3144 Service

Fig.16. HASH Table Collision DoS



EELELELS

=4 (2014, 4) 365

222 SEEYEE 0|8 MrtMH|A EHX| oflAl

obel (Fig 17)& Aul wipellx] Algprin] 2zt
A= 9 75‘%«] cholo gzt As A=
yrebl Zlole] AlE A AbEel digh AlARR
ool B =2 Fhr},

New service detection
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\ Actess control System DB
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Fig.17.Case of new local service detection
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Record current netstat talbe
it -ano - before_netstat Table.thl

Checking New Ser\
#H## sleep 5 second
timeout 5

#### Record the netstat table 1 minute after.
netstat -ano - after_nerstat_Table.thl

#### diff before and after
diff.exe before_netstat_Table.tb] after_netstat_Table.tb] - new_changed_netstat_Table.info

new_changed_netstat_Table.info - alert

(START_Stats

Fig.19.Agent code of new service detection case

New_System_Agent+ #F:1¢] Netstat -an
ARE bx W Z pAshe] 5x 2] A Aee}
Ao Alzwl e g vlagk § Alzw Ao W
°] gx)=m ol (Fig 20)2F 2o] e WA A3k

AA90]Q) 10.9% ** 137 AH 2 A%seE 74l
01 3,

b ICP A.0.0.8:8687 9.0.0.0:8 LISTENING
p9d89

1P EEE16.137:47572 N1 6 . 137:8087 TIME_VALT

OFFIEIH TR W B2 Wk ofa
8.08.8.8:8 LISTENING
N 16 .137:47573
TCP I 16.137:47575
2 #4% os N Pa et ohat
0.0.8.8:8887 A.8.8.8:8 LISTENING

A 16 .137:47549

AN 6 . 137:8087 TIME_UATT

A4 - 127-240:80 TIME_UATT

I .131.111:80 TIME_MAIT

A . 222 _15:38

TCP 1[I 6 .137: 47569

ESTABLISHED

Fig.20.Gathering the changed information
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