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ABSTRACT

Recently, cyber terror has been occurred frequently based on advanced persistent threat(APT) and it is very difficult to detect
these attacks because of new malwares which cannot be detected by anti-virus softwares. This paper proposes and verifies the
algorithms to detect the advanced persistent threat previously through real-time network monitoring and combinatorial analysis of
big data log. In the future, APT attacks can be detected more easily by enhancing these algorithms and adapting big data
platform.
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- Time : start time, end time

- IP/Port : Src IP/Port, Dst IP/Port

- Flag : Inbound/Outbound

- Protocol : TCP/UDP

- Session Info @ Session Duration, PPS, BPS
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