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The blocking method for accessing toward malicious sites based on
Android platform*
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ABSTRACT

According to the increasing use of smart devices such as smart phones and tablets, the service that targets mobile office,
finance and e-government for convenience of usage and productivity has emerged significantly. As a result, important information
is treated with the smart devices and also, the malicious activity that targets smart devices is increasing steadily. In particular,
the damage case by harmful sites, malware distribution sites and phishing sites that targets smart devices has occurred steadily
and it has emerged as a social issue. In the case of smart devices, the Android platform is occupied the 90% in Korea, 2013
therefore the method of device block level is required to resolve the social issues of smart devices. In this paper, we propose
a method that can be effectively blocked when you try to access an illegal site to Web browser on the Android platform and
develop the application and also analyze the wrong site block function.

Keywords: Android, Malicious websites, Phishing, Smishing
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Y A7E FEAZOR o] HAE 7|7] F oo
742y 1000314 Adste] FdEes SA5
Table 2.= 7 the] datels Zb2h At A &=
£ YehE= ez SM-N900S 2¥¢] Internet
Bl At HF S 172.379 msE A
=92, Nexus 5 229 Chrome 1Hz}$-4]9]
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29926 com.hauri.vrma.web... com.hauri.vrma.webfilter initVrPsLisc[7272] [00:00.718]
981 com.hauri.vrma.web... com.hauri.vrma.webfilter inictVrPsList([7272] [00:01.235]
19819 com.hauri.vima.web... com.hauri.vims.webfilter handleMessage[00:00.293] [tzue] [false]
19819 com.hauri.vrma.web... com.hauri.vrma.webfilter Block url: htep://www.volkerend75.n1/
774 com.hauri.vrma.web... com.hauri.vrma.webfilter handleMessage [00:00.015] [true] [false]
774 com.hauri.vrma.web... com.hauri.vrma.webfilter Block url: http://www.volkereng875.nl/

Fig.7. An example of blocking speed measurement
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Table 1. Test environment

Model SM-N900S Nexus 5
number
Andr.01d 43 449
version
Web browser ) Chrome
version | nternet L5 15 1750 136
2265 MHz 2265 MHz
QualcTomm Qual
CPU Snapdragon uaicomm
800 Snapdragon
MSMS974AR 800 MSM8974
Qualcomm Qualcomm
ary Adreno 330 Adreno 330
RAM 3 GiB 2 GiB
ROM 32 GiB 32 GiB
Manufacturer Samsung LG Electronics
Electronics
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