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ABSTRACT

Domestic CERTSs are carrying out monitoring and response against cyber attacks using security devices(e.g., IDS, TMS, etc)
based on signatures. Particularly, in case of public and research institutes, about 30 security monitoring and response centers are
being operated under National Cyber Security Center(NCSC) of National Intelligence Service(NIS). They are mainly using Threat
Management System(TMS) for providing security monitoring and response service. Since TMS raises a large amount of security
events and most of them are not related to real cyber attacks, security analyst who carries out the security monitoring and
response suffers from analyzing all the TMS events and finding out real cyber attacks from them. Also, since the security
monitoring and response tasks depend on security analyst’s know-how, there is a fatal problem in that they tend to focus on
analyzing specific security events, so that it is unable to analyze and respond unknown cyber attacks. Therefore, we propose
automated verification method of security events based on their empirical analysis to improve performance of security monitoring
and response.

Keywords: Security Monitoring and Response, Automated Verification, Security Events, Empirical Analysis
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[ Extraction of 7 items for Input Information |
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Fig.8. Extraction Process of 7 items for Input Information
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Table 1. Items of Automated Verification

Ttem Type Contents

1 1P String IP address
2 PORT Number Port number
Network info.

3 Service String (Web server,

DNS, etc.)

Protocol info.

4 | Protocol String (TCP, UDP,

ICMP)

5 Number of Number Number of
Events security events

6 | Data Size Number Dat? size of
security events

7| Packet HEX Raw data of
security events
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[ Feature Extraction of Security Events ]
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Fig.9. Feature Extraction Process of Security Events

Table 2. Features of Top20 Security Events

Events Feature
. Transfer of system information by
1 D**5 . .
infection
9 sy Information transfer to compromised
system
3 cF(*FF) Signal transfer to C&C server
4 n*(****e) DDoS attacks by infection
5 jrex-reeey Signal transfer or receiving response
6 D message to compromised system by
7 n*****2010 infection
8 e Information transfer to compromised
system
9 R****g URL connection to compromised
system
10 D*** Signal transfer to C&C server
11 o** ] Information transfer to compromised
) system
12| g™ *-******¢ | Signal transfer to C&C server
13 g Information transfer to compromised
’ system
14 s*********_****
) Signal transfer to compromised
15 . .
system by infection
1 6 c EEEEE T . 2
17| n™***-**** | DDoS attacks by infection
18| ¢**-*******¢ | Signal transfer to C&C server
19 |grrssrsrsnrssy Information transfer to compromised
system
20 e Signal transfer to C&C server
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Table 3. Feature Extraction Methods of Security
Events

513
Item Contents
Number of
exception |Non-response events by the policy
process
Number of |Security events determined as

false positive

false positive

Item Contents
1 Statistical | Basis analysis for security
Analysis events of selected Top 20
True and Feature analysis for essential
2 false and optional elements
Analysis P
3 True Frequency analysis for essen-
Positive tial and optional elements
Exception | Feature analysis for non-re-
4 .
Process sponse events by the policy
Non-analy | Feature analysis for un-
5 . .
sis treated true positive events
False Feature analysis for false
6 L. .
Positive positive events
Input Parameter analysis for essen-
7 value . .
. tial and optional elements
Extraction
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Table 5. Results of Statistical Analysis

oWl EE Item Contents
4 2w = Egy . .
ZlHte g 712AQl EFARRE EE3IT o]E Ed Object Gathering security events
AZEAE st 715 A3 Table 4+ ) through TMS in S&T-SEC
AR 2% Al B et Period | 2012. 5. 1. ~ 2012. 9. 30.
. . . Number of
Table 4. Lists of Statistical Analysis security 507 cases
Item Contents events
Object Analysis target Number of 337 cases
redundancy
Period Data gathering period
Number of | 170 cases (Source IP redundancy
Number of unique removal)
security Total detection events ] . ]
events 318 cases(May: 56(36.1%), June:
Number of | 73 (45.9%), July: 45(31.7%),
Number of | Security events that source IP is response August: 53 (39.6%). September:
redundancy | more than one 91(25.8%))
Number of Security events. delet@d re- Number of 186 cases (140%)
. dundancy of source(destination) re-response
unique P
Number of
Number of R . . exception 38 cases
esponding security events
response process
Number of . . Number of
Re-responding security events L. 0 cases
re-response false positive
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Table 6. True positive and False positive Analysis

Item Contents
Essential Elements to determine true pos-
Elements itive and false positive
Optional Elements to reduce false pos-

Elements itive

D**59 A% I g x84 252 Table. 79

on noke sl AR oAz S

Table 7. Essential and Optional Elements of D**5

Item Element Contents
Source IP Monitoring institutes
Essential | Pestination TP| Compromised system

elements | \jAC Address | System address

OS Operating System

Ver HTTP version
Optional B .
elements User-Agent | Connection program

Host Destination address
423 HEREAM
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Table 8. Analysis of True positive events

Item Contents

Unit item of essential and op-—

Unit tional element

Ratio Ratio of unit item
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Table 9. Results of Three True Positive Events

MAC MEEZ” Agent
0, 0,
(100%) (100%) (100%)
0S Mcelrglcci(ry Ver
. 0, 0,
F‘gnlt (100%) (100%) (100%)
item
Ver Packet size Pragma
(100%) (100%) (23%)
Agent Siicalflc Host
0, 0,
(100%) (51%) (100%)
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Atz A el 5 A dsA] o2 oWl ER Table. 102
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Table 10. Lists of Exception Processing

Item Contents
Institute - Exception bandwidth by in-
requirement stitute requirement

- Malware collection and anal-

Test section ysis  bandwidth

Non-monitoring
institutes
section

-Bandwidth out of security
monitoring
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Table 11. Results of D**5 Exception Processing

Classifica | Institute -
. R Test |Non-monitoring
tion requirement

Exception| 10 cases |3 cases 0 cases
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Table 12. Lists of Untreated Events

Item Contents

Packet - Detected packet value

Attacker %

(IP) Attacker's IP address

Response - Response history of security
history event

Result - Analysis result of each item
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Table 13. Analysis of Untreated D**5 Events
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Table 14. Lists of False Positive events

TP/1.1..Host:69.46.

Packet Attacker | Response Result
(Part) 1P history
GET./xx/get.mac=B
e &os=winxp%2
1 |OProfession&ver=H | 203.x.x.x No Examples
TTP/1.1..User-Agen that
t:Google.page: - opera,tor
sk don’t
gPET'éet'ma;:g analysis
2 | 73907 &ver-NO.HT | 210xxx| No | ‘P
. o events

8 other cases

Item Contents
Packet - Detected packet value
Attacker | _ Attacker’s IP address
(IP)
Result - False positive result
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ol EX ©X|Hf el 79| verf4h 5 A FETS
Fahel extolglom] ¢F(FFFH) oWl E flufo]x|e
AL PAZ AT 29 A2 e, w,
S********an*****l iql_ 01]%]15—‘04 73_(1’)_ [ E_cl)‘ }JEE‘
22 E o] gulo|E Aol WA &2 2 g g}

Table 15. Results of 3 False Positive events

Security Packet Attacker

Events (Part) IP Result

mon.dll..URLDownl
d******t | oadToFileA..&ver=|210.x.x.X
...clcount/count.asp

LE...S@5 +D.s...
8. a....C..6.......
) | LHLLL.8GT w0l ¢ | 210.x.x.X
lass="author.id-t2_
5pnn7”.)

False
positive

...Windows.Installe

grrrsrsen_x| Lo Hwp2004...
srnesy [ Hwp2004......... 203.x.X.X
Haansoft............ In
stall, MSI--
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Table 16. Lists of Input Value

Item Contents
Unit - Unit item for Essential and op-
tional elements
Content | - Description for each unit item
Input - Parameter for each unit item
value
Ratio - Frequency for each unit item

A D**5] i3k +ZF A= Table. 1744
HojFEot,

Table 17. Extractions of D**5 Input Value

Unit Contents | Input value |Ratio
Source IP| Institute | Institute IP
Destinati| Compromis P 100%
on IP ed system
Esse
ntial| pac | System Hex  |100%
elem address
ents Windows%xp| 98%
os | Operating | g 1%
System
unknown 1%
vor HTTP HTTP/1.1 | 98%
version ete 2%
Opti Google.page | 97%
onal | User-Age | Connection Mozilla/3.0 1%
elem nt Program
ents etc 2%
Destination 1P 48%
Host P
Host 52%

5.1 HOME XISHS Hx
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HY3kp] 29l ABA%F AAE FYeh Fig 10
D**5 oM Ee] Ex =S el 405 A58
7} wreIES] W58 U HEALE B A%

o}, s nalollEd] e Badk AFS SAT
¥ 2AHoE nEes AFS AR weF 27
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o

=
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User-Agent

No
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True Positive False Positive

‘ Confirmation

Fig.10. Automated Verification Procedure of
D**6 True and False Detection
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Table 18. Start Class of Automated Verification
System of D**b

Start Class Function

/* Analysis class execution of each security
events */
void main( ) {
// Verification class creation of D**5 event
event_D**5 D**5 = event_D**5( ):

//Thread creation of D**5 event
Thread D**_thd = new Thread(D**5);

//Thread execution
D**5_thd.start( ):

Table.19+= %
g P
A% FHzAA -

4% ol

Z
(mt

HEX#= ASCII
o] #.Qeks s}

Table 19. D**b Verification Class of Automated
Verification System

Verification Class Function

/* Analysis class execution of each security
events */
void main( )

{

//DB connection function to call SMART DB
Statement Smart_stmt =
Smart_conn.createStatement():

//DB connection function to call TMS DB
Statement tms_stmt =
tms_conn.createStatement():

//Query to call SMART DB
ResultSet smart log rs =
Smart_stmt.executeQuery();

//RAWDATA collection and verification of
security events
while (Smart_log_rs.next()) {

//Function to call events number of SMART
DB

smart_log rs.getInt("xxx"):

//Step to call RAWDATA based on security
event number
ResultSet tms_rawdata_rs =
tms_stmt.execute Query():
tms_rawdata_rs.next():
tms_rawdata_rs.getString("yyy”):

//True and false distinction after changing
RAWDATA into ACSII
ASCII_check()

//Event result store in completion DB
mysql_strnt.executeUpdate():

}
ASCII_check() {

//Ttem extraction of automated verification to
RAWDATA
get_value():

//Ttem distinction in RAWDATA
ASCII_equals():

}

HEX _check() {

//Feature extraction and distinction of IP,
MAC, Protocol and etc
HEX _equals():

Table.20 A% ZH29 8 I4E HoFo)
HZE FY2(IP_verification.java)E 2E A
oldl Eo] disjA HE TP AlefAz] oJRE 3t

ot

e ol E S ie AIE AE3



AR H 535 =7A (2014, 6) 519

Table 20. Exception Class of Automated Jee § B
Verification System i i A L
— —= -
Exception Class Function x , T o
/* Exception processing verification */ i il i
void main( ) T — -
{ gm asearn e w e o
//DB connection function for to call ex- v v o e o
ception IP list e e T -
= - (7| [ — | [ e L | a
Statement  Smart_stmt Smart_con i - Fmiw—w_____[0
n.Create Statement():
//Function to call test bandwidth Fig.14. A Screenshot of Viewer System - After
Verification_rs = Smart_stmt.ex-
ecuteQuery():
VI. HOO[HIE XISAHZ AJAH ZnHEA
//Function to call response history IP o] A ME AEAZ A ~H AFEAL Es
T?s1mtm_rs = tosimtm_stmt.executeQuery(): Az Qe 9 woleha] 5] Al4A] o] Ssile
//Verification function for response history JS3tarat gt
IP and test bandwidth
IP_check(): 6.1 HOIOHE RISAS AIAH XM sy
//Flag value return after checking exception
P S0, el ot ] A Alole] Az
retrun result: = AN E DA LT} =& A 2059 H
o| Wl Eof| W& A5AF 7IE N ksl oH,
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Fig.15. Accuracy of Automated Verification
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