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Build a Digital Evidence Map considered Log-Chain
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ABSTRACT

It has been spent too much time to figure out the incident route when we are facing computer security incident. The incident
often recurs moreover the damage is expanded because critical clues are lost while we are wasting time with hesitation. This
paper suggests to build a Digital Evidence Map (DEM) in order to find out the incident cause speedy and accurately. The DEM
is consist of the log chain which is a mesh relationship between machine data. And the DEM should be managed constantly
because the log chain is vulnerable to various external facts. It could help handle the incident quickly and cost-effectively by
acquainting it before incident. Thus we can prevent recurrence of incident by removing the root cause of it. Since the DEM has
adopted artifacts in data as well as log, we could make effective response to APT attack and Anti-Forensic.

Keywords: incident response forensic, evidence map, log chain, windows artifacts
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< UENZ B} glom, =g o AlA el A
= 455 oME 21, Al #Ep ETW(Event
Tracing for Windows) So| gjc}. gz
1159} 7282 ¢ Anx, ZA5FE] WAl dlo]gso]~ &
I 5 vkt 2ot M‘ﬂr. ol2gt R+ AsAle]
Aol B A F2 ARE

2+ dAT ofle] EAsledl, vEY =S H
71 de]elE NetFlow (RFC 3954)4+ Syslog
(RFCH424) el= A¥stsl =0 x9lo] i}, =
gk Fig.1.3} #o] IIS 4 Auj~ Zza#e W3C
ELF, Extended Log Formato& 7|&3ke}, o]}
7o) dlole] W42 dlo]e] 9] FFrbct ch2 |7t A
v Z2 o] o3 A fAledl 2 7155 Flo)r]
wjel| EAje] golsjrt.

| u_ex140505.log - Notepad =N X

File Edit Format View Help

fSoftware: Microzoft Internet Information Services 7.5
#¥ersion:

$Date: 2014-05-05 00:00:02

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-auery s-
2014-05-05 00:00:02 109.234.75.230 GET /upFiles/guildmark/23:
2014-05-05 00:00:02 109.234,75.230 POST Auser|nfo.asp - 8080
2014-05-05 00:00:02 109.234.75.230 POST fuserInfo.asp — 8080
2014-05-05 00:00:02 109.234,75.230 POST /userInfo.asp - 8080
2014-05-05 00:00:07 109.234.75.230 GET /upFiles/guildmark/28E
2014-05-05 00:00: 10 109.234,75.230 POST /user|nfo.asp - 8080
2014-05-05 00:00: 16 109.234.75.230 POST fuser|nfo.asp — 8080
2014-05-05 00:00:23 109.234.75.230 POST /user|nfo.asp - 8080 ~

< il »

ml»

Fig.1. W3C ELF Sample

2.2. OIEIHE (Artifacts)
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221 bjo|Lf2] Ho|f

A=t SGAA N A3k EA <l oA E
o= gl Alzdst A ~ER]7E glrt, Aeg- gl
Alzglo g dEAel NTFS Z9-E vh429] wjeto]
El 5ol stdAzd Aust 715se] gleh 2 el
SMET elol= 2= 9ol 59] ez Jurt 7]5
ol 9la, 7 shelel] b chekdt SAES 7
3 9l $STANDARD_INFORMATION 44
o= Fde] A, AL #4 A 2fAk 52 A
Brb 7155 0] ek de FEATE AR delHE
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Offset 0o 1 2 3 45 6 7 8 9 A B CDEF

00000000 46 49 4C 45 30 00 03 00 39 C8 2A C8 OB 00 00 00 FILED  9E<E
00000010 01 00 01 00 36 00 01 00 A8 01 00 00 00 04 00 00 8

00000020 00 00 0O 00 00 00 00 00 07 00 00 OO 00 00 00 00

00000030 89 0z FF FF 00 00 00 00 10 OO0 0O OO0 0 00 00 00 0 i

00000040 00 0O 18 00 0O OO0 OO OO 48 00 00 OO 18 00 00 OO H
00000050 C4 46 DD 33 65 CF CE 01 C4 46 DD 33 65 CF CE 01 AFV3ell AFv3elf
00000060 €4 46 DD 33 65 CF CE 01 C4 46 DD 33 65 CF CE 01 AFY3ell AFV3elf
00000070 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000080 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00

00000090 00 00 00 00 00 00 00 Off 30 00 00 00 68 00 00 00 o h
00000020 00 00 18 OO0 00 OO0 03 00 4A 00 00 00 18 00 01 00 I
000000E0 05 00 00 00 00 00 0S 00 €4 46 DD 33 65 CF CE 01 BFY3elf

00000000 C4 46 DD 33 65 CF CE 01 C4 46 DD 33 65 CF CE 01 AFV3ell AFv3ell
000000D0 4 46 DD 33 65 CF CE 01 00 40 00 00 00 00 00 00 AFYaell @
000000ED 00 40 00 00 00 00 00 00 06 00 00 00 00 00 00 00 @

0ODODOFD 04 03 24 00 4D 00 46 00 54 00 00 0D 00 00 00 00 S MFE T

Fig.2. $STANDARD_INFORMATION BINARY Data

$STANDARD INFORMATION
Fig.3.3} ze] A=) 9lch.

ox Attribute Header

ox00 Created Time Modified Time

ox10 MFT Modified Time Last Accessed Time

ox20 Flags Maximum number of Version number Class ID
versions

o0 Owner ID Security ID Quota Charged

oxa0 Update Sequence Number (UCN)

Fig.3. $STANDARD_INFORMATION Structure
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| notepad.exe Properties {&J

General | Compatibility | Secuntyl Details | Previous Versmnsl

’ J notepad.exe

Type offile: Application {_exe)

Description Notepad

Location: C:%Windows
Size 189 KB (193,536 bytes)

Size on disk: 192 KB (196,608 bytes)

Created Tuesday, July 14, 2009, 1:56:36 AM

Modified: Tuesday, July 14, 2009, 3:39:25 AM

Accessed Tuesday, July 14, 2009, 1:56:36 AM

Adributes: Read-only Hidden Advanced..
[ OK ] | Cancel ‘ Apply

Fig.4. A Windows File Property
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File Edit View Favorites Help

4 & Computer Name Type Data
» '] HKEY_CLASSES ROOT a5|(Defaul)  REG.SZ
HKEY_CURRENT_USER
HKEY_LOCAL MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

W|EditFlags  REG_BINARY 0000 00 00

N

1l »

Computer\HKEY_CLASSES_ROOT

Fig.5. Windows Registry Editor
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[ Administrator: C\Windows\system32\cmd.exe

The type of the file system is NTFS.
The current log file size is 65536 KB.

The default log file size for this volume is 65538 KB.

C: 4>

Fig.6. Check $LogFile File Size
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Grasp
Network

+ Network Diagram acquisition

et | The document verification

Grasp « Un/authorized Path

IGIHEL S « Management Path
Path

« In/out bound

Grasp « Log/Artifacts
AUEEEE « How to gather logs

Fig.7. The Extract Process of Potential Digital
Evidence

3.2. 2OHQ 24

2aA4¢1(Log-Chain)olst A2 ©& 235 3b
o AAwe|E ARE Aoz AR B
Zzas oA AXE o Frle] Zao|Auk
AGAR Aok 2L 54e ] S8 2a

EAES AR AAAR Aot}

e Ee

Network tm src ip:port dst ip:port

T T
[ 1

Service Log

(Program) tm (Typical) Account
| |

File System tm FILE Account
T |

Behavior tm (Ag/;a)tiial) Account

Fig.8. Log-Chain Example
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file Action View Help
= 2EXE = @D

 Security Settings Policy
» 8 Account Policies
4 4 Local Policies
» _a Audit Policy
» (@ User Rights Assignment
» & Security Options
 Windows Firewall with Advanced Security
- Network List Manager Policies
» [Z] Public Key Policies
- Software Restriction Policies
= Application Control Policies
S 1P Security Policies on Local Computer
“| Advanced Audit Policy Configuration

Security Setting
Audit account logon events Success, Failure
Audit account management Success, Failure
Audit directory service access ~ Success, Failure
Audit logon events Success, Failure
Audit object access Failure

Audit policy change Success, Failure
Audit privilege use Success, Failure

Audit process tracking Success, Failure

L Audit system events Success, Failure

Fig.10. Windows Event Log Audit Settings

=S =z X

sS4z R el Agd uf =g Zasx| 7)50]
2433} =l ook AdER SR e F5
E4o] %SystemRoot%\Prefetch vl A=
o}, v AEg A Mk} 712 AdA o] o}
271 witell AsAba -5 A Aol 2= A 2ksio]
Ag o} gk}, o & 59 Prefetch® AR 3= A
2E2] el EnablePrefetcher 7} Windows
Workstation $ F8d7} L2 7 Ao
AREEE 4= glE “3To]laL Server £ WAdAE HH
dodo|uk AlgE 2 9l 9" o]t}

o|g % 28l uAl gk dlolEl &S 5A& ARl
O]X]—(s].oz] /\]—E]—oﬂ ohﬂ-o z—lzﬂo] H]—Oﬂsﬂ }:i‘i_r/}-

412 HotSg0 mE 24 M

205 &4 wn AR 2o 9
s = olsdh, ey ol ES F
E I R S Ak Pt A=
(Imagmg) & A 7 z37)7) FAMA 2ok
), ol#3F AL wekslr] 18] Guidance Softe]
CyberSecurity ¢+ MANDIANT®] Intelligent
Response -8-A1E2 744 A Atz oJil== of
Wl E7} Wb S wjol|vt S o2& A AsAAY )
rrjxaf olnAditt HAEFAA M= 7 7]
ol 7]Fe] naksld Sl vl vlekgt 2o

= ol
oN, o fo

o
-

27) o B2 AR o 2 AAF Arlr L 5
A 5 glek, wd ek SFel met 27 YA 5
Yoz 2ag Agsta FAshed 29 A

Table 1. The logging policy as Security Level

Logging
Guarded | Elevated High Severe
(Green) (Blue) | (Yellow) | (Red)
Firewall 0 0 0 0
Log
Dump Log X O O O
Tracing X X 0 0
Log
$MFT File X X X O
4.2. FRE

27t ARE ol F FAEHE 2 Fe AHd
Al dubA o w Fesls 2o adAel AR/Hs/
A 21 (13) ol el YAEFAA| =} & 2]
vt 7R B3 AESAAES § 3
3 BoEH RaAeds QAT 5 A, 933
A= Thekeh 9FegleR Alxwle|u oledEES
Z3g 21 AA o] ALE|A] W] wtel A<l
o] #old & olv}. webx] ZaAQle] A1 4 3l
55 AEAQ] o] FQ3ir}

o]g} 7o) YA EFAA =2 i—“lzﬂ HA
o] Al AT Wi opel, 21 A oA
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Table 2. The Details for Digital Evidence Map
Life Cycle Category The result of Implement and inspection
Network Diagram | Refer Fig.11. A System Diagram for Penetration Test
Popential Intrusion Path 1) Web apphcatlon vulnerability
Evidence 2) Authorized account
Analysis Potential (Path-1) F/W log, Web log, Event log and Artifact log of web server
Evidence (Path-2) Add admin PC Event log and Artifacts
c lati Time Sync. Synchronize local standard date and time through a NTP server
orre % ton Link Log-Chain Link Mash Log-Chain in a Digital Evidence Map
Analysis and - . - -
Complementary Integrgted Build Integrated analysis system by using text search engine,
Analysis Splunk
X Build a logging setting, collecting policy base on threat level,
Policy Making Threat Level “Guarded, Elevated, High, Severe”
Log Collection By using a log collect agent, like Splunk Universal Forwarder
Logging Target # | Maintain the latest Network Diagram and Protection List.
Maintenance Log Collection % | Maintain 100%
Log Backup Backup Splunk’s Index and hashing it
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Log Collecting Time | Log Backup Threat Level Log Collection Toaol
Location Category Sub Categories | Manager
% # Syne. St;;:SE Hashing | green | blue |yellow | red Tool Hashing for log analysis
Office & 'Windows Event  |Security 0oC 100 | 128/128| O© 365 o (8] e} o} O |Splunk Splunk
3rd Party . System 0oC 100 | 128/128| O 365 0 - o} O |Splunk Splunk
(Manager) Anti-Virus *EE 100 | 1287128 o} 365 o} o} o] (o] O |[SEPM SEPM
HDD Image AR 365 - - O |Write Blocker [ O [EnCase
VPN xoxw 100 1/1 Q 365 Q Q (o] (o] O |Splunk Splunk
‘Windows Event  |Security B0 97 | 338/348| O© 365 o (8] e} o} O |Splunk Splunk
System ]=)= 97 | 338/348| O© 365 o - o} O |Splunk Splunk
'Windows Firewall 0oC 2 8/348| O© 365 (8] (8] e} o} O |Splunk Splunk
Ibc Anti-Virus wE 99 | 347/348 0} 365 o} o} o] o] O [SEPM SEPM
(Appliance & o NTFS Metadata | *** 100 171 o | 365 " - [o [ o [rRswcpt 0 |log2timeline
Serven) HIVE Files *xx 100 171 365 [ - [ o[ o [Rsmcpt O |REGA
Physical Memory | ** % 100 1/1 365 - - O |IR Srcipt O |Volatility
Volatilty Data o 100 1/1 365 - - O |IR Srcipt O |Utilities
HDD Image il 365 - - O |Write Blocker [ O [EnCase

Fig.15. The Life-Cycle at Digital Evidence Map
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