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ABSTRACT

As the software industry has developed, the attacks making use of software vulnerability has become a big issue in society.
In particular, because the attacks using the vulnerability of web browsers bypass Windows protection mechanism, web browsers
can readily be attacked. To protect web browsers against security threat, research on fuzzing has constantly been conducted.
However, most existing web browser fuzzing tools use a simple fuzzing technique which randomly mutates DOM tree.
Therefore, this paper analyzed existing web browser fuzzing tools and the patterns of their already-known vulnerability to
propose an event and command based fuzzing tool which can detect the latest web browser vulnerability more effectively. Three
kinds of existing fuzzing tools were compared with the proposed tool. As a result, it was found that the event and command
based fuzzing tool proposed was more effective.
Keywords: Fuzzing, Event, Command, Vulnerability, Web browser
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Table 1. Recent Web Browser Vulnerabilities

CVE Browser Vulnerability
2013-3893 IE 6-11 SetMouseCapture
2013-3897 IE 8 CDisplayPointer

2.1.1 SetMouseCapture Use-After-Free[7]

o] Fokd vhe|aRAZEARS] QY AT R
ol A B4 Al gt vk AHE oS
u] ¥AlEE ‘onLoseCapture’ o|WlEZ} A=+
29k SetMouseCapture &<oll4 o] wxa] 3
AR Aoz HIgForA WAt FHoFd o)
sl Fokdel gk AA wWAUSS Fig. 13 2l
A F e dHE(element)E A
body A8l A}A o A& Fr13c} ohgl
‘onLoseCapture’ o|HIES Ax|ala, s}g]e] 3
7H Al E9] ‘outerText $Adel d(null) 32
dHFo A FHER 7 A9 dYUEE body
AARFE AAg L o] w, 7+ dHES] 3
setCapture() 45 TAUNZ &=t F WA
A W& setCapture() &7 25w <3
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Create DOM tres
<DOM tree structure>

¥
| Set up 2 events handler | ‘ HTML | | ATML |

¥ T T
| Call textareaElement selectf) | ‘ 500Y | | 50DY |

-p I

¥ Do| [ remanes | [ rexmares |
| Create ‘CDisplayPointer’ Object | H T change T

7 ; I of ov ]
‘ Call ‘onselect’ event handler | H

¥ H €Doc:Getlineinfo
‘ Change DOM tree node |" . (Update CDisplayPointer position)

+ reuse
‘ ‘onpropertychange’ event trigger | use-after-free |vulnerability

¥ free [TTTTToTomommoTemsmmmmommmoos
‘ execCommand(“Unselect’) |» ------ » Freed memory reference

T I e
‘ HeapSpray()

overwrite memory

Fig.1. MS IE CDisplayPointer Use-After-Free
Vulnerability Mechanism(CVE-2013-3897)

‘onLoseCapture” °|#WlE7} E8]7 (trigger) ¥t}
o] oWl Ex &l Ao gt vk AHE Lo
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document.write() TE o]43led 312]¢] wmz
5 A} vzt AR dsEaes AL
dolglAl =lar, o]Fel] CTreeNode::Getlnterface
ol o5 AHAHE F o 24 Use-After-Free &5
7} HAsHAl H

2.1.2 CDisplayPointer Use-After-Free[8]

o Akl e vholaEAEEAS QY olaE
deld A H4el wA" W Rl

‘onPropertyChange’ °[WEZ}L AHs+= F
CDisplayPointer A Alell4] o]w] wza] a5
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CDisplayPointer A7} A= 3L, ‘onSelect °]
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21| 23}¢] dejE]] preE divE wAg]
= ‘onPropertyChange” °oJWlE7} Eg]A = 3
g g sEHd o] dEFHAME
document.execCommand(Unselect) &%
3o RA Qoo v reE At 3R R
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Create DOM tree <DOM tree structure>

0

| Set up ‘onloseCapture’ event | ‘ HTML | ‘ HTML |
T T
‘ ‘ BODY | ‘ BODY |
| supElement{outerText] =" |» ffffffff » T
‘ disconnect ‘ AUDlo | ‘ AUDIO |
DOM tree
| Call supElement setCapturef) | ‘ sup | ‘ sup |
| Call gudicElement setCapiure() |
| ‘onloseCapture” event trigger | | mshtmlICTreeNode-GetInterface |
v reuse
| ‘onloseCopture” event handler | use-afterfree |vulnerability
free CTTTTTTTTTm T |
Coll documentwrite()  p---c-----n » Freed memory reference
3 ]
|
|

ovenwrite memory

Fig.2. MS IE SetMouseCapture Use-After-Free
Vulnerability Mechanism(CVE-2013-3893)
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Table 2. Existing Web Browser Fuzzing Tools

Fuzzing Rele-
tools ased

Hamachi | 2006
Ref fuzz 2008
Nduja 2013

Fuzzing method

Generation based
Mutation based
Hybrid based
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‘ Browser Detection ‘

¥

‘ Create DOM tree ‘
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Call of Random Method &
Allocate Attribute Value
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Fig.3. Hamachi Fuzzing Mechanism
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Fig.4. Ref_fuzz Fuzzing Mechanism
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¥
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Craw! and Mutation DOM tree ‘
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‘ Random Mutation ‘
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Fig.5. Nduja Fuzzing Mechanism
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Fig.7. DOM Level 3 Event Handler Algorithm(11)
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Identify Browser

Phase 1 — v

Cregte and Initialization DOM free  |4—

— ¥

Event Trigger

¥

Event Handler

Random Mutation
Phase 2 — +

Execute Command

¥

Heap Spray

—«
Cw

Fig.8. Event and Command based Fuzzing Mechanism
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EnC fuzz Web browser Grinder F/W
Interface Target browser <grinder-node>
(html) arg  Exec grinder.rb

| (iexplorer.exe, | |4 )
" chrome.exe, config.rb
= Y debugger.rb

Fuzzing engine
(java script)

firefox.exe)

<grinder-server>

send server.html
grinder_db

grinder_db_user

Injected logger
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Fig.9. Enc fuzz’'s Implementation Environments
and Whole Components
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Table 4. System Specification of Experimental
Environments

Host Guest VM
(ON] Win 7(64bit) Win XP/7(32bit)
S/W VMware Grinder
CPU Intel Core i7 Intel Core i7
RAM 8.00GB 512MB/1.00GB
| Hamachi
| Ref fuzz
[ Nduja
EnC fuzz
Internet Internet Google Mozilla
Explorer 8 ||Explorer 10||Chrome 31|| Firefox 26
VM1 VM2 VM3 VM4

winxe) || (winz) || winz) || (win7) -

Host (Windows 7) | |

Grinder & Database Server
(Crash & Log File)

Fig.10. Whole Components of Experimental
Environments
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Table 5. 2 Weeks of the Experimental Results Using EnC_fuzz with Three Kinds of Existing Fuzzing Tools

Guest OS Windows XP Windows 7
Fuzzing Internet Internet Google Mozilla Total
Tools Explorer 8 Explorer 10 Chrome 31.0 Firefox 26.0
Hamachi 0 0 0 0
Ref fuzz 32 12 0 50
Nduja 74 224 27 207 532
EnC_fuzz 368 32 646 318 1,364
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