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ABSTRACT

Smart Grid, which maximize the efficiency of energic utilization by applying Information and Communication Technology to
Power Grid, requires high availability. Attacks, such as DDoS, which cause suspension of service and lead to social disruptions
have recently been increasing so that systematic management over availability becomes more important. In this paper, we
presents a new evaluation criteria of Korean Smart Grid by comparing availability assessment items of international standards
specified in management system and then overcome the limitations of availability evaluation of existing information security
management system.

Keywords: Information Security Management System(ISMS), Information Assurance, Smart Grid, Critical Infrastructure
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Table 1. Combine G-ISMS with ISMS

L. Competent . Target of
Division System authorities Legal basis certification
. . Ministry of Directive No. 232 of the a public
Information Security . L. . L
Public Ministry of Public institution or
~2012 Management System L. . L. . L. .
. Administration Administration and administrative
in an E-Government . .
and Security Security agency
Directive No. 1 of the a oublic
Information Security Ministry of Ministry of Security and institpution or
2013 Management System | Science, ICT and Public Administration .. .
. . . . administrative
in an E-Government | Future Planning ¥ temporary applying on
agency
2013
Article 47 of Act on a oublic
. . Ministry of Promotion Of Information . .p .
Information Security . . institution or
2014~ Management System Science, ICT and And Communications administrative
& y Future Planning Network Utilization And
. . agency
Information Protection, Etc.

e ERPE ERNEE R TR 2

GargAsl AETEA Aol
Pk AL 3] whiel] Axdzke] AAe] 27
3 EAS EAGe] Stk 5 84l dig $]
Ho] FeEelT A FRAS) SFYe o A7
3)

WA 2 v RE QA g5 vt .
2 A9 7)el gt A4 7|Hk ALE =

SEA] Agh whe} o] 7hgAe FoAS AHAA
Al gJe] ISO(International Organization for
Standardization)elAE gFd5A A AA
BCMS(Business Continuity Management
System)7} 2011 A EFo2 A==l ICTel
g g FdEA slol=eelE 20129 FARESR

A=z NIST(National Institute  of

Standards and Technology)elA& 20104 54
800-34(Contingency Planning Guide for
Federal Information Systems)Z AAstich,

SEvEE dEAd AHREs FAA
K-ISMS(Information Security Management
System) ] 73-%- 71&9] ITAZHlel dgk kAl
ARHS FGriepo|Ant F2 AHGES WAE]
Ag Aol 24 BT Sl 7EA el gk #
Fo] Al T AV £ZH ] Ulgo]7] wtd
71840 7W $A44] HlE AntE TE| Sl H4-3)e]
7HA] BE-S BEskE delle @471 ol

2 = BAHS o AHES fAA
K-ISMSE 7|ukes 3ty ohd AT 7H8A4
FAGEIS FAE B3 22 35S A Sate] &

R EY 1=
39 svbe delsd) A4

&

2 AREE A AA S A
obstuxl  rd FE-AARE dez ke
G-ISMS®] 7% (Table 1.) 3 #o] 2014\d%-¢
K-ISMSZ £39 odo]lm Arte 78es) 32
A3} wiZko 2 vpred Felrl mEng B =i
M oA o gt}

. ui&d
2.1 K-ISMS

HREA o450 ¥ Auns So| Ba YE
ol o8l RFE AIERlo] ksl Flela A,
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Table 2. Valuation criteria of K-ISMS

Certification Criteria Co.nFr.ol
activities
IS Management Process 12
1. Information security 6
policies
2. Information security 4
organization
3. Security of External
. 3
Parties
4. Information asset
. . 3
classification
5. Education and training 4
IT on information security
Coun | 6. Personnel security
term 7. Physical security 9
easu
res 8. System development 10
security
9. Cryptography control 2
10. Access control 14
11. Operation security 22
12. Intrusion incident
. 7
handing
13. IT disaster recovery 3
planning
Sub total 92
Total 104
sk gl

FAQ ARRE A AA AF A=
2] 20124 29 17948 ARFAA8|2A T2 T
HEM A AR o FH o R Q5 MR §
I ik 3-202few el o] Ap-gghviAle] st
o2 vzt e F4, 2% 98| de
st & F0) Foll vk ARES FeAA dF
7158 ARR I[N (5A, 1270 EAEE) I
AR P FA (137] Fof, 927 EAIgH5) 9] F 7}A)
2 7A=Y 104709 EAgEo R Hrpr) o] FoiAl
o}, WS vk 222 104709 BA 3F F s
£ 99 dig Hrle Wt

2.2 ISO/IEC 27001
A EE] ISO/IEC 27001:2005= WHEA<

ARRE A AA(ISMS) Hrp|Eezxa 110 &
oF 3971 EA1EH, 133719 EAlEoz FA =]

glom AHuuwsz FeAA7F PDCA(Plan - Do -
Check - Act)9] AlelE2 A=z d=A F7P7}t
o] FoiZltt, Hrivke 248 K-ISMS9 2| 3w
e §drdgel gste] Hrt ol FolA]A "k A
ISO/IEC JTC 1/SC 27¢A4 =mnld = $]7]
SAEE 7L 2 AEEsr we WA 5 AAA
Al FAIGES A5 WAl A8 Folw 2013
079 FDIS(Final Draft Internal Standard)
2 FF=Edxz A7 glew  IS(Internal
Standard) 2 A=o] HAE oA or}t. & =l
A= 2005402 o,

2.3 15022301

1S022301:2011& Ak QA5 3= A A (BCMS) &
SA|FFOE 5733 (BSI : British Standards
Institution)ollAl  AAE BS259997F wHx g o]
20124 5% TC223(ISONA AldedgAd whe] Hof
£ =93k 23l & Al ETe] Hlck A8
le o2 FAFEIY v R R/ E2/m e
AL A Lol Thsab, 229 ZEA A}
ola ;AR ] QFAHA A, StEYIE], W,
IT7FHA . Al ET 5)S PDCAAPIER = v
=Rl Hel 248 2 3ok 1S027031 A4
o s FAUX FEURtl = T2 2 /Aol

a7HE F4A6A AFE F/A5IL ek

4o

ofr

2.4 1SO/IEC 27031

ISO/IEC 27031:2012% ICTEHE 9 AlddEA
7Fe] =2}l (IRBC
communication technology Readiness for

Information and

Business Continuity) 224 20111 34
ISO/IEC  27001& AlAZ  SC(Standard

committee)27¢] 2|8 FAEFOE AA =g}

IRBCE Atazefv}, AtzztA], is, 5 /RS
AFRo R 3w <Y, Au], 7|&, dHolE, ZEA~
THAE TSR AYsty ek (Fig.1.)9 %
o] IRBCx= BCMS Zg21ele] oJi o7 FAIx|o]
o ISMS Z2aal-g weksly SRlsle e
Al 2-Hlo]t,
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Fig.1. PDCA model of IRBC

. 7124 "@les
3.1 HuEN

2] 2N -] e 77be) A guar)
B0l we} 7H4A BB} gl Aol
KISMSE 7Mhom 74 54 7144 71

GEE 5 7R el AAA Q] A akE m A AY ARl
4% 913 A 2 fA3eel B8 5 TS
A AR/, Al A/ A3/ A HAE
JEAYRA, Abazelal/ Al /RuUEE /e 2
71e} Bt G55 7 BARE (1T o2 A
stal ohE 259 vlakE 538kt (Table 3)

Table 3. Availability control items of K-ISMS

control area co;lzrol control activities
Physical 7.1.1 Security area
security 7.1.2 Securing facilities
1123 Capacity
o management
11.2.4 Fault management
System
development Backup
. 11.2.9
security management
11.5.1 Malware control
11.5.2 Patch management
Establish response
1211 procedures on
information o information security
security incidents
incidents Build response
procedure 1912 system on
o information security
incidents
12.2.1 Emergency training
1nf0rm§t10n 12.2.2 Emergency report
security
incidents Response, recovery
response 12.2.3 on information
security incidents
Share the
learning from | 1931 information security
information e incidents analyze
security result
incidents Recurrence
12.3.2 .
prevention
IT disaster IT disaster recovery
recovery 13.1.1 .
. planning
planning
) 1391 Establish measures
Developing o by risk assessment
continuity -
plans 13.2.9 testing &
o maintenance
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Table 4. Compare ISO27001 with K-ISMS

[SO27001 control
activities

VS.

K-ISMS control
activities

A.10 Communications and operations

management

A.10.3 System planning and acceptance

A.10.3.1 Capacity

11.2.3 Capacity

O
management management
A.10.5 Back-up
A.10.5.1 Information 0 11.2.9 Backup

back-up

management

A.13 Information security incident management

A.13.2 Management of information security
incidents and improvements

A.13.2.1 12.2.1
Responsibilities and O Emergency
procedures training
12.3.1 Share the
A.13.2.2 Learning from information
information security O security
incidents incidents
analyze result
12.2.3 Response,
A.13.2.3 Collection of recovery on
evidence O infor mgtlon
security
incidents

A.14 Business continuity management

A.14.1 Information security aspects of business

continuity management

A.14.1.1 Including
information security in

13.1.1 Build the

the business continuity 0 IT disaster
recovery system

management process

A.14.1.2 Business 13.2.1 Establish

continuity and risk O | measures by risk

assessment assessment

A.14.1.3 Developing

and implementing 13.2.1 Establish

continuity plans O | measures by risk

including information assessment

security

A.14.1.4 Business 13.2.1 Establish

continuity planning O | measures by risk

framework assessment

A.14.1.5 Testing,

maintaining and 0 13.2.2 Testing &

reassessing business
continuity plans

maintenance

3.2 K-ISMS, 15027001

K-ISMS9] 7+¢4 H7l 58 Hrlsbr| ¢s}ed
AR F A AAY FAEFQ 1S0270012) 7144
A =S v A3 Az [Table 4]9+ z¥o] ISO
2700121 7184 H7171% 1074 & + K-ISMS
o] e F5(0)=a &2 2l

—|__1_

3.3 K-ISMS, 15022301

K-ISMS9 7H-A 971 =28 Frishr] sk
BCMS«al 180223012 EA35] K-ISMS9] 7}
44 ZAES v E Ay Table 5 9} Zro|
FZ(0)e] 1374, FEFZel(a) 271, X)e]
10707} 27 se] K-ISMSZ 71»%—*:4—% Jéﬂs}ftﬂ
A7} glo-& Felskedrt.

Table 5. Compare 1SO22301 with K-ISMS

1S022301 control
activities

4. Context of the organization(Plan)
4.1 Understanding of
the organization and X
its context
4.2 Understanding
the needs and
expectations of
interested parties
4.3 Determining the
scope of the business
continuity
management system
4.4 Business

K-ISMS control

vs. L.
activities

none

X none

X none

13.1.1 Build the

continuity 0 IT disaster
management recovery system
system(BCMS)

5. Leadership(Plan)

(IS Management

5.1 Leadership and Process) 2.1

commitment Executive
involvement

5.2 Management

. X none
commitment
5.3 Policy none
5.4 Organization 13.1.1 Build the
roles, responsibilities O IT disaster

and authorities

6. Planning(Plan)

6.1 Actions to address
risks and O
opportunities

recovery system

13.2.1 Establish
measures by
risk assessment
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18022301 control
activities

K-ISMS control

Vs. .
activities

6.2 Business
continuity objectives
and plans to achieve
them

13.2.1 Establish
O measures by
risk assessment

W7b o] K-ISMS® 7H8-4-& 7ksh=d] @)

7 ales Halsiert

Table 6. Compare 1ISO27031 with K-ISMS

7. Support(Plan)

1S0O27031 control

K-ISMS control

information

7.1 Resources X none
7.2 Competence X none
7.3 Awareness X none
7.4 Communication X none
7.5 Documented

X none

8. Operation(Do)

8.1 Operation
planning and control

13.2.1 Establish
0] measures by
risk assessment

8.2 Business impact
analysis and risk
assessment

13.2.1 Establish
O measures by
risk assessment

8.3 Business
continuity strategy

13.2.1 Establish
O measures by
risk assessment

8.4 Establish and

13.2.2 Testing &

implement business O .

.. maintenance
continuity process
8.5 Exercising and 0 13.2.2 Testing &
testing maintenance
9. Performance evaluation(Check)
9.1 Monitoring,
measurement, 0 13.2.2 Testing &
analysis and maintenance
evaluation

9.2 Internal audit

(IS Management
A Process)5.3
internal audit

9.3 Management

(IS Management
Process) 2.1

review o Executive
involvement

10. Improvement(Act)

10.1 Nonconformity 0 13.2.2 Testing &

and corrective action maintenance

10.2 Continual 0 13.2.2 Testing &

improvement maintenance

3.4 K-ISMS, 15027031

K-ISMSe] IRBC®] 7HA4 H71e] 55 etsh|
91ste] 180270319 FAIE5o K-ISMS®] 714
SAIES v Mgk A3} (Table 6)3 %] 55
(0)e] 107, F#FFel(2) 1570, vl (X)e] 27

activities Vs activities
5.5 Establishing o 13‘11T'1 difslfefhe
IRBC
recovery system
5.6 Using Plan Do 13.1.1 Build the
Check Act to O IT disaster
establish IRBC recovery system
5.7 Management B
Responsibility
5.7.1 Management (IS Management
leadership and A Process)~ 2.1
commitment . Executive
involvement
5.7.2 IRBC Policy X none
6. IRBC Planning
6.1 General -
6.2 Resources -
Build the IT
6.2.1 General A disaster
recovery system
6.2.2 Competency of X Hone
IRBC staff
6.3 Defining B
requirements
13.1.1 Build the
6.3.1 General O IT disaster
recovery system
6.3.2 Understanding 13.2.1 Establish
critical ICT services 0  fneasures by
risk assessment
6.3.3 Identifying
gaps between ICT
Readiness X none
capabilities and
business continuity
requirements
6.4 Determining
IRBC Strategy -
Options
6.4.1 General X none
6.4.2 IRBC Strategy
Options none
6.4.2.1 Skill and X none
Knowledge
6.4.2.2 Facilities X none
6.4.2.3 Technology X none
6.4.2.4 Data X none
6.4.2.5 Process X none
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1S0O27031 control

K-ISMS control

1S0O27031 control

K-ISMS control

activities vs- activities activities vS- activities
6.4.2.6 Suppliers X none 8.1.3 Test and B
6.5 Sign Off X none exercise
6.6 En‘h.ancmg IRBC B 8131 General A 13.2.2 Testing &
Capability maintenance
6.6.1 Enhancing o 13.2.2 Testing & 8.1.3.2 Test and A 13.2.2 Testing &
Resilience maintenance exercise program maintenance
6.7 ICT Readiness _ 8.1.3.3 The scope of A 13.2.2 Testing &
Performance Criteria exercises maintenance
6.7.1 Identification . 8.1.3.4 Elements of 13.2.2 Testing &
b A
of performance O 13'2'2 'festmg & service recovery maintenance
criteria fraintenance 8.1.3.5 Planing an . | 13.2.2 Testing &
7. Implementation and Operation Exercise maintenance
7.1 General X none 8.1.3.6 Managing an A 13.2.2 Testing &
7.2 Implementing Exercise maintenance
the Elements of the - 8.1.3.7 Review, .
. ) 13.2.2 Testing &
IRBC Strategies Report and A maintenance
7.2.1 Awareness, Follow-up
Skills and X none 8.2 IRBC Internal (IS Management
Knowledge . A Process)5.3
T Audit .
7.2.2 Facilities X none Internal audit
7.2.3 Technology X none 8.3 Management _
7.2.4 Data X none Review
7.2.5 Process X none (IS Management
7.2.6 Supplier X none 8.3.1 General a | Process) 2.1
- Executive
7.3 Incident .
X none involvement
Response S M :
7.4 IRBC Plan ) Proj;;*‘;’e;n‘fn
Documents 8.3.2 Review Input A L
Executive
7.4.1 General X none . 1 "
13.1.1 Build the V0 TOTmen
7.4.2 Content of Plan i (IS Management
A IT disaster .
Documents . Process) 2.1
recovery system 8.3.3 Review Output A .
743 The IOT . Executive
R’ : d 13.1.1 Build the involvement
esponse an A IT disaster 8.4 Measurement of
Recovery Plan . B
. recovery system ICT Readiness
Documentation e T
7 E A Performance Criteria
.5 Awareness .
' 8.4.1 Monitoring and .
E(?Igpfetency aI.ld X none measurement of ICT 0O 13ﬁﬁn’£§;ili&
raining program Readiness
2'6 ?_"Tument - 8.4.2 Quantitative
ontro and Qualitative X none
7.6.1 Control of X none Performance Criteria
IRBC records P
- 9 IRBC improvement
7.6.2 Control of . X none 9.1 Continual 13.2.2 Testing &
IRBC documentation . O .
—— - improvement maintenance
: MOHITBOI ?H_d Rovlow 9.2 Corrective action O 13.2.2 Testing &
?RlBg/[amtalnmg - ' maintenance
. . 13.2.2 Testing &
8 1.1 General X none 9.3 Preventive action | O maintenance
8.1.2 Monitoring,
detection and X none

analysis of threats
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Table 7. Candidate of additional valuation activities

Control

Control activities Contents
area
To be effective an IRBC program should be a process fully in-
Management R . L L. .
. tegrated with the organization’s management activities, driven
Management leadership and R
.. . from the top of the organization, endorsed and promoted by top
Responsibility commitment
management.
IRBC policy The organization should have a documented IRBC policy.
IRBC roles, responsibilities, competencies and authorities should
General .
be defined and documented.
The organization should ensure that all personnel who are as-
Competency of IRBC| . e X X X
staff signed IRBC responsibilities are competent to perform the re-
quired tasks.
IRBC —
. Identifying gaps
Planning bet 0 10T
cLwee For each critical ICT service the current ICT Readiness arrange-
Readiness . . L .
e ments should be compared with business continuity require-
capabilities and
. .. ments and any gaps should be documented.
business continuity
requirements
IRBC strategies should define the approaches to implement the
General required resilience so that the principles of incident prevention,
detection, response, recovery and restoration are put in place.
IRBC Strategy The organlz.atlon shpuld IC(.>r151der a ran.ge of options for. the in-
. cident readiness of its critical ICT services include provided ex-
Options . .
ternally by one or more third parties.
Skills and The organization should identify appropriate strategies for
Knowledge maintaining core ICT skills and knowledge.
According to identified risks, the organization should devise
Facilities strategies for reducing the impact of the unavailability of the
Determinin normal ICT facilities.
IRBC & The ICT services upon which critical business activities depend
Technology should be available in advance of the resumption of their de-
Strategy e . R
Options pendent critical business activities.
Data continuity solutions should be designed to meet the
Data Recovery Point Objectives (RPO) of each critical business activ-
ity of the organization as they relate to the critical business
activities.
Processes In selecting its IRBC strategy, the organization should consider
the processes necessary to ensure the viability of that strategy.
The organization should identify and document external de-
pendencies which support ICT service provision and take ad-
Suppliers equate steps to ensure that critical equipment and services can
be provided by their suppliers within predetermined and agreed
timeframes.
IRBC strategy options selected should be presented to top man-
Sign Off Sign Off agement, with recommendations for a decision based on risk ap-
petite and cost.
Implementation General IRBC strategies should only be implemented after top manage-

and Operation

ment approval.

Implementing

the Elements
of the IRBC
Strategies

Awareness, Skills
and Knowledge

General awareness of the readiness of the elements of ICT serv-
ices is a crucial element in ensuring the required support for
the business continuity governance and management system,
including ICT readiness.
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Control Control activities Contents
area
ICT recovery systems and critical data should, where possible,
Facilities be physically separated from the operational site to prevent
them being affected by the same incident.
Technology ICT technology strategies should be implemented.
The arrangements for the availability of data should be aligned
Data with the requirements identified within the IRBC management
strategies.
IRBC processes should be documented clearly and in sufficient
Processes detail to enable competent staff to execute them (some of these
processes may differ from the daily operation).
The organization should ensure that critical suppliers are able
Suppliers to support the IRBC service capabilities required by the
organization.
Incident Response The.z incident response should trigger an appropriate IRBC
action.
- Should to choose the method to inform the security incidents to
Communication
people concerned.
The organization should have documentation (plans) to manage
General potential disruption and thereby enable continuity of ICT serv-
ices and the recovery of critical activities.
Content of Plan A small organizati.op may have a single plan d.ocument. that e.n—
Documents compa'sses all activity to recover the ICT services of its entire
operations.
The ICT Response The ICT Response and Recovery Plan documentation should be
and Recovery Plan . .
Documentation concise, people can use them easily.
A co-ordinated program should be implemented to ensure that
Awareness, processes are in place to regularly promote IRBC awareness in
competency and general, as well as assess and enhance competency of all rele-
training program | vant personnel key to the successful implementation of IRBC
(refer to 7.2.1).
Control of TRBC Controls should be es.tablis.hed over I.RBC rechs in order to.en—
rocords sure that they remain legible, readily identifiable and retriev-
able and provide for their storage, protection and retrieval.
Control of IRBC Documents are approved for adequacy prior to issue and their
documentation distribution controlled.
Any change to the ICT services which may affect the IRBC ca-
General pability should be implemented only after the business con-
tinuity implications of the change have been assessed and
addressed.
Moanorlng, The organization should establish a process to continuously
detection and . .
. monitor and detect the emergence of ICT security threats.
analysis of threats
Monitor

and Review

Test and exercise

The organization should exercise not only the recovery of the
ICT service, but also its protection and resilience elements.

Test and exercise
program

The test and exercise program should define how the risk of in-
dividual exercise is addressed.

The scope of
exercises

Exercising should apply to the entire ICT environment and all
the components that deliver the end-to-end service from the
computer room through to the user desktop or any other service
delivery channel.
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Control
area

Control activities

Contents

Elements of service
recovery

The organization should exercise at component level through to
full location-based system testing.

Planning an Exercise

To ensure that an exercise does not cause incidents or under-
mine the service capability, an exercise should be carefully
planned to minimize the risk of an incident occurring as a direct
result of the exercise.

Managing an

A clear exercise command structure should be developed with

Exercise roles and responsibilities allocated to appropriate individuals.
Review, Report and | At the end of an exercise its findings should be reviewed and
Follow-up followed up promptly.
IRBCInternalAudit | The audit plan should also encompass external parties.
Management Top management should review annually the signed off IRBC
Review requirements.

Review Input

The inputs should include information on internal service lev-
els, external service providers’ ability to maintain appropriate
levels of service and etc.

Review Output

Varying the scope, improving the effectiveness of IRBC manage-
ment system and etc.

Quantitative and
Qualitative

Performance Criteria

Performance criteria for IRBC may be qualitative or
quantitative.

4.1 gz

52 Aslel z]% o} 7l E%ﬂu}.

4.2 FIt @7} 7]

M4
]
Hr
B

WplEs EFche WS (Fig2leh 3ol

ISMS= =W K-ISMS¢} =l #5<l 1S027001= K-ISMS®| 784 47} 713 1S0270012] 716
TAE sl BCMSSH IRBC7F 7H8-A el dhdt A F7171%, BCMS, IRBCY| #7154 v]asle
zEor AAse] glor A2 spEA Y Adsh= F7F 97 71E FRTOR 8 FhEE FE2 Al

TEE 25 glenE ) 259 K-ISMSe] 7HA gt (Table 7]
Hrp1Ee FAEEL OIS0270019] 7H8A 27

7153} vlal, @QIRBCE] 7HA H747)E3) vla, 43 712M 93 =

@BCMS?] 7H44 Hr1Fe st E25 7]
ol GREo| tale] 27} W) )R TR £E Ay ~AvlE g2jse] 7} 4 APEs EF37] 4
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Fig.2. Method for draw a valuation basis
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Table 8. Threat of Korean Smart Grid in Availability

Division

Contents

Possible threats

Guidelines for
protection of
information on

OS patch is not applied

Hinder availability
using OS vulnerability

Check the server security

Hinder availability
using Server security
vulnerability

Prevent, response and recovery measures on information se-
curity incidents

Incident response delay

Establish and enforce response procedures on information
security incidents by type

Incident response delay

Establish and enforce emergency contact system for in-

Incident response delay

Smart Grid formation security incidents
Simulation training for information security incidents Incident response delay
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Control Control Contents The ICT
area activities Response | The ICT Response and
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Table 10. Valuation basis mapping table
Division Threats Satisfied Control
OS patch is not applied O ISMS 11.5.2
Check the server security O ISMS 10.4.2
Prevent, response and recover measures on ISMS 12.1.2,
: - response - an v 0 IRBC Policy
information security incidents .
Incident Response
Establish and enforce response procedures on ISM$ 12'1.'2'
information security incidents by type 0 IRBC Policy
- deli for Y v wp Incident Response
suice m.es or Establish and enforce emergency contact system for ..
protection of . . N (0] Communication
. . information security incidents
information on - - — - - -
Smart Grid Simulation training for information security 0 ISMS 13.2.1
incidents o
Establish and enforce emergency contact system of ..
. . . O Communication
the smart grid service provider
Written policy, guidelines, manual of Information IRBC Policy
security system 0O Content of Plan
y 8y Documents
Approval to the establish or change of Information Sign Off
security system Document Control
Establish business continuity strategy IRBC Policy
Teslt busmess continuity management by simulation ISMS 13.2.1
training
Skill and
Duplex configuration for high important system (0] Knowledge
ISMS 7.1.2
Backup cycle and storage ISMS 11.2.9
Documen.tatlon .for. .reportlng procedure on ISMS 12.2.2
information security incidents
. X . ISMS 12.1.2,
Build DDoS response system and training O ISMS 12,2 1
o ISMS 12.3.1,
Vulnergblhty Manage the analysis record of security incidents (0] Control of IRBC
Analysis and records
Evaluation on
Major Working process in information security incidents Process
information Establish and enforce a measure to prevent a repeat 1SMS12.3.2
and of information security incidents o
communication ISMS 12.1.1,
infrastructure | Documentation for information security incidents 0 The ICT Response
coping plan and Recovery Plan
Documentation
Organize information security incidents response .
(0] Incident Response
team
Build the coordinated response system with external .
. . LT (0] Supplier
agency for information security incidents
Awareness,
Educate on the respond process of security incidents (0] competency and

training program

Establish DDoS respond method by attack level

ISMS 12.1.2

Countermeasure against DDoS attack (Green DDoS
Zone)

ISMS 12.1.2
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