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ABSTRACT

Digital Records, which are created, stored, and managed in digital form, contains security vulnerability such as data
modification, due to the characteristic of digital data. Therefore it is necessary to guarantee the reliability by verification of
integrity and authenticity when managing digital records. This paper propose digital forensics based migration process for
electronic records by analyzing legacy digital forensics process, and derives the requirements to develop digital forensics based
electronic records migration tool through analyzing trends of abroad digital records migration technique and tool. Based on these
develop digital forensic based digital records migration tool to guarantee integrity and authenticity of digital records.
Keywords: Digital Forensics, Digital Records, Electronic Records, Migration, Transfer
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Table 1. Supreme Prosecutors Office Digital
evidence collection and analysis rule

Procedure detail

Check warrant

Preparing Target system information
evidence collection
collection Team makeup

Preparing Tools

Presentation of warrant

Execution of
warrant and
collection of

Control spot and analysis
System shutdown

Evidence collection

evidence
Authentication/Sealing
) Transporting evidence
Transportati Registrating evidence
on and Make duplicat
storing ake duplicate copy

Preserving Original

Data restoration

Analysis and Hash analysis

investigation

Signature analysis

E-mail analysis

Create analysis report
Preserving investigation
report

Reporting

AN B AL FAAY BFE Tlol=e}
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TR EAY Y] AR FAEe] glom Al
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Table 2. The national police agency digital
evidence processing standard guidelines

Procedure detail

Check warrant

Target system information
collection

Preparation Team makeup

Preparing Forensics Tools

Setup the procedure and plan
for evidence collection

Presentation of warrant

Control spot

Shooting site evidence

Volatility evidence collection

Evidence
collection

Evidence collection after
system shutdown

Packaging evidence,
writing detail information

Listing evidence,
including witness signature

Sealing evidence

Request for Write a letter of request for

evidence evidence analyzing
analysis Evidence transportation
Evidence take over
Check the evidence
storage media
Deciding whether to
Evidence duplicate
analysis Connect to

write protection device

Imaging process

Analyzing requirement

Create analysis report

R A2A Preserving and managing

evidence
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Table 3. Comparison of digital forensics procedures (8)
Reference DFWRS Reith et al. DOJ Beebe et al.
phases
1 Inc1de.nt Identification Identification
detection
2 First response Incident
response
3 Planning Approach Preparation
strategy
4 Preparation Preparation Preparation
: Documentation
Incident scene .
5 . of the crime
documentation
scene
6 Evidence Examination Recognition and
Identification identification
Evidence Preservation, Preservation, Collection and .
7 . . . . Data collection
collection Collection Collection preservation
3 Evidence Packaging and
transportation transportation
9 Evidence storage
10 Ev1den.ce Examlnat.lon, Analysis Examlnat.lon, Data analysis
analysis Analysis Analysis
11 Presentation Presentation Presentation Report Flndlng
presentation
12 Conclusion Decision Re‘gurnlng Closure
evidence
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Fig. 2. Comparison of Digital Forensics Tool (12)
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