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ABSTRACT

In this paper, we propose the efficient HW/SW co-design method of light-weight cryptography such as HIGHT, PRESENT
and PRINTcipher using GEZEL. At first the symmetric cryptographic algorithms were designed using the GEZEL language
which is efficiently used for HW/SW co-design. And for the improvement of performance the HW optimization theory such as
unfolding, retiming and so forth were adapted to the cryptographic HW module conducted by FSMD. Also, the operation modes
of those algorithms were implemented using C language in 8051 microprocessor, it can be compatible to various platforms. For
providing reliable communication between HW/SW and preventing the time delay the improved handshake protocol was chosen
for enhancing the performance of the connection between HW/SW. The improved protocol can process the communication-core
and cryptography-core on the HW in parallel so that the messages can be transmitted to SW after HW operation and received
from SW during encryption operation.
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Table 1. 3 bit Permutation & S-box Substitution

aylla, z [o|12](3|4|5]/6|7

00 | clleglleg || Vol@) ol 1]3]6]|7|4|5]2

01 |qlleley || Vi@ fo|1]7]|4|3]6|5]2

10 | elleglley || Vo) | 0| 3] 1]6]7|5]4]2

11 | lleglley || V@) o 713[5]1|4]6]2
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fori=1toN I
read alil; //3cycle
blil = alil+1; //1cycle 6 cycles
write b [i]; //2cycle

end;

Fig. 7. example of 6 cycles program

Fig.7.& 29 #A2H ali)]E ¢&d 3cycle,
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4 i
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fori=1toN/3
read alil; //3cycle
read ali+1]; //3cycle
read ali+2]; //3cycle
blil = alil+1; //lcycle
bli] = ali+1]+1; //1cycle I 8 cycles
=a

bli] = ali+2]+1; //1cycle
write b[i]; //2cycle
write b[i+1];  //2cycle |
write b[i+2];  //2cycle
end;

Fig. 8. Adapting unfolding method
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Fig. 9. 4 delay version of an IIR filter
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