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ABSTRACT

This study introduces server-side security-oriented framework for smart financial service. Most of domestic financial
institutions providing e-banking services have employed server-side framework which implement service-oriented architecture.
Because such architecture accommodates business and security requirements at the same time, institutions are struggling to cope
with the security incidents efficiently. The thesis suggests that separating security areas from business areas in the frameworks
makes users to be able to apply security policies in real time without considering how these policies may affect business
transactions. Security-oriented frameworks support rapid and effective countermeasures against security threats. Furthermore, plans
to avoid significant changes on existing system when institutions implement these frameworks are discussed in the report.
Keywords: Smart Banking, Security Framework, Server Security Architecture
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Table 1. Security related application details of
Bank A

.. . Impl
Application Details Date
Strengthening self-identification for 13 09

preventing e-banking incidents (Self)

Applying services for preventing any
e-banking fraud 1309
(Financial Supervisory Service (FSS))

Discontinuing SMS authentication for

preventing the e-banking fraud (Self) 13 1

Strengthening the checking activities
for any suspicious hacking trans- | 13 11
actions (Self))

Strengthening the activities related to

ARS certification (Self) 131
Strengthening the registration process 14 01
of E-banking PC (Self)
IStrengthening the activities related to 1401
ARS certification (Self)
Strengthening the services for prevent- 14 02

ing any E-banking fraud (FSS)
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Table 2. Possible implementation of the security provisions in the framework-level entry
Requirement related laws/regulations

Must apply the encrypted communication when applied to e-banking

transactions

- E2E application : End-to-End encryption method to prevent the dis-
closure of sensitive self-authentication information such as Password,
OTP that are entered in the client side(Keyboard Security Solution,
Virtual Keyboard)

- IS0O27001 A.10.9.2

When encrypting the critical information with using the national certified

encryption algorithm, must use the encryption algorithm that are certi-

fied/accredited by the national institutions or equivalent

- Secret key encryption : must use the secure algorithm SEED of more
than 128 bit or equivalent

- Public key : must use the RSA algorithm of more than 1024 bits or
equivalent

- Article 11 Enforcement
Regulations for electronic
banking supervision reg-
ulations

One ID-One Session

- Prevents from connecting to the online session with one ID at the
same time and from different PCs or IPs

- disconnects the previous session when the user moves the location
from one to another or another user tries to login different id

[5027001 A.11.5.2

SQL Injection defence OWASP Al

Covering Session Management Vulnerability
- Threats to hack the session tokens or attack the other implementation | - OWASP A2
vulnerabilities by masquerading as a different user 1D

XSS(Cross Site Scripting) defence - OWASP A3
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Table 3. Analysis of the security-related features that are implemented in the current financial sector

Category Description Separate(Y/N)
Blocking transaction performed on the PC by managing the
BlackList Management | information of that PC that is used for hacking or has any Y
suspicious activities
Pr ti f steali . e . .
1ev.en ton ot s eﬁl ing/ Requesting ARS certification when user tries any trans-—
reusing the security . . N
actions (Security card user only)
card number
Res.trlctlons to,the Limiting services to deal only with user’s registered PC or
registered users Phone N
PC/phone
. Comparing the information of the PC stored at login to the
Prevention of the . . . . .
. .. . information of the PC that is requesting any transactions or Y
session hijacking . -
inquiries
Collecting any transaction related information like terminal
Log Collection/Analysis | information for analysis on incident reports or any Y
suspicious transactions
Prevention of the Preventing the login success from different PCs and smart v
dual login devices at the same time
Commuplcatlon Encrypting the communication between the server and the
encryption between the . Y
. client (E2E)
server and the client
Extr.a authentication Adding extra Authentication Services for identification of
services such as ARS th ¢ ¢ d ¢ i N
and SMS e customer to proceed any transactions
ARS, SMS Add Add Authentication Service for identification of customer N
Authentication Service transactions
Keyboard Security / Using the keyboard security and security keypad derived ac—
. . , . N
Security Keypad cording to the customer’'s environment
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