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ABSTRACT

The Resident Registration Number(RRN) system has been effectively acted as a national identification system since it was
enforced. On the other hand, there are some problems such as leakages of personal informations including RRNs on a large
scale and each RRN makes a pair with each person in all areas of the society. Nevertheless leakages of them might cause a
big damage, there is no radical countermeasure for they are never changed in actual fact.

In Republic of Korea, a RRN acts as a primary key of a database, so it has to be protected by severing the connectivity
between leaked RRNs and the other personal data. In this paper, the Unconnected Random Personal Identification Number
system is proposed for preventing damage of data spills by removing a dependency which the RRN has. Furthermore, this paper
suggests the solutions against some potential issues in the system.
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proposed alternative means:

Figuring out problems of the
+ [-PINs(Internet Personal

resident registration number

Describing the scheme of the
Unconnected Random Personal
Identification Number system
and procedures of the system

Identification Numbers)
+ Issued numbers of resident

registration cards
+ Unconnected random personal

\identification numbers

|

[ Proposing issues and solutions ]
Fig.1. The flow chart of this paper
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Table 1. This table shows features of the I-PIN
and the My-PIN.

[-PIN My-PIN
Uniqueness O (0]
Reissuance O O

ID of I-PIN may

. Personéfll include some Not included
information personal
information.
Indepen.de* RRNs are RRNs are
nce against maintained maintained
RRNs ’ '
Social whirl hardly exists for it is
Social optional, but RRNs and My-PINs
whirl have to be kept and the form of

My-PINs must be distinguished
from RRNs’ one.

# RRN: Resident Registration Number
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Table 2. This table shows features of the issued
numbers of resident registration cards.

Issued Number

Uniqueness (0]

Reissuance O

. Persongl Not included

information

Independe- | RRNs are maintained, but the use

nce against of RRNs is considerably
RRNs restricted.

Both RRNs and Issued Numbers

Social have to be kept and the form of
whirl Issued Numbers must be

distinguished from RRNs’ one.
# RRN: Resident Registration Number

Random Personal Identification Numbers.

Unconnected Random Personal
Identification Number (URPIN)
Uniqueness O
Reissuance O
. Person:fll Not included
information
Independe- 0
nce against ..
RRN's (RRNs are not maintained.)
RRNs are destroyed after a
Social certain period of time, and the
whirl URPINs are used only, which may
give people a strain temporarily.

% RRN: Resident Registration Number
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Table 4. This table shows comparisons between
the current resident registration number(RRN)

system and the alternative systems.
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A resident l

(& Issue a resident
registration certificate

(@) Report a registration
(name, date of birth, area,
etc)

Resident Registration
Administrative Agency
(Community Service Center)

Resident Registration
Information System
(Local System)

(@ Request a personal
identification number and
send the reported data
(name, date of birth, etc)

(5 Send the personal
identification number

Administrative Information
Possession Agency
(Ministry of Security and Public
Administration)

Resident Registration H® T Modgles for
: i creating or
Information System e ing random
( 4
(Central System) H@ numbers

(3 Create a random number
@) Verify the created number

Fig.3. The procedure for issuing a personal

identification number
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l A person I

(T Present an identification card
(identification picture, name, date
of birth, personal identification
number, etc)

ila}

Permitted Institutions for
Collecting Personal

@ Verify
i Identification Numbers

the person with a
picture and date
of birth

Personal Information
Processing System

(3 Request identification and
send personal data

(name, personal identification
number, etc)

@ Send result values
(valid/invalid)

Person Verification Agency

Identification System

Request synchronization Synchronize

Administrative Information
Possession Agency
{Ministry of Security and Public
Administration)

Resident Registration
Information System
(Central System)

Fig.4. The procedure for the person verification
in the real world
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Table 5. This table shows a process of personal identification data.

Institution Institution Database Main Processes of Transmitted Destination
System Attributes the System Data System
R'esider'lt Resident
registration Registration
database . ;
Creating personal Personal Infsomgatlon
; : S ystem
Administra- Rgmden.t Personal identification identification (Local
. Registration ; s numbers,
tive Information dentification Checking collision numbers. system)
Information system numberg,'Pelfsonal of create§ numbers Personal
Possession (Cyentral }dentlﬁca.tlo*n Creating-modifying. identification
Agency system) 111.for"matlon : deleting instar}l/cesg information”,
Y Modifying value of getc ' ete. Identification
) peltslon@ ' System
identification
numbers, etc.
Resident o
administrative Institution
database information,
Administrative
; Administrative eati cati
R(?slden.t Resident ot Tlea}tl‘ng a~nd application Resident
Registration Rewistration application administering number, rogistration
Administra- Intirmation number, administrative Personal in?ormation
tive Agency System ) Per:s.()na.I applications, identification System
(Community (}Iiocal identification Creating-modifying- | information™, (Cyentral
Service system) numbers of deleting instances, | Request value system)
Center) Y declarers, etc. issuing v
Personal personal
identification identification
information of number. etc.
declarers®, etc.
Identification Creating-modifyine- Resident
database drelza '1ng mo Lying Registration
e etmé’ 1nstan9es. Synchronization | Information
b P | Acceptlng/tD(}nymg request value System
e ersona
‘e.rsor% Identification . A . rqugs S. or (Central
Verification Svst identification identifications, system)
Agency ystem numbers, Personal Checking
identification identifications for Personal
information®, requested personal Identification Information
Inquiry record, etc.| information, etc. result value Processing
System
Institution Personal
Per.mlt.ted database Creating-modifying- identification
Institutions . . numbers,
for Personal deleting instances, Personal
. Information Personal Checking . AR Identification
Collecting . . U . e identification
Processing identification identifications for . . System
Personal X information™,
D System numbers, Personal personal e
Identificati- identificati . . Identification
identification information. etc.
on Numbers . ) L request value,
information™, etc. ¢
etc.

¥ Personal identification information®: Name, Gender, Date of birth
address, Telephone number, Family relations, and etc.

. Place of birth, Recent residence
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A person l 3 Preconditions: A person
has a reissued PIM and an
extra authentication value

(PIM: Personal
Identification Mumber)

(@) Present an identification
card and request updating
on the PIN

Permitted Institutions for
Collecting Personal
Identification Numbers
Personal Information
Processing System

@ Update its
database

(@ Check the picture in the
identification card, and send
both of a reissued PIN and an
authentication value

Person Verification Agency

Identification System

Fig.7. The process of identifying and updating
the database in the real world when a personal
identification number is reissued.
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Permitted Institutions for
Collecting Personal
Identification Numbers
Personal Information
Processing System
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@ Send both of a reissued
PIN and an authentication
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Person Verification Agency

Identification System

Fig.8. The process of updating the database in
the Internet when a personal identification
number is reissued.
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Table 6. This table presents a summary of
predicted issues and technical solutions.

Issue Solution
Creation | This paper proposes effective
and technical processes concerning

destruction | creation, destruction and

reissuance.

of PINs 1ee.
* A reliability of random number
Managing through a verification module
a record of | ¢ Effective process of reissuance

each and updating a personal
individual information using a certificate
PIN value

% PIN; Personal Identification Number
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Table 8. This table presents a summary of
predicted issues and legal solutions.

Issue Solution

This paper considers related

law revisions as follows.

* Concealment of personal
information Amendment :
Article 2, the Enforcement
Regulations of the Residents
Registration Law

* Modifiability of PINs : Article
8, the Enforcement
Regulations of the Residents
Registration Law

Processes to
create and
reissue
random PINs

This paper considers related

law revisions as follows.

+ Reasons and the number of
times reissuing PIN :

Restrictions of
reissuance for

’;{;Vseeng‘r?g Modifiability of PINs : Article
misuse 8, the Enforcement
Regulations of the Residents
Registration Law
This paper considers related
Processin law revisions as follows.
g * Process of reissued PINs :
PINs by !
. Article 2, the Personal
permitted ; )
R Information Protection Law
institutions
. * Process of PINs before
for collecting . . .
reissuance : Article 16, the
PINs

Personal Information
Protection Law

% PIN: Personal Identification Number
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Table 9. This table shows the core analysis that
the Unconnected Random Personal |dentification

Number(URPIN)

has functions as a national

personal identification number.

Function

Analysis

Identificatio
n function

The URPIN satisfies an
identification function including
uniqueness.

* Only one personal identification
value which is valid is allowed
per person.

* The verification module at the
resident registration
information system prevents
collision(equal) results.

Certification
function

The URPIN satisfies a

certification function.

* URPIN has identification and
uniqueness, which makes a
Person Verification Agency
perform personal verification.

Description
function

The URPIN system satisfies a

description function.

* |t has an adult certification
function as follows.

» It provides foreigner
registration numbers as
follows.

* |t is not indispensable to mark a
place of birth to an
identification card, and copy of
resident registration can be
used as needed.

Adult
certification
function

» Personal information such as
date of birth and gender is
marked in an identification
card, and it can be an adult
certification means in the real
world(off-line).

* On the Internet, institutions can
require adult certification by
using an identification by a
mobile phone or a certificate.

Foreigner
registration
number
function

* The particular place value of
URPIN is allocated for foreigner
certification in the real world
and on the Internet both.

Personal
verification
function

The URPIN satisfies a personal

verification function.

* A picture of an identification
card makes personal
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verification in the real world.
* An identification by a mobile

phone or a certificate is still

maintained on the Internet.

Real name | * Real names can be verified with
verification the URPIN by requesting the
function person verification agency.
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