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ABSTRACT

We are using our smartphone for our business as well as ours lives. Thus, user’s privacy data and a company secret are
stored at smartphone. By the way, the saved data on smartphone database can be exposed to a malicous attacker when a
malicous app is installed in the smartphone or a user lose his/her smartphone because all data are stored as form of plaintext
in the database. To prevent this disclosure of personal information, we need a database encryption method. However, if a
database is encrypted, it causes of declining the performance. For example, when we search specific data in condition with
encrypted database, we should decrypt all data stored in the database or search sequentially the data we want with accompanying
overhead[1].

In this paper, we propose an efficient and searchable encryption method using variable length bloom filter under limited
resource circumstances(e.g., a smartphone). We compare with existing searchable symmetric encryption. Also, we implemented
the proposed method in android smartphone and evaluated the performance the proposed method. As a result through the
implementation, We can confirm that our method has over a 50% improvement in the search speed compared to the simple
search method about encrypted database and has over a 70% space saving compared to the method of fixed length bloom filter
with the same false positive rate.

Keywords: Searchable Encryption, Bloom filter, Smartphone
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Single wildcard scheme
. { flower, *flower, flower*, *lower, ..., flowe*, *ower,

, flow*, *wer, f*er, flI*r, flo*, *er, f*r, fI*, *r, f*}

Dual wildcard scheme
- { flower, *flower*, *flowe*, ..., *f*ower , ffower?*,

, flPwer®, . flo*er*, ..., flow*r*

Fig.3. Keyword addition for wildcard search
(Keyword = “flower’)
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Table 1. Notations

Mark Explanation
m Length of bloom filter
F False positive rate
n Number of keyword

Number of encoding

k for each keyword
B Bloom filter
Keyword
Bloom filter storage space
S .
in database
P Number of data(message)

Keyword extracted by
sea-rch keyword

l, (1< ¢<4) Representative lengths

Bloom filter of keyword X
about each representative
length

Message rate about each
7 bloom filter's length
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iv ) Data Encryption V) Store bloom-filter

Data with AES-CTR & data
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Extraction Keyword DataBase
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Fig.4. The overview of data storing step
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HMAC, (keyword)

Location 1 | Locatlon 2 | Location 3 | Location 4

Bikeyword)

‘Lengih‘l]l[]|1|0‘1|1|0|0l1‘

Fig.6. Encoding with HMAC (k = 4)
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Table 3. Length of variable length bloom filter
and representative value of bloom filter by

number of keyword

(k = 4 , false positive rate = 0.1)
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. . Filter
Filter to index (bits)
(bits)
25 5 32
30 5 32
34 6 64
13 63 6 64
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50 243 8 256
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211 1022 10 1024
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Table 4. Comparison of variable length bloom filter and standard bloom filter

(k = 4, false positive rate = 0.1 )

Length of # total message
Range of the # message variable Comparison Saving space
number of (ratio of total lengt.h rate of (bytes) 14794
keyword message) bloom filter filter length
(bits) # min keyword
0~6 9978(67.4%) 32 0.015 2,512,456 0
7~ 13 4070(27.5%) 64 0.031 1,009,360 # max keyword
14 ~ 26 472(3.1%) 128 0.062 113,280
27 ~ 52 162(1.0%) 256 0.125 15,552 145
53 ~ 105 102(0.6%) 512 0.250 6,528 # ave keyword
106 ~ 211 10(0.06%) 1024 0.500 1,280
212 ~ 0(0.00%) 2048 1 0 6.0778
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