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ABSTRACT

Recently financial institutions and large retailers have a large amount of personal information leakage accident occurred one
after another, and the damage is a trend of increasing day by day. Regulation such as enforcing the encryption of the personal
identification information are strengthened. Efficient technology to encrypt personal information is Format-preserving encryption.
Typical encryption expand output data length than input data length and change a format. Format Preserving Encryption is an
efficient method to minimize database and application modification, because it makes preserve length and format of input data.
In this paper, to encrypt personal information efficiently, we propose newly Format Preserving Encryption using Block cipher
mode of operation.
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Fig. 9. Flowchart of EFPE Encryption process
when operation mode=0FB.
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Fig. 10. Flowchart of EFPE Encryption
process when operation mode=CTR.
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EFPE 1 (this paper)
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