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ABSTRACT

A Public Key Infrastructure (PKI) is security standards to manage and use public key cryptosystem. A PKI is used to provide
digital signature, authentication, public key encryption functionality on insecure channel, such as E-banking and E-commerce on
Internet. A soft-token private key in PKI is leaked easily because it is stored in a file at standardized location. Also it is
vulnerable to a brute-force password attack as is protected by password-based encryption.

In this paper, we proposed a new method that detects private key compromise and is probabilistically secure against a
brute-force password attack though soft-token private key is leaked. The main idea of the proposed method is to use a genuine
signature key pair and (n—1) fake signature key pairs to make an attacker difficult to generate a valid signature with probability
1/n even if the attacker found the correct password. The proposed method provides detection and notification functionality when
an attacker make an attempt at authentication, and enhances the security of soft-token private key without the additional cost of
construction of infrastructure thereby extending the function of the existing PKI and SSL/TLS.
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Fig. 2. Private key stored in HDD(Hard Disk Drive)

2.2 PKI 7= 2H| M|

PKIelM = gel]lgr]at 7 AdsdsAds #lest
7] $13 3071 QiAo Aely] LS xEshE 9]
Ao AFsg sha QEHIT), 2ZE B2 N F
W71 AFA 2 7] skl e] AR A=
3} 2} Fig. 2,014 2 = sl%o] nEsd A% 3l
2ol AREAEE] ANR1717F Sl de 7 EAskar gl
A7) oL HAlsh AEsE $Hlo] ol Frolet,
A7 7 Az TAE Sl 2ESE A 9
;]“: .é/\z_qlo] O/‘\o]x]u]— AXE B3 /ﬂ-oﬂ/{-] z‘gi;(ﬂy}

A AHEAE Q7] el WA= ] Adejelct
% xE B3 o QAFAA A A7) sl
o] % H X olF VAT & WL AA7A] EAE)
X] A=

5
y
=

(o]

1

B}

ol

— o2

L5
435“':

1> o

xolﬂﬂ gl ey B3] 98t
7] ¥l PBKDF2(13) A== 7]vk ¢t&
o k%3 EM A, 22y 3 GPU
o148 PBKDF2 274 A7 A7 6):= M7 3t
of fEEW AREAL Q77 ofRA @Al
(compromise)@ 4=tk 1AL HolFw 3}
Ao PKI F2o14E AH-43L 711717} -2 71
U ez oAE A AR} A ARE R

sla 9l ey g B2 Qg sfely] I &

O T
N
o 0150
o

E5 AP AAE )= oE e, daE a3

el =% Ay FAERFE AT 2F
(compromise) € 7% AH-AF A9 Eg-o|v} FAA}
of &gk MH 7k AAE AT 5 gl el A

9] PKI FzelA& A Fs}c},

2.3 98 29

lI

TN 7Rk FEeAA TN A2 Aol
= Sl 1 FelAm AHgAle] Agg el
© 7] 7 FEeA T F83 2AR B 5
alek. ek ALgAke] ARt AR A S
FAAE= 1 F7)E o]Lsle] EA A} EAd digk A}
Ake) A A7 ke AT F glem, A &
#5704 AR AF 9% FAL A
w3t S5 Qleh(7). AHgAR] AR A7) e 9]

e

- dw8]E 34 (Algorithmic Attack): A% &
A 2] F k& o] 83t &

A FHLR AW ANA7E AXtsle 24 W
olmjsle] ol w3 o2 Pollard(11)]
Ong-Schnorr-Shamir 4™ 7% (10)¢] 24
Foac

_PL}O{

o
oo o o K

Table 1. Storage location of soft-token digital certificate

Iitggfug; (O Storage location
Windows 98, ME, XP |[(HDD volume name):\Program Files\NPKI\(DN of CA)
Windows| Windows vista %UserProfile%\AppData\LocalLow\NPKI\(DN of CA)
HDD and above
UNIX/Linux (User account)/NPKI/(DN of CA)
Mac 0S X (User account) Library/Preferences/NPKI/(DN of CA)
Windows (Disk name) :\NPKI\(DN of CA)
USB  |UNIX/Linux (Mount directory)/NPKI/(DN of CA)
Mac OS X /Volumes/(Disk name)/NPKI/(DN of CA)
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Fig. 3. System diagram for detection of private key compromise
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Table 2. Terminology of efficiency analysis of a proposed method

Terminology Explanation
n The number of private / public key pairs
By Public key length
B i Size of private key file
B, Length of certificate serial number
By, Length of ciphertext or signature in public key cryptosystem
B, Length of random number 7
ser The number of PKI members
S A operation of symmetric cryptosystem
P A operation of asymmetric cryptosystem
FKeySearch A operation for finding legitimate key .among n—encr.ypted private keys
In the worst case, n-decryption operations are required.
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Table 3. Additional storage space for a proposed
method
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Table 4. Additional operation and traffic in the process of certificate issue

User CA OCSP server
Operation P+S 2P+S8 P
OCSP Bsn +BPF
server
Transmission traffic CA Bpp+ Bpp+ B, -
User (n—1)Bp
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Table 5. Additional operation and traffic in SSL/TLS and OCSP
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