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ABSTRACT

Vehicular Ad hoc Network (VANET) has gone through a rich amount of research and currently is making its way towards
the deployment. However, surprisingly it evolved to rather more applications and services-rich breed referred to as VANET-based
clouds due to the advancements in the automobile and communication technologies. Security and privacy have always been the
challenges for the think tanks to deploy this technology on mass scale. It is even worse that some security issues are
orthogonally related to each other such as privacy, revocation and route tracing. In this paper, we aim at a specific
VANET-based clouds framework proposed by Hussain et al. namely VANET using Clouds (VuC) where VANET and cloud
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infrastructure cooperate with each other in order to provide VANET users (more precisely subscribers) with services. We

specifically target the aforementioned conflicted privacy, route tracing, and revocation problem in VANET-based clouds

environment. We propose a multiple pseudonymous approach for privacy reasons and leverage the beacons stored in the cloud

infrastructure for both route tracing and revocation. In the proposed scheme, revocation authorities after colluding, can trace the

path taken by the target node for a specified timespan and can also revoke the identity if needed. Our proposed scheme is

secure, conditional privacy preserved, and is computationally less expensive than the previously proposed schemes.
Keywords: VANET, VANET Clouds, Security, Conditional Privacy, Revocation, Route Tracing

|. Introduction

The push for Vehicular Ad Hoc NETwork
(VANET) (a specialized breed of MANET-
Mobile Ad Hoc NETwork) has resulted in
the possible deployment of the technology
in the near future. Noteworthy results have
already been produced by research
community in the field of VANET ranging
from design all the way to security issues.
Nonetheless, deployment of this technology
on a mass scale has been a real challenge
to date (1,2). The main reason for such
delay in the deployment stage is the unique
security and privacy problems. Moreover
there are many conflicting requirements
such as privacy and revocation. A concrete
and full privacy mechanism is favorable for
the users: however, it gives room to the
adversaries to exploit it and penetrate from
the other ends in the form of Sybil attacks
and so forth. Therefore for liability reasons,
these users must be subject to revocation
and in some cases the route they take must
be traced, in case of any dispute such as a
deadly accident or a terrorist attack. The
tradeoff solution for aforementioned pheno-
menon is conditional privacy. Academia and
research institutions have spawned their
resources to take out the very roots of the
security and privacy challenges in VANET
(3-5].

In order to fully utilize the resources of
current and near-future high-end vehicles,
traditional VANET evolved to VANET-

based clouds as a result of the combination
of two emerging fields; VANET and Cloud
Computing (CC). The main driving force
behind the VANET-based clouds is that
practically our cars resources are wasted
for most of the time (for instance our cars
are parked and remain idle for most part of
the day, i.e. tens of hours a day). It would
be ideal if the car would be capable of
utilizing its processing, computing, storage,
and communication resources (6). The cars
could rent out the resources and earn some
revenue as well.

In this paper, we aim at a specific class
of VANET-based clouds framework namely
VuC (VANET wusing Clouds) (7), and
propose a revocation and route tracing
mechanism for VuC. For this purpose, we
particularly select a cloud-based traffic
information dissemination application of
VuC where beacons are stored and
processed in the cloud for information
dissemination and also leveraged route
tracing by law enforcement authorities in
case of any investigation. Note that
beacons messages contain current mobility
information which is used by VANET
application to construct traffic views. The
contributions of this paper are given below:

Conditional Privacy: We propose a
approach to
conditionally preserve the privacy of the
users. Our proposed pseudonyms are

multiple  pseudonymous

trapdoor-based, where in the normal
circumstances, it is very hard to extract the
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real ID from pseudonym unless the keys are
compromised, otherwise.

Route Tracing: We model a
privacy-aware mechanism on the top of our
pseudonym-based
approach, where the route taken by the

privacy preserving
user can be traced by the revocation
authorities with the consensus of law
enforcement agencies:

Revocation: We provide a private yet
trapdoor-based pseudonymous approach
which on the one hand guarantees privacy
for the user, and on the other hand enables
revocation authorities to revoke the user in
case of a dispute.

This paper is the extended version of our
work in (21). However, in this paper, our
approach is different from (21). Due to the
security and brute force overhead of the
revocation and route tracing in identityless
privacy-preserving approach, we introduced
trapdoor-based pseudonyms that guarantee
privacy to the users and guarantee liability
in case of a dispute as well. The
pseudonyms approach is carefully designed
in order to provide the same level of privacy
and reduce the revocation overhead as well
as keep the adversaries at the bay to
launch attacks such as Sybil attacks.
Moreover, we also rigorously analyze our
proposed scheme with respect to the
previously proposed schemes.

The rest of the paper is structured as
follows. Section II discusses the design
rationale and baseline of the proposed
scheme. Section III presents our proposed
revocation and route tracing mechanism,
followed by evaluation of our proposed
scheme in section IV. State of the art is
discussed in section V followed by
concluding remarks in section VI.

Il. Design Rational and System Model
2.1 Design Rationale

Due to its ephemeral nature, VANET
requires stringent security and privacy
measures. VANET technology is going to
have a huge social impact on the lives of
the users because users will not put their
privacy at stake as a result of using such
technology. Therefore any message, and or
action should not be linked back to the
user. On the other hand, for liability
reasons, in case of dispute, users must be
able to be revoked by the authorities and
their routes must be traced. These two
requirements clearly contradict each other.
A tradeoff solution that has benefits for the
both  requirements, is essential. A
mechanism that protects the privacy of the
users as long as they are benign, and
revoke their status as soon as they act
maliciously, can solve this problem. Such
mechanism is called conditional privacy
preservation.

Since our proposed scheme is based on
the beacons stored at cloud, the design
rationale for the VANET services through
cloud is also appealing. This approach has
twofold advantages: 1) Storing large
number of beacons in cloud would let the
cloud to process the beacons for more
fine-grained optimum location-based
services. 2) The stored beacons enable
authorities to carry out revocation and
route tracing without any additional
overhead and/or infrastructure.

2.2 System Participants

Our system integrates two technologies:
VANET and CC. In VANET the system
participants include department of motor
(DMV),

vehicles regional certification
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Table 1. Notations

Notation Explaination
V Vehicle with OBU and TRH
G Cyclic group of prime order q
P The generator of G
r Random nonce
uy Secret .counter for pseudonym
generation
oy Incrementing factor for pseudo-
nym generation
S Private master key
Pub Public key corresponding to s
PS@ ith pseudonym of vehicle V
Ky Individual secret key of V
K, Zone level secret key
Kpg, RSU level key used for geoclock
K;eolwk Location-based encryption key
K Shared secret key between enti-
Ty ties x and y
h:{0,1}— | Collision resistant hash function
{0,1} of length [
A MaptoPoint hash function as:
H0) H: {01}
: s —G
hk.() Keyed hash function
b Exclusive OR operation
I Concatenation function

authorities (RCAs), revocation authorities
(RAs), road-side units (RSUs), and
OBU-equipped vehicles. DMV is at the top
of the which
manages all underlying VANET entities.

management hierarchy
RCAs are autonomous and control specific
reasonable size of zone which has RSUs
deployed in it. Each zone anticipates its
own cloud infrastructure. RAs are a number
of government departments (for instance
law enforcement agencies, and judiciary) to
collectively revoke a node when necessary.

CC infrastructure consists of Authenticator,

Cloud Knowledge Base (CKB), Cloud
Processing Module (CPM), and Cloud
Decision Module (CDM). RSUs, and

vehicles with 4G serve as virtualization
layer between VANET and CC, and
forwards messages between VANET and CC
back and forth.

2.3 Assumptions

1. Vehicles are equipped with onboard
units (OBUs) and tamper resistant
hardware (TRH), and only VANET
authority is able to initialize the OBU
and TRH.

2. Due to seriousness of liability issues, the
revocation functionality is distributed
among several physical entities which
then collaboratively revoke a node by
the power vested in them collectively
through colluding.

3. All Messages are assembled inside TRH
and RSUs are sufficiently deployed in
hot spots such as cross-roads and
intersections.

4. A potential healthy functional contract
is present between VANET and CC
authorities for service exchange. On the
basis of this assumption,
considered to be partially trusted and

cloud is

the existing standard procedures for
auditing used by VANET
authorities to maintain the trust level

can be

between the two entities.

5. RSUs serve as primary GT and
4G-containted vehicles serve as
secondary GT to the cloud infra-
structure.

IIl. Proposed Route Tracing and

Revocation Scheme

3.1 Network Model

We introduce a three-layer network
model as shown in Figure 1. The lowest
layer is part of VANET and composed of
vehicles on the road and we assume that
there is enough market penetration of the
OBU-equipped vehicles. The middle layer is
virtualization layer and composed of
VANET as well and realized by GTs (RSUs
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and 4G-connected vehicles). The upper
layer is the cloud layer or services layer.
The main function of virtualization layer is
to forward cooperation (beacons) from
vehicles to the cloud and forward
fine-grained services from cloud to the
vehicles through GTs. The by far best
example of such
information as a service from clouds to

vehicles (9].

scenario is traffic

3.2 System Setup

The notations throughout this paper are
listed in Table 1.

3.2.1 System Initialization

We use ElGamal encryption algorithm
(10) over the ECC (Elliptic Curve
Cryptography) (11) to encrypt A, and K;.
Let G be a cyclic group of prime order ¢
where @G is generated by P. DMV first
chooses sEZ; as its private key and
computes Pub=sP as its public key. DMV
then uses threshold based secret share
scheme (12] and divides s into j parts
where j is the number of revocation
authorities, each carries a share s; and
s; = (31,32,...,sj). In order to construct s from
individual s;, must elect one of them to be
group leader and construct s from
combination of individual s;.

3.2.2 TRH Initialization

The owner of the vehicle physically visits
DMV for TRH
confirming the credentials, DMV initializes

initialization.  After

the TRH and saves the system parameters
including {G,qPPubu,.0,}. Additionally
TRH is also preloaded with A, and Ajg; of

the current zone and nearby RSU

respectively. DMV also saves vehicle's
individual secret key K, and pseudonym

generation key K.

3.2.3 Pseudonym Generation

DMV generates number of pseudonyms
for each vehicle and saves it in the TRH.
The pseudonyms are generated by taking
vehicle's secret counter uy and increments

it by o, as follows:

P8, = ((8) ) (90 VID) . In,)

]\/DJI v

B=uy+n0,, where n, is the current
count of the generated pseudonyms, and
VID is the identity of the vehicle. DMV
saves these pseudonyms in vehicle's TRH
and sends the anonymous pseudonyms to
RAs as well. TRH also encrypts A; and A,
and sends the encrypted text to RAs which
serves as a trapdoor for the revocation.
Encryption is carried out as follows:

¢, =rP, ¢, = (K|K,)® H(rPub) |

ris a random number selected by TRH to
the encryption. TRH sends (¢;,c,) to DMV

and RAs. However RAs can only decrypt the
cipher text by colluding and can get A; and

CRB: Clowd Knowivdpe Base
CPM: Clowd Procesing Modufe
Save bea
e CDM: Clowd Deciion Module
a('r.\l LAk e DEROWAVE
w=  [ligh Speed Backbowe
R
oM 3 BANET
S, U Viewslizanion Layer
. ] Modile Gateway

il Awibeniicaior

Fig. 1. Network Model
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K, when they agree upon constructing s
from individual s;,. Additionally DMV also
sends hashed credentials including A; and
K, along with the pseudonyms to RAs

which are in turn used to revoke the
identity.

3.3 Privacy-Aware Beaconing

We extend Hussain et al.s identityless
beaconing mechanism (5] in our proposed
scheme. The beacon format is given below:

B=(Payload, PSy.,8,h . (8 Payload))

geolock

§=hy (PSy|Payload)

Where B is the beacon broadcasted by
vehicle V containing data Payload which
contains current time, location, velocity,
and heading etc. Due to high frequency of
the beacons, we use weak authentication in
beacons by employing keyed HMAC. §
exhibits the functionality of both weak
authentication and integrity of the data
contained in beacons. In order to check the
integrity of aforementioned value 6, another
hash with zone key K, is calculated. It is

worth noting that A, is distributed by

RSUs among the vehicles of the same zone.

2.B = Dec({B}

1. {B}nguluck

ngulock)

However vehicles are subject to put request
for new zone key while moving between
zones. Vehicles use random pseudonyms
from their pool with beacon messages. We
assume that RCAs update these keys on
regular basis.

To date, all proposed
beaconing schemes send the contents of the
beacons in plain text. Therefore, spatial

previously

and temporal correlation among beacon
messages enables adversaries to construct
movement profiles against specific users. To
this end, we propose a geolock-based
encryption and encrypt the entire beacon
with K,

geolock

(see next sub-section). GTs
after receiving B, decrypt it with A 4.
and then re-encrypt a part of B, with
Kygr— vy and send the beacon (plaintext
part Payload and encrypted part
B— Payload, ) to CKB. Since we are

v
using traffic

dissemination service from clouds, the data
contained in beacons needs not to be
encrypted in order for cloud to process the

fine-grained information

data. For that reason we only encrypt a
part of beacon which contains the sensitive
information and store it in the cloud for

revocation and route tracing. is used by
cloud to construct fine-grained traffic
4. Stores ¢ indexed

with time

N % ! ‘i ¢ = Payload,{B — Payload}g, . ..

a. Beacons storage in cloud

3. Session leader decrypts
encrypted part of beacons
and performs route tracing

RA

a 1. RAs request the cloud for a beacon set of interval [t ¢;]
|
% 2. Cloud sends {{B — Payload}KRsuiumv}[mi] to the session leader

b. Beacons retrieval from cloud

Fig. 2. Beacons storage and retrieval from cloud infrastructure



information based on physical sections of
the road. CKB saves the beacon and
indexes it with current time. The overall
process is illustrated in Fig. 2.

3.4 Geolock-based Encryption

Traditionally in VANET,
information like speed,
heading information is sent in plaintext.

awareness
location, and

Such scenario gives room to outsiders to
generate movement profiles of the targets.
Outsiders could also manipulate the
location information in order to create
illusions to launch Sybil attacks. It is
somehow essential to provide location
confidentiality against outsiders. However
insiders are still a risk since they could
manipulate the location information as
well. Yan et al. proposed location-based
encryption in order to achieve location
confidentiality on the basis of assumption
that the GPS information is private (13).
Their scheme uses only GPS information in
order to construct a secure private value
referred to as geolock. More precisely
geolock-based encryption refers to an
encryption scheme where location
information is used to generate the key
used for encryption and decryption. The
purpose of such encryption is twofold: to
provide location confidentiality against
outsiders and to keep insiders from
manipulating the contents of the message.
Contrary to claim by Yan et al., we argue
that GPS information is publicly available
and their scheme may not be secure and
virtually equivalent to plain text. All that
would take attackers to decrypt the
encrypted message would be to acquire GPS
information. The fact that currently
available hand-held GPS devices come
handy and cheap, Yan et al.s scheme is
even more insecure.

=4 (2014. 10) 801
GPS Coordinates Time Kesy
Region }—>I 07800 ] [91650 | [14:30278] [ K. | [Kasu |
Size
K,
Beacon|__|26 ] 3055 (870238 ] (& ] [Kee ]

Validity| || 026 | [ 305 | |7252316| | 1< | [Kaso

| H(O263057HKH1\R5L)

Fig. 3. Geolock-based encrytpion (9]

In order to diminish the effect of content
manipulation, we use our extended and
secure version (9] of Yan et al’s
location-based encryption (13].

Fig. 3 illustrates the construction process
of K, ooa- The construction module takes as
input, the effective region size, message
lifetime, XA, Agg, and then multiplexes
these values altogether in order to calculate
hash value from the multiplexed content.
The effective region size is used to define
physical region where K, is effective.

Message lifetime helps to prevent the
useless lingering around of stale messages
in the network. Ay is the RSU-specific

key issued to the legitimate vehicle
whenever it comes under the RSU's
transmission range. Our proposed
location-based encryption mechanism uses
different levels of confidentiality as follows:
GPS coordinates are publically available,
K, is known to the legitimate VANET users
in a specific zone, and Ajg, is known to the
vehicles currently present within the
transmission range of the . Additionally it
must be noted that some of no-RSU regions
might exhibit a long distance with the same
Ky, but in that case, the time factor would
limit the degree of content abuse. We
assume that K, and Kjy are subject to
change on a regular or dynamic interval for
security reasons: they have no contribution
to security and privacy, otherwise.
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3.5 Revocation and Route Tracing

In case of an investigation, for instance a
deadly accident, the culprits must be
brought to justice and their real identities
must be revoked. In order to revoke a node,
RAs agree upon constructing s from
individual s;. After that, current session

leader decrypts from ciphertext as follows:

Ky=c,®H(s « ¢;) = (K|K,)D H(rPub)
@ H(rsPub)

We assume that RAs already have got a
warrant from DMV beforehand, and DMV
also provides the session leader with
Kpq— iy since a portion of beacons is
stored in encrypted form in the cloud. It is
worth noting that any existing leader
election mechanisms can be used to elect
the leader of RAs which initiates the
colluding mechanism to decrypt A, and K.
In order to revoke the vehicle in question,
its beacons are retrieved from cloud with
certain interval input. When the session
leader decrypts A, and K, from ¢, it
calculates ¢ for some of the beacons from
the retrieved set of beacons, in order to
verify the integrity of both keys and the
beacon contents. Then with A; and A in

hand, the trapdoor inside the pseudonym in
hand can be used to reveal the real VID of
the vehicle. In this way, the real identity of
the node is revoked.

For route tracing, DMV permits RAs to
perform route tracing and RAs decrypt as
aforementioned. Route tracing is performed
as follows:
® RAs get a set of beacons from cloud

infrastructure corresponding to any

timespan At (let say from time ¢; to t;),

i.e. Ab,b, by b, ). Let the beacon set

for route tracing is denoted by B, =

R —
® RAs check for the following condition.
* For the first beacon when ¢=t and
hy, (Payload), it is added to the route

set which is denoted by B, ..
B

route

and
={b,}, t is the timestamp in the
beacon and b, €B,,.

o For t=t, .t 11
Vb,E Blt, € [t;t ] A hy (Payload) =§

Bmute = {th,l} U th

4, is the timestamp of beacon b, and

B

ata,,, TePresents the beacon data whose

timestamp is within interval [t;z,].

IV. Analysis and Evaluation

In this section we analyze our proposed
scheme from security, conditional privacy,
and computational overhead standpoint.

4.1 Security Analysis

The security requirements for beacons
are authentication, data integrity, user and
location privacy, and confidentiality. Due to
high beacon frequency, we employ loose
authentication through keyed HMAC. The
hash value calculated with A}, serves as

both authentication and contents integrity
verifier (including the integrity of §). Apart
from that, we also leverage location-based
encryption where we encrypt the entire
beacon with K,

woodr 111 order to provide
location confidentiality. It is worth noting
that the plaintext beacons are prone to
manipulation and  movement  profile
generation from both insiders and outsiders
(1). To counter that issue and provide
location privacy, we use geolock-based

encryption. In order to manipulate the
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contents, outsider must have obtained &,
and Ky, whereas for insiders, the contents

of the message are meaningful only in the
neighborhood with legitimate credentials
(pair of K, and Kpg).

4.2 |dentity Preservation and Conditional
Privacy

Our beacons include anonymous
pseudonyms and are hard to link to each

other and to the user, as long as A, and
Ky, are not compromised by outsiders. For

insiders the window of linking would be too
small. In our proposed scheme the
compromise of A, alone does not affect the

privacy until the current Apg s

compromised as well. Even in such case,
the consequences would be limited to the
jurisdiction of the compromised RSU. A

and K are saved by RAs in encrypted form,

and without knowing s, RAs individually
cannot abuse the user privacy. Moreover,
even if RAs fail to confirm the value
hKV(Payload)to be from the target node, no

additional information is exposed to RAs
that could be abused. Moreover in case of
Kypso— puv compromise, the dire
consequences would be limited to the
jurisdiction of the concerned RSU, in the
form of profilation. But the real identity of
the nodes would still be preserved since
from the pseudonyms in hand, it is not
possible to link it to the user unless A}, and
K; are known.

Lemma 1: It is very hard for adversaries
to generate the real time profiles against
the users.

Proof: Since beacon is encrypted with
K,

geolock »
movement profiles of a specific target, the
adversary must be in the transmission

in order for adversary to construct

range and more precisely of the effective
region of the A4 to decrypt the beacon

and obtain the aforementioned value. By
the characteristic of K,

wolode.  the adversary
can only decrypt the message if it is
physically present in the effective region
where /. can be constructed. In worst
case, if the adversary is around the target
all the times and holds legitimate A}, and
Kpgy, then the adversary can abuse the
privacy of the target. However, the
probability of such case is slim and equal to

1

1 1 .
Nypgy * Ny » HCordi * HTz

i=1 i=1

Npg» Ny Cord; are the number of RSUs,

number of zones, the coordinates of the

where

area where current is valid at time. ]
Lemma 2: It takes universal brute force
attack for K,

Proof: In order to decrypt the message
that is encrypted with current K. the

to compromise.

eolock

decrypter must be physically present in the
area where current K, is valid and at
the right time. Any insider legitimate user
that is not currently present in the
aforesaid area is considered as 4,. In order
for A; that is not physically present in the
area where current A, can be used for
decryption, must construct all possible
combinations of /. for the decryption of
the message. When A, receives message

encrypted with current K that is

geolock
constructed with A, Kpy,, t,,. and loc,,, it
will be hard for A, to figure out which A},
and Apgy are used to construct A...q and
that is why 4, has to try all combinations
of these two keys and the GPS locations in
each zone, in other words try all zones and
RSUs therein. Additionally even in the
single zone and RSU, the GPS coordinates
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are also important. If there are n zones, s
RSUs in each zone and [ locations under
the jurisdiction of each RSU, then A4, must

try the following number of keys to decrypt
the message encrypted with current A,

colock *

SV,

i=1j=1k=1

Moreover the time factor is an important
issue in such brute force because after the
expiry of the validity time denoted by
which is also an input to the &, .4. the key

cannot be constructed and becomes stale.

g

4.3 Computation and Communication
Overhead Analysis

Revocation and route tracing function-
alities are realized through computationally
inexpensive HMACs. The size of beacon
with security overhead denoted by is given
below:

Size = Payload+3H

According to [(14), if we consider an
optimistic size of the beacon payload, it will
not exceed 50 bytes. So the size of the
beacon becomes 50+3H, however the real
size will vary based on implementation. H
denotes the size of the hash function used.
The revocation cost for RA, denoted by 7,

rev

is given by:

T.,=2T

rev mul

+3Ty+ T+ T,

T

mul

is the time required for point
multiplication, 7 is the time required to
calculate hash, 7, is time required for

symmetric decryption, and 7} is the time

required for table search. Route tracing
cost, denoted by 7, is given below:

It)

2T +nTy+ ] 7,

i=1

T,=2T

mul

RAs calculate j number of hash values, n
is the number of beacons to be processed,
and [t} is the timespan for which route

tracing is required. In (15), 7

T 18 found
for a super-singular curve with embedding

k=6 over Futo be equal to 0.78 ms.

T, =2(0.78) +3Ty+ T+,

[t

7, =2(0.78) +2 T, +n T+ [ T
i=1

Let f, be the beacon frequency, d be the

traffic density at Aol (Area of Interest),
and A, be the timespan for tracing, then

the number of beacons processed denoted
by b

processed

is given by:

b

processed =dx fb X At

For revocation, the time required for
node revocation denoted by 7, is bounded
by the number of nodes whose credentials
are saved in the RAs.

4.4 Comparison with Other Schemes

We compare our proposed scheme with
Kim et al.s (17) and Malandrino et al.’s
(20)  scheme. Table 2
comparison. The comparison is done from
‘signatures with normal beacons’, location

outlines the

privacy, profilation, and content security
perspective. As it can be observed from the
table that Kim et al. use signatures with
the normal beacons, do not preserve
location privacy, and profilation is possible
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Table 2. Comparison with known schemes

seneme | Spstre Wi Lostor | promiaion | ot
Kim et al. (17] Yes No Yes No
Malandrino et al. [20) No Yes Yes No
Our Scheme No Yes No Yes

in their scheme. On the other hand,

Malandrino et al. provides location
verification, but their scheme still suffers
from profilation and the content can easily
be manipulated in their scheme. On the
other  hand, we use a  modified

location-based  encryption  scheme to
provide location privacy, alleviate the
content manipulation problem, and avoid
profilation without shaking the normal
structure of the beacons. Moreover the
computational complexity incurred by our
proposed scheme is less than Kim et al.’s

scheme.

V. State of the Art

In this section we put light on the state
of the art regarding standalone VANET and
VANET-based clouds.

5.1 Standalone VANET

To date, a number of schemes have been
proposed to preserve privacy and alleviate
security threats in VANET (2.4). In
addition to user privacy, location privacy in
VANET is essential at par. No matter, how
ideal privacy preserving scheme is, location
profiles might still be possible if the
location information is exploited from
regularly sent beacons. In order to provide
location privacy and location
confidentiality, a number of schemes were
proposed. Mix =zones were proposed by

Huang et al. (18], where vehicles change

their certificates and other keys when
passing through mix zones. Yan et al. (13]
proposed geolock-based encryption to
provide location confidentiality. Hussain et
al. proposed identityless beaconing
mechanism, where beacons are broadcasts
without any identity that could be traced
back to the originator (5]. Although their
scheme preserves conditional privacy,
however, location privacy and content
security is still a potential security hiccup

in their scheme.

5.2 VANET-based Clouds

Olariu et al. for the first time envisioned
paradigm shift by moving from traditional
VANET to cloud-based VANET (6). They
came up with a new notion of VANET called
AVC (Autonomous Vehicular Clouds). Yan
et al. (16] outlined the security and privacy
challenges in vehicular clouds. However
Olariu et al. discussed vehicular clouds
abstractly without mentioning particular
framework architecture. Recently Hussain
et al. [7) proposed three architectural
frameworks for cloud-based VANETSs
namely VC, VuC, and HVC.

Qin et al. [19) proposed a cloud-based
VANET
VehiCloud which provides routing services
for VANET through cloud infrastructure.
Vehicles share their current and future

routing  scheme in named

location information in the form of
waypoints with cloud infrastructure and
then cloud provides them with optimal
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routing information. Recently Hussain et
al. proposed a scheme referred to as TlaaS
(Traffic Information as a Service) where
they leverage cloud infrastructure to
provide fine-grained traffic information to
the moving vehicles on the road [9].

To date, at least to the best of our
knowledge, there are only two schemes
proposed for route tracing in VANET by
Kim et al. (17) and Malandrino et al. [20].
Kim et al. included a tracker in their
messages in order to trace back the route
taken by the vehicles. However, apart from
privacy preservation factor, their scheme
includes signatures with normal messages
which are questionable in VANET, and
moreover they do not provide location
privacy. The second scheme is proposed by
Malandrino et al. namely A-VIP. However
their scheme only provides location
verification. They leverage anonymous
position beacons and use Location
Authority  to
announced by vehicles.

confirm the locations

VI. Conclusion

Route tracing has not been given much
attention in VANET (Vehicular Ad Hoc
NETwork) and its successor VANET-based
clouds. In this paper, we aimed at
VANET-based clouds and proposed a
pseudonymous beaconing paradigm where
beacons are stored in cloud infrastructure
in order to process them and provide
VANET users with services. On top of that,
we proposed a lightweight revocation and
route tracing mechanism for
privacy-preserved beacons in VANET-based
clouds. Our proposed scheme guarantees
conditional privacy, location confidentiality,
and location privacy. Each beacon includes
including

security parameters

trapdoor-based pseudonym, which are used

in revocation and route tracing. The
proposed
enforcement authorities to trace the route

scheme enables the law

of a particular node within a stipulated
timespan or revoke it.
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