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ABSTRACT

As the social and financial damages caused by APT attack such as 3.20 cyber terror are increased, the technical solution
against APT attack is required. It is, however, difficult to protect APT attack with existing security equipments because the
attack use a zero-day malware persistingly. In this paper, we propose a host based anomaly detection method to overcome the
limitation of the conventional signature-based intrusion detection system. First, we defined 39 features to identify between normal
and abnormal behavior, and then collected 8.7 million feature data set that are occurred during running both malware and normal
executable file. Further, each process is represented as 83-dimensional vector that profiles the frequency of appearance of
features. the vector also includes the frequency of features generated in the child processes of each process. Therefore, it is
possible to represent the whole behavior information of the process while the process is running. In the experimental results
which is applying C4.5 decision tree algorithm, we have confirmed 2.0% and 5.8% for the false positive and the false negative,
respectively.
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Advance Preparation Internat-network intrusion

» Data collection and analyzing
the attack target

* Altering a webpage
 Securing C&C

» Altering the SW updater server
* Altering Webhard or web
bulletin boards

* Sending malicious e-mail

—8f & i%ﬁ% 2

Internal activity Goal achievement

» Spreading malware

» Colleeting additional weak points
* Acquiring authority for DB
connections

s Leaking important information
 Destroying the system

Fig. 1. Stage of APT Attack
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Fig. 2. Classification of Intrusion Detection System
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Table 1. Definition of Characteristic Parameters for Host based Anomaly Detection

Category Index C};aaiic;‘zgsslc Category Index C};;icl:il;lsﬁm
1 CreateProcess . 21 WriteFile
2 ExitProcess file 22 SearchFile
3 TerminateProcess 23 CreateRegistry
Process 4 OpenProcess 24 DeleteRegistry
5 ReadProcessMemory Registry 25 OpenRegistry
6 WriteProcessMemory 26 ReadRegistry
7 SearchProcess 27 WriteRegistry
8 CreateLocalThread 28 Connect
9 CreateRemoteThread 29 Listen
10 ExitThread Network 30 Send
Thread 11 TerminateThread 31 Recv
12 OpenThread 32 Download
13 SuspendThead 33 CreateService
14 ResumeThead ) 34 DeleteService
15 CreateFile Service 35 OpenService
16 CopyFile 36 StartService
File 17 MoveFile 37 CreateMutex
18 DeleteFile Misc 38 OpenMutex
19 OpenFile 39 LoadLibrary
20 ReadFile

Table 2. Information of Collected Characteristic Parameters

Collected .
information Explanation

index Index of characteristic parameters event-occurrence

HostID Host-PC ID

UserID User ID

Time Time of characteristic parameters event-occurrence

Filename Executable filename

PID Process ID

TID Thread ID

Feature Index Index of characteristic-parameter

Result Return value of the API

Parameterl Parameter information for the API
Au|aE ARG o S = gl A9EE 44 5 Nel SA AR Aol o] SAIAE &
Web 47Re] SAAtE A" v te g 7] g 9] ol Erte A= ok o2] 71¢ Windows
ZllzEls 54 ERE Aol ¥R API7F 524w A 5 gl7] wftel], SEeA
CreateMutex, OpenMutex, LoadLibaray® 3 WA BE SRS AE] $leiM= 39701
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Table 3. Data Structure for Feature Description Vector

Index Data Parameter name Explanation Charactel'lgtlc*p
type arameter index

1 char * cUserID User 1D -

2 int iHostID Host ID -

3 char * cFilename Executable filename -

4 int iPid Process ID -

5 int iCreateProcess Number of CreateProcess event 1

6 int iCreateProcess CP Number of CreateProcess event 1
of child process

7 int iExitProcess Number of ExitProcess event 2

3 int {ExitProcess CP Ngmber of E?ﬂtProcess event of 9
child process

79 int iOpenMutex Number of OpenMutex event 38

30 int iOpenMutex CP Ngmbelf of OpenMuteX event of 38
child process

81 int iLoadLibrary Number of LoadLibrary event 39

82 int iLoadLibrary_CP Number of LoadLibrary event 39
of child process

. Process attribute (normal/ab-

83 int type -

normal)

t} 22 Windows APIES ®uYE gsle]of gt} o
£ £o], SearchProcess EA4d#te] 7o
FindWindowA(), FindWindowW(), FindWin
dowExA(), FindWindowExW() % thekst
Windows API ZZ &) lltd o]ul E7} wbAi=lc),

et F o) AAF Adalede] TAE PCoA] A3
5= Fot S Aol sl oWl Es)L Ak
A dolelE FA s =HH, gt oW ET} s}
oS o] Table 29} #2 22 39}, 9 =5
a#lo] F2kslE Host ID, AsiEal Z 2@l 3
33hi= User ID, Z2A2 D, o[HE A7 A
slaed  o]Z  Table 1e4 AHo® EAezt
(Feature Index) ™ API ZZoA ubstes st
u]e] = clekal Aus) d A=)

r‘:i 0%

518004 Al 2] S delelEe 3
Aol A =

Table 1°] A HA SAA} o[l E A7 A3}
o] }2 ZZAAE AA(Feature Index :1,
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AR E AL 5 ik wepA], A" A4
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Table 4. Example of Collected Characteristic Parameters Data
)
= o 8
s |8 & = ) oo| 3 5 & S
= |2 2 5 E 5|65 &g z 2
= i = £ = @
s o| © 5 ®os = =
© o
2014-01-22 8
30937 | 1 |admin|, . .. firefox.exe 3796 | 2068 |(ThreadCreate| SUCCESS| Thread ID: 3848
14:57:39,219 )
. | 2014-01-22 . 39 ImagePath:
31031 | 1 |admin 14:57:39 288 firefox.exe 3796 | 3848 (LoadImage) SUCCESS O\ \firefox.exe
. | 2014-01-22 |FlashPlayerUpd 2 . .
288132 1 |admin 14:59:44 448 ateService.exe 720 | 1440 (ProcessExit) SUCCESS| Exit Status: 0
100 |t TargetFile:
288133| 1 |admin| 2014701722 linstallflash_plal o500 | 9996 19 SUCCESS|C:\...\FlashPlayer
14:59:44 450 yer.exe (OpenFile) .
UpdateService.exe
| 2014-01-22 install_flashplay| 30 root-9b86572035:3
290857 1 |admin 14:59:46.243 er12x32_mssd_a| 4052 | 0 (TCPSend) SUCCESS 789 -
e aa_aih.exe 192.168.6.1:2042
. | 2014-01-22 39 ImagePath:
290858| 1 |admin 14:59: 46,244 cmd.exe 3112|1388 (LoadImage) SUCCESS C:\ \ntdll.dll
. . root-9b86572035:3
348427| 1 |admin 129%3,% §§0 plugin-containe| o, | <Tc§§ W) |SUCCESS 974 -)
R rexe € 192.168.6.1:2042
root-9b86572035:3
348428| 1 |admin 1%50(1)3&1) 3251 firefox.exe 4024 0 (TCP?g D SUCCESS 948 -)
Rt en 192.168.6.1:2042
2014-01-22 |plugin-containe 3
351048| 1 |admin|, .. ... plug 2040 | 3788 | (ProcessTermi|SUCCESS| Exit Status: 2
15:01:00,526 r.exe
nate)
. | 2014-01-22 . 2 . .
351049 1 |admin 15:01:00.557 firefox.exe |4024| 3832 (ProcessExit) SUCCESS| Exit Status: 0
£ dg Z2As Dl Ba B4R olEe] Al @ 54 ghe AASknh Alkeks 54 e Table
TA Bk ol g} 2PA] ZEA|AEL] EAJQlA) oWl E 20|14 71«3 UserID, HostID, Filename,
o &k z|FAde] vteA] QF-Hc}. ProcessID9] 4393} 2UE 8 31 9l ZE2A|A
W QTN oY ZeAse AAmeAased o) AU ol MES] MES 39341, A4 mass
Al AR EAlQlA] ojul EL] HIEFE o]fale] B =9 5AA} oW E Ble49] 74 § 39214, v}
elgehat sk measd e ve ARel ) HOR HAEE A% (R mE o) 149
9% wUHES 54 g2 Adeah shie Ad T B 83U ANTh 4 54 ) 44
ZRA AL oy e A4 Z2AAE TdF L 97 %ﬂé% 128 type+EAAA H+(_CP)HE A
o, At mEAze] oo AT 2 BAQA olE  Sedeh Avle] CPE AP xEasde S84
o] wlEZel A T2A| A o)d] HHARH 7 B4 e v}, o2 o] iCreateProcess: 3w
QA} oM E Wl E40] =7 §HS o] 43l 7 Alg = Z2A2(Pid) 7} e Z2A2E AT Hlmgov,
BA|2~9] 9 EA gho & 7|&slit. Table 3¢l iCreateProcess CP+ 3w Ji/‘ﬂ*"] A4 Z2
2 Aol Alakehs ZaAlse g9iE Algsp] ol AEe] B ZRALE YT Umee T g
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Table 5. Example of Feature Description Vectors for Each Process
iCre | iCre |., ., |iExit . iOpe | . iLoa
cUserl|iHostI . .., |ateP | ateP 1Exit Proc iOpe nMu nga dLib
cFilename iPid Proc nMu dLib | type
D D roces|roces oss ess_ tex tex_ rar rary_
s |s.CP CP cP Y| cp
admin| 1 |gtbcheck.exe 2052 0 | 0| 1] o0 0ol o | 18] 0 Nolma
admin| 1 |FlashPlaverUpdate 20 0] 0] 1|0 0 | o | 23] o |Noma
Service.exe 1
admin| 1 |FlashPlaverUpdate 28 | 0| o | 1] 0 0 | o | 3| o |[Noma
Service.exe 1
admin| 1 |cmd.exe 3112 0 | 0| 1] o0 0l o0 |2 o0 Nofna
admin| 1 [install_flash player.exe | 2588 | 3 | 0 | 1 | 3 0| o | 63 88 Nofna
admin| 1 |cmd.exe 3492 0 | 0 | 0 | 0 0o o017 o0 Nofna
. install_flashplayer Norna
admin 1 12x32 mssd_aaa_aih.exe 4052 6 4 1 8 15 26 93 | 367 1
admin| 1 [firefox.exe 3796 | 1 | 11| 1 | 10 9 | 43 | 88 | 512 Nofna
admin 1 plugin-container.exe 2040 0 0 0 0 1 0 66 0] Noi"na
admin| 1 [firefox.exe 4024 1 L o | 1] o0 8 | 1| 74| 66 Nofna
Table 6. Experimental Results using C4.5 on Collected Dataset
Number # of TP # of FP TP Rate FP Rate | Precision Recall
Malware 3133 3070 63 98.0 % 55 % 98.1 % 98.0 %
Normal code 1049 991 58 94.5 % 2.0 % 94.5 % 94.5 %
Total 4182 4061 121 97.1 % 46 % 97.1% | 9711 %
(weighted average)
SIS o] EAqlx} oWl EY} WA wiwit) #3175 53}
of FAesich. BAA Sl TEAmaY
V. A&z o} ZaAxs mUeVs ojgsiglon $371% &
8 4% 5427 o= Hu Table 49} e},
4.1 HOly =& & Z2M2 ZZ2njz ozl A9 malshare® el A=
. 11,00070¢] A Z= FollA AdwareZ EFE+&
=1 = © =
A2 PO WS ANYRE IR o qyacs o el 266305 AAHeE 4
:L:_:% i A B K R R e AR e B S S A5 470709 T2 W] s Alslehd
EA o)zt et "ol 3o 7P FQ3% FE F H HRAlE| s EXolx] o|HlE A WE FAlFlgdn) 3]
shelst. & wEdAE, Table 13t 2] 2?3]:? Argtale] A9 Wz (Notepad) 5 HE$-ZolA
SRS A fEA sPmAlE AR F ATshs 7| Zegw W ol 0]-1/]2} olul AlgA}
3133709 A Z =9} 1049719 AHArA-S Alsys}
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7 FE AgRE Y BebsR gEzEas, s
sead, g5 fdee So tzade A
9 313374e] pmES Uas)
400% w SV P

1 7e] 54

o 2

290 el FxE 24 24
olee]  dFEE Table 4o  AAESICH
firefox.exe, FlashPlayerUpdateService.exe
Sl Assielold 8, 399, 285 B4R o
HEZ} Aste] AlEl A3toln], parameterl ¥
2o A% AP} 359 o AH8E chr ¥
w7 AR 918 welFe
Table 5= Table 49 AR} dolel7} Z2 A
2 AR HE A%E wolEeh Table 59
X 8387 A=) typed A ZaAlsrl HAie)
Q17 el QA S Vel Ao2s ¥4 de)
% Nbell A wAleER (Supervised Learning) <
43 75 &85 3% SAUAE Table 59
Ao wn] s ZRA 20} 2P Z 2 A 2o
A BAE oES] AR B4 F 5 gl HH
Maalgon, Aas AAe BEe AR AT,
ARA, dlole] vlold 5o chepat ¥4 s

no(‘

Table 43} 7o) 4% EAJQIz} oWlE ARE
Z2A2~ 1D HE A4 & A (Table 5 #3) =
it dolE] moyd are] el Agste] i =
‘1]/\9] 9] Felo] otz o7k njAA e <l

ﬁ

gotslA =l B =Rdis AYER dyBE

= &3l 41827114 Z2Ax YARE Az}
APl 2 ERehe

Al3S- sttt dHlolE mlo]
3l EKAZl-g— o]l o] Az uh
A 74 del delal C4.5 duelEE A48

k

% d 1

oh ma $AR S dolelE s delelsh
H]

g

b
—LJ

dle] 1 ‘)r?]?] %L 10-pold WS &3l

Table 6 C4 5 °L73]7‘°1] s 3% A=
T BRANE BojFErl Table 6oll4 Bz whe} 3
o] 3%l dle|ejwo]xol C4.5 AAER] uhE A
43k AddA 2.0%9 285 (False Positive)¥}

5.8%<] veE(False Negative)S Bl o]+,
B =il Aeg 39709 EAIA AR R
ot Al PARE A TR S
ofulghe}, ¥uk o}, de ZRA 2o o] s Ak
7} A3 QlA) o[l 2] BlEgro} A4 ZRA| AT 9
3 HAgE 7k EAQ1A) oWl E RlEe] 73 s =
EA HE AP S A ER] e} 22 b

2
ol8) vhold Z1el AAFE & 4 ik,
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A9ARE FAL 5 AT 2 EolA A3t 39
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o4 400041 719
o] EA17E dlele
olxpe] WMl 2wt
400041 71¢] dlolelell C4.5 A
£3lo] A F o} AHAITS
2.0%° 25E7 5.8%] ”]%"%g 2ok ®He &
23 Z1& SVM(Support Vector Machine), A
A 59 FF(classification) ¢ielE =& 74
3}(clustering) <&l A4317] Sleix 4=
8700718 E42AA} o|HE dHo|EE thekst He=
71gste] AR 4= Qlkes Aotk
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