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ABSTRACT

With an increasing demand of powerful electronic goods, smart TV containing network module with digital TV gets more
popular. These change are meaningful from a digital forensics perspective because smart TV store more user’s data than digital
TV. In this paper, we suggest smart TV forensics as a branch of digital forensics. With smart TV forensics, investigator can
trace more wide age group’s activities than existing digital forensics analysis.

Keywords: Smart TV Forensics, Smart TV, Digital Forensics
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Fig. 1. Prospect of domestic smart TV usages
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Table 1. Branches of Digital Forensics

Branches Goal Target
Device
) Analyzing files on a hard
Disk . .
- . disk and recovering de- PC
orensics
leted data
M Acquiring data, encoded PC
P eMOTY 1 keys, and passwords that | /Smart
orensics

exist in RAM phone

Exploring the remaining da-
Document | ta when using electronic docu-
Forensics | ments such as Word, Excel,
and PowerPoint files

PC

Analyzing sent/received PC
emails and investigating | /Smart
altered emails phone

Email
Forensics

Tracing users Internet

. PC
WEB usage history, such as /Smart
Forensics | Web history, favorites,
phone
and search words
Acquiring network device's
. . Network
NETWORK | information, such as o uil—
Forensics | network configuration duip
ment
and packets
Exploring cloud service PC
Cloud . .
Forensi usage history and files | /Smart
orensics
used phone
Smart Collecting and analyzing
C Smart
phone trace data existing on
phone

Forensics | mobile devices
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Table 2. Distribution of user's age groups
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Table 3. un46es8000's major partitions

File
System
/dev/mmcblkOp10 | /mtd_drmregion_a | vfat
/dev/mmcblkOpl1 | /mtd_drmregion_b vfat

Device Boot Path

/dev/mmcblk0p12 /mtd_rwarea vfat
/dev/mmcblkOp14 /mtd_exe
/dev/mmcblkOpl5 | /mtd_rcommon
/dev/mmcblkOp16 /mtd_emanual vfat
/dev/mmcblk0Opl7 | /mtd_contents vfat
/dev/mmcblkOp18 /mtd_swu vfat

/dev/mmcblkOpl19 | /mtd_rwcommon vfat
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<?mlversion="1.0" encoding="UTF-8" 7>
ke Swllln: sung.com/api/1.0">
<period val="2014-04-19T07:24:05"
T GpETA T
- <list>
- <service name="kids" url="https://lcprd1.samsungcloudsolution.net/
queue_max="30" expiration="60" loglevel="10">
<event name="WATCHTUTORIALVIDEO" loglevel="5" />
<event name="PLAY" loglevel="5" />
<event name="SAMSUNGLOGIN" loglevel="5" />

Fig. 4. LogPolicyConfig.xml
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<xml version="1.0" encoding="UTF-8"?
list>
<widget id="111199000764" name="Camera” lock="false” removable="false"
installedDate="20120726110046164" runTitle="CameraApp" ispBound="false">
<icon type="normal>icon/95.png</icon>
<icon type="focus>icon/106.png</icon>
<icon type="icon1080">/icon>
</widget>
<widget id="11111000010" name="YouTube" lock="false" removable="true"
installedDate="20130615155523788" ispBound="false">
<icon type="normal DLIST_ON_20120106045029926.png</icon>
<icon type="focus >THUM_LIST_OFF_20120106045029926.png</icon>
<icon type="icon1080">/icon>
</widget>
|<\vidget id="11091000000" name="Facebook" lock="false” removable="true"

Fig. 5. info.xml
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<Filelnfo>
- <EileName
<filepath>/dtv/usb/sda1/CameraApp/Photo/Photo01-2013129.Ijpg</flepath>
<filename>Photo01-2013129.ljpg</filename>
<thumbnailpath>/dtv/usb/sdal/CameraApp/Photo/Thumb/Photo01-

2013129.ljpg</thumbnailpath>
<isVideo>0</isVideo>
<date>Mon Dec 09 2013 13:49:19 GMT+0900 (GMT)</date>
<service>Camera</service>
<resolution>1280*720</resolution>
<fileSize>232KB</fileSize>
<duration />
</FileName>

me>

<filepath>/dtv/usb/sdal/CameraApp/Camera/Video02-2013129.vu</filepath>
<filename>Video02-2013129.vu</filename>
<thumbnailpath>/dtv/usb/sdal/CameraApp/Camera/Video02-2013129.ljpg</'
<isVideo>1</isVideo>
<date>Mon Dec 09 2013 13:50:10 GMT+0900 (GMT)</date>
<service>Camera</service>
<resolution>1280*720</resolution>
<fileSize>7.9MB</fileSize>
<duration>00:00:12</duration>
</FileName>

Fig. 6. CameraAppFilelnfo.xml
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MediaInformation>
<VideoLocator>
<Medialri>file://sansung_content.cond/Medialri>
</VideoLocator>
</MediaInfornation>
<ContentInformation>
<Chaptering>
<ChapterSeguent>
<KeyFrame>
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<MediaTime timePoint="5264"/>
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Fig. 8. mta file and restored thumbnail images

437 =2 MH|A AY LA

o -

/mtd_rwarea/RecentlyServiceManager.dat
=TV A, o A, el M), Fedak A 2
& Al ds) 27 A2 309 12 e 2
]~ 2 RecentlyServiceManager.dato] &
7 AR o 2
@O TV A1A: A3 A
@ 9 AR AREEE o olelr]

@ e A1 " URL
@ T34 A Tk FdedolE, Al olnlA|

RecentlyServiceManager.datell«= 7+ Au]~
oGl ol g AP HI} A QA Mu) 2~ Fi
o} Atglo] AR A7 At R o] §lje] A
t}. w24 RecentlyServiceManager.datell &<l



858 2vtE TV

ZdA] o]

g

& AT

ol gulels] 42 Telstd AgAel 54 A7 of
@ AholA olFolHEA §2 4 9lck

438 NTE= TV ML 55

TVE AA3] A wgae AsE FAlste A
A 7Fed AdE 53 e st o
Ad E2L /mtd_rwarea/map-AirDel AAH
o} AREE 35 fd Wi} vkt gk 4
Wgajole), o] ARE o]&3le] TV} o | <elA
T2 AMEEA A 4 9lok Fig. 9.014 &
4 9l%0] map-AirDE 112Bytewt$| = 43¢ 7
&3l 0¥ offsetell Ad WA, 299 offset-El

WG AL A

00 010021002100 0100010002030001 ....01.0...cvuunn
02 00 00 00 16 00 05 02 80 07 38 04 00 4B 00 42 ........1.8..K.
00 S3 00 31 00 20 00 20 0O 20 00 00 0O Q0 0O 0O .S.].. .
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Treveuivuvennnns
00 00 00 00 00 00 00 00 00 00 00 00 00 00 0200 ...ovvvunnennnns
11 04 00 00D 01 DO 0D OO FF FF FF FF FF FF FF FF ........ AR
wnl L EE FF_FF FF FE FF_FF_ 00 00 _FF FF BS 0B 01 6E

00 01 00 11 00 11 00 01 00 0100 02 03 00 01 ....envnnnnnnn,
01 00 0D 0D 2C 00 0S5 02 80 07 36 04 00 53 00 42 ....,...1.8..
00 53 00 00 00 00 00 0O 00 00 00 OO 00 00 00 00 .5..............
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ~.vvevrvevennn.s
00 00 0D 00 00 00 00 0O 00 00 00 00 00 0D 01 00 ....ovvvvnrnnnns
11 14 00 00 FF FF FF FF FF FF FF FF FF FF FF FF ....

=ofto £ EFFE FE EE EF_EE_ 00,00 FE FE B30 B i, i 4.
07000 01 00 21 00 21 00 0100 01 00 02030001 ....lulevurrenn.

0200 00 00 2D 00 05 02 80 07 38 04 00 4B 00 42 ....-...1.8..K,
00 S3 00 32 00 20 00 20 00 20 00 00 00 OO0 00 DO .5.2. . . ......

Fig. 9. map-AirD
439 2EX &AL 0|8 ME

94—‘?;(17”\
o A o
Rl 1 “ﬂ 7451%% A Aste & o F2 AN
e}, o] wf TVl AMS-E & FA AL g WY

/mtd_contents/device0012.dbell 7]==c}.
device0012.db 94 Sqlite db el AA=7]
ol Fel2 WE-& Eldd 4 gl

Fig. 1014 & 4 9lxe°] device0012.db]
MODELNAMEZ tol o]3xA4e] melmo] %
Awo] ARgAE | Hee] gRARFLE TV
AAstA=A Tt 4 ik kA dubE]l OS
o] 2agee}l th2Al und6es8000 el A= 93
AAae] ARl WWE AAeA] ¢
Z3ta g9lorn A3 ofw w7t TVel| s
ReA AEE 5 gl

e 7]

Tatle: [TABLEDEVD +)

D DEWID DEVTYP EXTTYPE MODELNAME WRITABLE
| 1 1449536034 0 102 Data Traveler 2.0 |
2 2 1387177103 0 12 USB DISK |
3 3 1397820611 0 102 Data Traveler 2.0 |

Fig. 10. device0012.db
4.4 AR BHHOIE &S wot

441 TVE O[22 AISEH AlZt

Lo
An

PowerOnTime®} LogPolicyConfig.xml< 3
A Bogy wixute g TV ALS 71 A7/
A/A/A/E)E & 5 ek o] dHelee £
dejnte] & HAF3lr] 3 ez o] 48 & 9l
ol E Eol Sz} WAL dod Al TVE Al
Aoty F4 4$ TVE vA%es A Azt
o] st Azt FEAA Q)& 75 Soxte] iRt
o7} ARlelg} FA3 4 gich,
442 ALXIQ| TV Al

e =5

TVell W= oo ARgAl EA el AA B}
715=A] kol eRlEielS FASEY HAsA o
t}. 3}A]wt RecentlyServiceManager.dat®} tt
B A2 ARSI B2 ARSAE el
g AgAQ] eleels FAE 5 ek o= A
LA TV Au|2ag o4 o H3H dlelelr}
RecentlyServiceManager.datell +xpHoz A
AH S o83 Aolt. 53] aolA] Wi Al
HARE Z3EIEE gse]A] vET]E Ale]el] ol
Ay 71556 daAe sl Aul2r) o= A7k
o AREE A=A FA 7Festeh. wyk st ARSA
2o} Zro] AE- A7HE Wyl ohE EA ol Y o]
Sz A ARG 5 s FEA SR Fhetdt
3l

+

fok

to|

—

D

43 oM

2

Zojoi

]

info.xmle TVl A5 fo] £=2& 243}
o171 wstell A TVl otAl oflo] &A3l=A] &g
3} Z,\_ 9\}1\1;}, 5\;_3‘1— %}Q'— H]—/ﬂo] 0]—3%7(] o]-/H o _/]

ElX

R

O b AR E Bt o F
4 3leh % S TVel WAR FelEE o)
A4S BB o B9)(10)4) A=

A

&
Lz
—1:‘

_é'émﬂioﬁ,r_,



=] EEEB‘LE] L ;(]

(2014.

10) 859

gelslew CameraApplnfo.xmlolA] 7}zl A&
Ujed-g Wol obAd oflo] o]k Ao 2 AlE = UlY

.
o] EAlsheA AAE 2 4 sek

<

z= g

oot
o

ot 7

Iy
i
m o
rlo

A whE SE2 sPd HaE a9l
TVel 3t CAe Falld 2ab whyel
\% iaﬂ% Alokshe] 2pkE TV ZllAe]
EHPJ AReAel 54 3k o *Moﬂ °a‘°1

uLE

_|_4
—

o,
r&
off

o) T w2
b QAR AHE7IE, SR
de £ dlelr] % ohe} Fviel
A W L A A A 9
WUl olmlA|o} o] 2whE TVeIH AlTehe 7

U2 A9Y Sl B A P sk

o o (@ M offr (& L oJm [
1>,
tlo
o on
to
3(_‘

\irjg
l
N

G AeE Adoag] £ 24 24 o e
Wk A7) AT A oy
ot

References

(1) KISA, "Smart TV Market Trend Analysis,”
Jan. 2013.

(2) ETRI, "Market outlook and the results of
Smart TV receptor Servey,” Jan. 2013.

(3] BD. Carrier and E.H. Spafford, “An
event-based digital forensic investigation
framework,” Proceedings of the 2004 digital
forensic research workshop (DFRWS), pp.
11-13, Jul. 2004.

(4) C.C. Wood, W.W. Banks, S.B. Guarro, A.A.

V.E. Hampel and H.P. Satorio,

“Computer security: a comprehensive con-

Garcia,

(5]

trols checklist,” Wiley-Interscience, 1987.
S.L. Garfinkel, "Digital forensics re-
search: The next 10 years,” Digital
Investigation 7, vol. 7, pp. S64-S73, Aug.
2010.

KCC, "The use of survey form broadcast
medium in 2013 years.” Dec. 2013.
Jeong-hyun Lim, Chang-woo Song,
Kyung-young Chung, Ki-wook Rim and
Jung-hyun Lee, "Forensic evidence col-
lection procedures of smartphone in
crime scene,” IT Convergence and
Security 2012, vol. 215, pp. 35-41, Dec.
2012.

A. Grattafiori and J. Yavor, "The outer
limits: Hacking the samsung Smart TV.”
Black Hat Briefings (2013), Jul. 2013.
Seung-jin (beist) Lee and Seung-joo Kim,
"Hacking, Surveilling, and Deceiving the
Audience with Smart TV,” Black Hat
Briefings (2013), Jul. 2013.

B. Michéle and A. Karpow, "Watch and
be Watched: Compromising All Smart TV
Proceedings of the 11th
Consumer Communications Networking
Conference (to appear), CCNC. IEEE,
Jan. 2014.

Generations,”



860 20t TV Z3Me] A3k A7

(M RE290)

7} 3] 4 (Hee-soo Kang) 3439

20139 29 Foddgty AFE Ty &4

20139 39~ st AR R soehy) Fgnelkstat AalatAg
(A Bl AHHZ ARRsA A, »uld ®Blk

uk vl 4= (Min-su Park) s3]

20104 249 Alzign AFevES a7 24

20139 24: zedisty AR E soskd AW KR 58ty A}

20139 39 ~3A: weddty AR R EoE ARy 53y whalaA

(FAEop AR RZE AWHITAE Bk H7l yx|d £, Usable Security

7] 4 & (Seung-joo Kim) £413¢

19941 ~19994: Addoistn Argsty} (i}, AA}F uba})
19984 129 ~2004 29: KISA(BI=AHHHEIAZH) o
20029 ~&A: A REAZ]E 3] (TTA) IT FAZZIHE}
20049 39~20114 29 AFHdstn HREAZSE ZwP Fag
20114 39 ~&A: zejdigta Alolwulstal/A B R s ojshe] A al
20043 ~3A: AR R 58] o)Al

20059 ~20061: SRR E Fal AR 2wt 229

20074 =7 ELA STt A A 2

&

20104 22190913 A Aefila wlAgHszAt 9

20124 3¥9~20129 6¥4: A3 vxx EHEAAAE 2E9Y

201349 49~20134d 12¢: [THSFIFAIE-= 2494

20134 99 ~&A: FokidARR L3 AL

20144 39 ~&A: AAgds 2AHE9Y

(FARol) HolFet olso|2 AMHZ AHHWWFAZ Hekd Hr) Usable Security



