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ABSTRACT

New types of attacks that mainly compromise the public, portal and financial websites for the purpose of economic profit or
national confusion are being emerged and evolved. In addition, in case of ’drive by download’ attack, if a host just visits the
compromised websites, then the host is infected by a malware. Website falsification detection system is one of the most powerful
solutions to cope with such cyber threats that try to attack the websites. Many domestic CERTSs including NCSC (National Cyber
Security Center) that carry out security monitoring and response service deploy it into the target organizations. However, the
existing techniques for the website falsification detection system have practical problems in that their time complexity is high and
the detection accuracy is not high. In this paper, we propose website falsification detection system based on image and code
analysis for improving the performance of the security monitoring and response service in CERTs. The proposed system focuses
on improvement of the accuracy as well as the rapidity in detecting falsification of the target websites.

Keywords: Security Monitoring and Control, Website Falsification Detection System, Image and Code Analysis
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Table 1. Item Extraction having Security Weakness

Tag

Item (function) Contents
Abuse by XSS and CSRF at-
(script) |tacks as the tag enabling
script execution in web
Abuse by malicious URL in-
(iframe) |sertion as partition tag in

browser

Abuse by malicious URL as
the tag creating hyperlink
Abuse by forged images as

HTML [{a href)

(img) the tag for the image in-
sertion
Abuse by forged contents as
iy the tag displaying the cata-

logue in web

Abuse by malicious URL in-
sertion as the tag referring

(link href)| oo or HTML and XML de-

CSS sign
Abuse by malicious script
(style) and URL as the tag inserting

design item in HTML

Tag

(function) Contents

Item

Abuse by forged js files as
the tag for inserting
Javascript codes
document.|Abuse by malicious script as
getElemen |the function for calling specif-
tByld |ic values in XML documents

Abuse by malicious function
function |call as the function using the
declaration and call

(script
sre)

JAVA
Script
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Table 2. List of Main Black Domain

Black Domain Contents

http://copy.yo**gkoala.c
om
http://ddi.astr**ger.com |Transfer of system
information by
infection

http://inds.m**o.com
http://koreal . m**o.com
http://wy001.it**ns.com
http://scholes.o*s.org
http://www.15**t.com
http://zxzx. k**bf.com

Information transfer
to compromised
system
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Table 3. Decision of Web Change Detection

Image Code Type
1 1 Danger
Similarity 1 0
Results 0 1 Care
0 0 Normal
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Table 4. Class for Normal Data Building

Class for Normal Data Building

/* Class execution creating normal data */

void main( )

{

//Path check storing normal data
Folder_Check(path);

//Receiving Institute name and URL information
Get_Inst_Value(inst_value,path);

//Receiving Forged URL information
Get_Info.Get_TXT_URL(URL, path);

//Images and codes collection through institute
website's connection
Get_Source_Image(inst_value, tmp_source,path,cnt);

//Origin check of source codes
Source_Check(tmp_source,inst_value,cnt);

//The most compatible code selection among the
collected codes
Select_Source(tmp_source,source,selected_num,cnt);

//The rest deletion of collected data except selected
data
Arrange_Source(source, selected_num,path,cnt);

//Specific tag extraction among the selected data
Extract_Source(cnt,path);
}
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Table 5. Class for Current Data Inspection

Class for Current Data Inspection

/* Class execution creating current data */

void main( )

{

//Receiving current institute information
Get_Current_Info(inst,path,cnt);

//Checking forged URL insertion of source codes
URL_Check(URL,inst[inst_num][1],path,inst_num total
_result);

//Checking attack patterns of source codes
Character_Check(inst_num,path);

//Current data extraction
Extract_Source(path,cnt);

}
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Table 6. Class for Similarity Comparison

Class for Similarity Comparison

/* Class execution comparing the similarity of normal
and current data */

void main( )

{

for(int inst_num=0;inst_num<cnt;inst_num-++)

{

//lmage comparison

result[inst_num][0] = Image_Compare(inst[inst_num][1]
Jpath,inst_num);

//Code comparison (weight * code similarity)
result[inst_num][1] = Text_Weight(path,inst_num) =

Text_Compare(inst[inst_num][1],path,inst_num);

//when image similarity is fewer than threshold
if(result[inst_num][0] < image_th)
total_result++;

//when codes similarity is fewer than threshold
if(result[inst_num][1] < text_th)
total_result++;

if(total_result > 1 ){

/llmages and codes store
Save_Log(path,date,inst_num);
}

}

Table 7. Al 2
hehdst, sg e B fAkE ATk
2 A7t sgen] 44 2 A4 YAl R @ s
o = 5].0:] X]#;(J_i OJM].O]E /\LEH:;’_ _g]-q_%la -

oA sttt

Table 7. Class for Similarity Result Management

Class for Result Management

/* Class execution visualizing similarity results */

void main( )
{

for(int inst_num=0;inst_num<cnt;inst_num-++){

//Creatiojn of Image frame
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Frame f = new ImageFrame(url,inst_name,img_result, txt_
result,path,inst_num);

//Starting point of print images
f.setLocation(start_x, start_y);

//Size adjust of print images
f.setSize(height ,width);

//Title set of print images

f.setTitle("Analysis results of images");
f.show();

//Time set of print images
sleep((int)sleep_time);

//Memory return of print images
f.dispose();
((ImageFrame) f).flush();
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Table 8. Comparison with the Existing Approaches

Path-Detection Node-Detection User-interested Proposed System
. System User/System Security Monitoring
Object administrator administrator User and Control
Detection Internal External Internal/External External
HTML

Type HTML HTML HTML/XML (CSS. Javascript)
URL List 0 o 0 0
Hackigg Code N N N o
Detection
Pre-Check x X x 0
Filtering/ N N N o
Contraction
Time Complexity High High High Low
Vi.d =2 (2] Khandagale H. P. and Halkarnikar, “A
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