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A Study on The Preference Analysis of Personal Information Security
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ABSTRACT

Over the past few years, security breaches have been consistently reported around the world. Especially, people’s personal
information are at risk of being breached as the firms gather and utilize the information for their marketing purposes. As an
effort to revamp their data infrastructures, companies have rebuilt their system that almost every data, including the personal
information, are stored within the digital database. However, this migration provides easier access to the database but it has also
increased the system vulnerability. As the data can be easily exposed to the unauthorized personnel both intentionally and
unintentionally, it is necessary for companies to establish a set of security protocol and operate the personal information
protection system. There are two major certified security system in South Korea; PIMS from KISA and PIPL from NIA. This
paper analyzes the preferences of SMEs and small business using conjoint attributes of PIMS and PIPL. The study shows that
the business owners take post certification rewards as the most important factor. It also shows that the attributes that have the
highest utility rates are the following; 1) KISA certification, 2) 79 points of protection counter measurements, 3) 28 items of life
cycle, 3) 50 percent discount on certification fee, and 4) Reduced amount of fine for personal information leakage incident.
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Table 1. Personal Information Leakage Accidents
in South Korea

Related Organization Victims Year
NC Soft 500,000 2005
Kookmin Bank 30,000 2006
Auction 18.63mil. 2008
Hanaro Telecom 6mil. 2008
GS Caltex 11.25mil. 2008
Shinsegae Mall 8.2mil. 2010
Hyundai Capital 1.75mil. 2011
Samsung Card 800,000 2011
SK Communications 35mil. 2011
Nexon 13mil. 2011
Epson Korea 350,000 2011
SKT, KT 200,000 2012
EBS 4.23mil. 2012
KT 8.73mil. 2012
Ny oord, Lotte Card. | gomi) 2014
KT 12mil. 2014
Ticket Monster 1.13mil. 2014
KMA, KDA etc. 150,000 2014
SKT, KT, LGU, SKB 4. 1mil. 2014
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Table 2. Comparison between PIMS and PIPL(13) Table 3. Attributes and Levels
Sort PIMS PIPLD Attribute Level
Implement ) KISA
ation 2010 2013 Authority NIA
Ministry KCC MOSPA
Authority KISA NIA Privacy Management
Process 11
Ch.eck 118 59 Privacy Protect Measure 79
List Privacy Protection
Management Privacy Standard Life-Cycle 28
Process 11 Management -
Standards Protection System 8 Privacy Management
Measure 79 Privacy ) System 8
Life-Cycle 28 Measure 44 Privacy Protection Measure
44
. Privacy
. Privacy Management SME. SB Audit fee 50% Discount
Object é\/}[,z?:riegjﬁg System & Benefit Audit Item Reduction
Measure Privacy Accident Fine
Discount
2.3 MOIMEHS BE2|HA = M3l A3 Certification Privacy Protection
Benefit Insurance Discount
7 AR ESE QlE Alxe) FEE 4= Privacy Management
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Table 4. Respondent Statistics

Sort Item Resp. %
Size SME 171 83.4
SB2) 34 16.6
Under 5b 105 51.2
5b~10b 50 24 .4
Sales 10b~20b 24 11.7
20b~30b 10 4.9

Over 30b 16 7.8
Under 50 110 53.7
Emplo Under 100 49 23.9
yees Under 200 18 8.8
Under 300 7 3.4
Over 300 21 10.2
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Table 5. Conjoint Analysis Result

Attribute Level Utility Lbss o0~
ance
. KISA 235
Authority NIA - 935 20.277
D3 .082
Standard o - 082 21.795
Audit fee 50% 035
SME, SB Discount ’ 91715
Benefit Audit Item - 035 ’
Reduction )
Privacy
Accident Fine -.299
Discount
Privacy
Certification| ~ Lrotection | 343
Benefit In.surance 36.213
Discount
Privacy
Management
Fact-Finding | 0%
Exemption
Significance Pearson's R : .866 (p ¢ .05)
Test Kendall's Tau : .643 (p ¢ .05)
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Table 6. Conjoint Analysis Result of SMEs

Attribute Level Utility |Importance
. KISA .205
Authority NIA =205 19.832
Standard g _O()étél 21.526
Audit fee 50% 018
SME, SB Discount ’ 99 584
Benefit Audit Item - 018 ’
Reduction ’
Privacy
Accident Fine | -.207
Discount
Privacy
Certification| Lrotection | a4
Benefit, Ingurance 36.058
Discount
Privacy
Management
Fact-Finding =107
Exemption
Significance Pearson's R : .874 (p { .05)
Test Kendall's Tau : .643 (p < .05)
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Certification 426
. Insurance 36.993
Benefit .
Discount Table 8. Awareness about Certification of
Privacy Privacy Protection
Management 338
Fact-Finding ' Item Resp. %
Exemption ,
; Absolutely don't k 54 26.3
Significance Pearson’s R : .870 (p < .05) SOMEY dont Xnow
Test Kendall's Tau : .786 (p ¢ .05) Have heard 113 55.1
Know a little bit 34 16.6
V. 85 NE X et o 5= Very much aware 4 2.0
5.1 o7 2M Table 9. Intention to Obtain Certification of
Privacy Protection
AT A3 T3 2AEIES HIARES i Resp. %
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Table 10. Result of Frequency Analysis(Q1)

Table 11. Result of Frequency Analysis(Q2)

[tem %
A2-19) 36.6
A2-210) 16.1
A2-31D) 1.1
A2-412) 11.8
A2-513) 31.2
A2-614) 3.2
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Table 12. Result of Crossover Analysis(Q1)
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o 4 Al-1 | A1-2 | A1-3 | Al-4 | Total
Al-15 19.4
e 54 SME | 9.7% | 34.4% | 16.1% | 5.4% | 65.6%
AL3D 258 SB | 9.7% | 14.0% | 97% | 1.1% | 34.4%
A1-49) 65
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Table 13. Result of Crossover Analysis(Q2) = 23] A s)FA] AR RE ST Q=0 A

A2-1 | A2-2 | A2-3 | A2-4 | A2-5 | A2-6 | Total

SME | 204% | 7.5% | 1.1% | 6.5% | 26.9% | 3.2% | 65.6%

SB | 16.1% | 8.6% | 0.0% | 5.4% | 4.3% | 0.0% | 34.4%
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