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ABSTRACT

In order to prevent leakage of personal information by insiders a large number of companies install pc security solutions like
DRM(Digital Right Management), DLP(Data Loss Prevention), Personal information filtering software steadily. However, despite
these investments anomalies personal information occurred. To establish proper security policy before implementing pc security
solutions, companies can prevent personal information leakage. Furthermore by analyzing the log from the solutions, companies
verify the policies implemented effectively and modify security policies. In this paper, we define the required security solutions
installed on PC to prevent disclosure of personal information in a variety of PC security solution, plan to integrate operations
of the solutions in the blocking personal information leakage point of view and propose security policies through PC security
solution log analysis.
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Table 1. Policies of personal information filtering
software

Level Content
1 - Employees themselves delete after
execution
- Execution by the software and
9 real-time notification to the
employees
- Delete the detected file by employees
3 - Execution and delete by the software
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Table 2. Policies of decoding DRM

Level Content

- Employees decode by themselves

1 without authorization

- Employees decode by themselves
2 after getting authorization from
officer within department

- Employees decode after check the
3 source file by officer within
department
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Table 3. Policies of secondary storage control
system

Level Content

- Allow read and write

- Monitoring usage

- Allow read/ block write

2 - Write after getting authorization
from officer within department

1

- Block read and write

- Read and write after getting
authorization from officer within
department

- Block read and write
4 - Write after check the source file
by officer within department
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Table 4. Policies of output control system

Level Content

1 - Monitoring usage

- Watermark on output
- Erase watermark after getting

2 authorization from officer within
department
- Block print

3 - Print after getting authorization

from officer within department
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