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ABSTRACT

As financial transactions with a smartphone has become increasing, a myriad of security threats have emerged against
smartphones. Among the many types of security threats, Smishing has evolved to be more sophisticated and diverse in design.
Therefore, financial institutions have recommended that users doesn’t install applications with setting of “Unknown sources” in
the system settings menu and install application which detects Smishing. Unfortunately, these kind of methods come with their
own limitations and they have not been very effective in handling Smishing. In this paper, we propose a systematic method to
detect Smishing, in which the RIL(Radio Interface Layer) collects a text message received and then, checks if message databases
stores text message in order to determine whether Smishing malware has been installed on the system. If found, a system call
(also known as a hook) is used to block the outgoing text message generated by the malware. This scheme was found to be
effective in preventing Smishing as found in our implementation.
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3GPP

Name Length Purpose
The address of

SMSC variable Service center which

address sends a Text to a
wireless device

MTI 2bit Message type

MMS Ibit Check bit if there are
more messages to send.
Check inhibiting

. automatic message

Lp 1bit generation that could

cause infinite looping.
. Parameter indicating

RP Ibit that Reply Path exists.

UDHI Ibit The UserData field
contains a Header.
Check if the Sender has

SRI 1bit requested a status
report.

OA 2-12 Sender address

Byte

PID 1Byte Protocol ID

DCS 1Byte Data Coding Scheme

SCTS TByte Time Stamp

UDL 1Byte User Data Length

UD variable | User Data
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Table 3. List of system calls that hooking

Table 4. Implemented environment

Item Specification
CPU Intel core i7-3770 @3.4GHz
RAM 4.00GB
oS ubuntu 10.24 32bit
Test Phone I;I;xﬁus One(kernel 2.6.35.7), Android

Syf\?;r;lgall Function Definition
write() ssize_t write(int fd, const void
*buf, size_t count):

1. Collect Text Message
- Extract a Authentication Code

2. "write” function
Get the content of the buffer
Check to see if it contains a string of 'QIEH T’ in

the buffer
+  Check the existence of the authentication code
YES NO
3. return 0 3. return Original_write()
+ Block the transmission * Return the normal value

Fig. 7. Flowchart of blocking method to transfer
a text message
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Device node?] 3deo]ES /dev/smd0elA /dev/
smdOreal® WH7gtl 22|32 kill B3 & o] &3}
o] rild ZRAAE Fo|w, opA] Aol A rilda}
/dev/smd0+& thA] d4e] Er}. webd /dev/smd
Oreale] ©7| Device node7} =& AlAl| 28} 73
& HoFr) B =344 Device node?| IdolE
> HTC/‘]—* 7122 a}gitt, 12]3 Device node
9] gtdo] &L HAEE Zd = 71719 AlFAlel| uf
gt w734 4 gl

# mv_/dev/smd® /dev/smd@real
#1s -1

CIW=F==="" radio radio 254 0 2014-87-03 21:17 smdereal
drwxr-xr-x system system 2014-07-03 19:08 cpuctl
drwxr-xr-x root root 2014-07-03 19:08 msm_camera
#ps

USER PID PPID VSIZE RSS WCHAN PC NAME
root 63 1 3856 568 ffffffff afdebdac S /system/bin/netd
root 64 1 676 260 c025048¢ afdececc S /system/bin/debuggerd
radio 65 1 8960 1126 ffffffff afdebdac S /system/bin/rild
# ./inject & i

£ kill -9 650
# cd /dev
#1s -1

rwWXrwxrwx root root

2014-07-83 21:20 smde -> /dev/pts/1
De-f=---- radio radio 254 (‘] =97~ i

Fig. 8. Process of generating dummy Device node
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L i SAVE_ALL
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I syscall_table[EAX]() Wrtie() i
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RESTORE ALL
I iret

Fig. 9. Insertion of LKM module for hooking the write method
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# ./inject
read 191 bytes from smdreal:

+CHT: ,81
0791280192919061040BA11060425790F90008417010913402633EBCFBC778C77
8C778(99DBC88D638B29400. 3400 3900380020(7858
2(B8B2E4002E0020C815D655D7880020C785B8250574C8FCC138C694002E
lessageBody :
[BCFBC778C778C99DBC88D638B29400200034003000350039003900380020C78582
8B2E4002E0020C815D65507880020C78588250574C8FCC138C694002E
sxsssaxsassnsnsssnss DB Check *****sssssassassnxss

abcot

06 61 60 62 60 63 C5 44

befgl

00 41 00 62 00 63 00 66 (5 BC

KB= ¢l Al 2 (9%6%)

447129

00 4B 00 42 AD
29 00 BA AE 40

8 00 39 €0 2A 00 30 €0 2A €
00 31 66 32 06 39

6D BB F
C7 AC Al

Fig. 10. Checking whether collected PDU is
stored DB or not
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Fig. 11. The server which store the hijacked text
message

<4>[ 914.181915]

<4>[ 914.182189] sockfd 34

<4>[ 914.182312] UID NUM 10057

<4>[ 914.182464] write buf = POST /index.php HTTP/1.1

<4>[ 914.182495] Content-Length: 233

<4>[ 914.182495] Content-Type: application/x-www-form-urlencoded

<4>[ 914.182495] Host: 163.152.126.90:8080

<4>[ 914.182495] Connection: Keep-Alive

<4>[ 914.182525] User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

<4>[ 914.182525]

<d4>[ 914.182525] telnum=01062475699&textvalue=%EB%B3%BB%EC%ID%BB%XECHIDABELECHAG

9D%EB%B! 5998+% EC%IE%8! +%EC%A0%95%ED
%A3%BCREC %9A%94 .& 5075699

]

<4>[ 914.184600] String Detection : %EC%D%BB%ECHAG%D%EB%B2%ED%BS
<4>[ 914.184753] Find String!!!

i<d>[ 914.184875] number Detection : 405998

i<d>[ 914.185150] Find Number!!!Blocking transmission!!!!!

Fig. 12. Internal operation of hooked module
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Fig. 13. Velocity measurement of text message
processing system
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