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ABSTRACT

Correlation Power Analysis (CPA) is a type of Side-Channel Analysis (SCA) that extracts the secret key using the correlation
coefficient both side-channel information leakage by cryptography device and intermediate value of algorithms. Attack
performance of the CPA is affected by noise and temporal synchronization of power consumption leaked. In the recent years,
various researches about the signal processing have been presented to improve the performance of power analysis. Among these
signal processing techniques, compression techniques of the signal based on Principal Component Analysis (PCA) has been
presented. Selection of the principal components is an important issue in signal compression based on PCA. Because selection
of the principal component will affect the performance of the analysis. In this paper, we present a method of selecting the
principal component by using the correlation of the principal components and the power consumption is high and a CPA
technique based on the principal component that utilizes the feature that the principal component has different. Also, we prove
the performance of our method by carrying out the experiment.
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Algorithm 1. Argument-Max CPA based on PCA
will <i<h}, X = (¥, %, %)

Argu_max = {CPA(X;),CPA(XY), -, CPA(X,)}

INPUT

OUTPUT

Step1.For i =1 to hdo
X =wlk

Step2.For i =1 to hdo
CPA(R)

Step3. Return Argu_max = {CPA(X,),CPA(X;),~,CPA(X,)}

Fig. 2. Argument-Max CPA based on PCA



_.
o
—
©
N
o
M
M
2
N

o CPA 4% 34 47

oal AEE Al 1 FREE AA ABE VR R
A5k ARl CPA 84 Adel dlalA: 5
% F4o] CPAY B2 o] 9= 4us o =
]

Argument-Max CPA+& A=lgt FAEY 75
h=Hg CPA 34& 33t g

o) BatEE TR AXE AL & 4 Ak oA

£
R
>
=

WA AEE PN EAES 4 Lz 2%
C
7 el CPA A9 S AT 9 AN s

12

(8]
—
>
ok
Toh

[

2 AoA= st=del DESeF gt=4e] AESS]
A% Aol fste] 24 T el Age st
3 A 3Rl AWE TR AY Ay T

; 3

2
foh

E)
fr
e
i
Mo
=2
>
5y
o
ok,
e o
g
Q
>
N
rn:

Argument-Max CPAY #4 ATd 7]&9
PCA 718k A §F5 7149 ¥4 dss A WA
AolA 7 £ A5S 5ol FAE A9 7S
2 g-3le] B},
Al sl DEST AESe] diste] zl3ys}
Ak, Agel A% A A3+= DPA contest(5)
HE g Y AFF 7 AR AES Table 1.

Table 1. Experimental environment

DES AES
Trace Count 5,000 11,000
Trace Point 20,003 3,253
Clock Size 625 210
Ei;ie; 1 Round 10 Round

DPA contest ¢ Alo]EdxE sl=9°] DES
9} AES®] AY Az¥st ohiz}l FPGAR 733
Verilog & A3t} st=gol DESet AES
£ PR E 92 FEEgEY, ol & & ol
A w, dwelEe] s W ZE AHggvt
o= o)3S ovight), webA st=4e] DESS 7
$ 1678 2o Fatew 16Eke=rt EEH,
AES®] 745 10709 F3o2 102k=7} 3= o]
13]9] gtz 3y} o] Foixlc), £4 A9 v|2E ¢
sto] v|EIE 2] $I%F A4 B4 4SS E 7
Fo 2 3l9ith. DES ¢35 dae|&e] A$ 12ke=
48¥]E 7], AES &3 «dwE&e A% 10zke=
128¥]E 7]5 #ec)

Fig.3.2 st=dlel DESS & o sidsle
255 vepdich st=49lo] DES= % 20,0032
EZ o]FolA glon Fig.3.olxet o] & 39
A5 (62521 E)7} F714 o2 ubagcl 3 239
Az 2HE FEA FPE 73 FH ol Ll E ol
&3t -t e E e F TS WEE
afrgke] & A WE R Ake A™dd Figd =
st=glol DES AY A5 wfgre] & 449 x
FrHElE Yehlle a3lolvh. AAAow 4 Alse}
AR Zbe SRHE7) ole wb, o Alss)
AE B gle afHE®E S48t DESE
% 8/l9] S-box7} EAEtE 4 AAHE S-box &
HHEE e stk wed BE 715 2]
#8701 S-boxZE W] ¥4& skl

Fig.5.& sl=de] AESY 3 S| swdsle
Az 2A ¢ dwelF AESY 108hE9] 3
gt 24 e s 10zReg Adg olfe
steglo] EAAF g
Ate] o] Foiz)7] wielth. &, ¥ 9 Ald
o] ARsl ?A gle], BE ] dE
A 4 ik ek lghesEs B4 fRER
o AES ks dae]Ee AN Eab Aol

_(|){_|’

M xR of ob R

Voltage Comsumption

Fig. 3. A clock signal of hardware DES



=4 (2014. 10) 1019

" The First Principal Component

i\/v\” e / [

|
|
|

T

“The Third Principal Component The Fourth Principal Component

Fig. 4. The principal component of the hardware
DES

12000

10000
8000 |
6000 |-
4000 [

2000

ol 1
zo00 - \
4000

20 40 60

5000

Voltage Comsumption

80 100 120 140 160 180 200
Time

Fig. 5. A clock signal of hardware AES

Aste] vU7)S Y =(word, 32bit)HHE 3
glof gk}, wepa b AZ o] §le 108
2 A 2ecz el ARSS A9 2Al xHe
16719 S-box &% F+o=2 3slew, 128bite
715 27] 98 8bit 4 16W #4-& Al =g},
Fig.6.& g2 A WAl FAEE ol WA
AE7A] g Zz2 T 3 Aolcl. Y Az} A

i o

l‘-{O J[}lt

l

: Tﬁes;cona Pri';cipé“l(:o”ﬁpo‘;eni& ”

M

N\

“ The First Principal Component

N f‘heT'i\ird&PrirfEipai:bor‘r‘\Dpongntm =

“ The Fourth Principal Component

Fig. 6. The principal component of the hardware
AES

Ky
o
N:3
Al
i
Ry
Sl
o
o,
ofo

sto] CPA®] Aol olu]

Are] Ak ol 88 FAE AlY s W]
sla) 71ze) FHRL sk w90 Y A

= sl=gle] DESS RE 712 2] ¢

o Zagh Ha FEo] F5 ek PCAS 44

H Az disle] 48 vlE v|UI|E ®

2 WFo] FE 3000102 Bew

g}, of7]A] Hat 39 %‘% 7z S-boxe &%
% o

7+ e Ang H]——H}X] W BE IS 2
u

Q o
& 9 98 e BE 2000019 BEL Law
goh kA 232 a2z ¥ 100907 A4S

2 BAe] shssleda, Hd HESFE 500002
3000717 AL Fio] Baw et Adlste ST

200%4742] 3
He) HERE 500N AR S ualth
Table 3.2 st=4lo] AES9| 128bit 7]

i
Nt
2

N

Table 2. CPA result of the principal component
selection techniques on DES (Unit:*100)

S-box | 1st |2nd | 3rd | 4th | 5th | 6th | 7th | 8th
normal 3 6 3 1 3 1 1 1
:f;gi 3|81 |21 l1]1]1
CPV 35|11 l1]1]1]1
cs 3|5 |11 |1]1]1]1
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Table 3. CPA result of the principal component
selection techniques on AES (Unit:*100)

Table 4. Complexity of the existing techniques
and Argument-Max method

S-box || 1st |2nd | 3rd | 4th | 5th | 6th | 7th | 8th Exist Argument-Max

normal | 63 | 21 | 60 | 99 | 94 | 56 | 37 | 104 Addition h—1

:f;g‘; 50 | 17 | 28 | 56 | 108 | 47 | 21 | 87 Multiplication 1 h
Number of CPA 1 h

cPv |50 | 18| 28 | 86 |108] 48 | 12| 87

s 50 | 15| 28 | 52 [105| 46 | 15 | 77

S-box | 9th |10th|11th|12th|13th|14th|15th|16th
normal | 40 | 40 | 46 | 57 | 65 | 108 | 69 | 43

Scree | ag | 13| 35 | 67 | 55 | 110 57 | 41
graph

CPV | 40 | 13 | 35 | 67 | 55 | 102] 55 | 41
cs 12 | 11| 35 | 70 | 55 | 102] 55 | 41
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Table 5. CPA result of applying PCA techniques
on DES (Unit:*100)

S-box 1st |2nd|3rd | 4th | 5th |6th | 7th|8th

normal 31613 1 3 1 1 1
Exist 35111 |1]1]1
Argument

3121421111

-Max
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Table 6. CPA result of applying PCA techniques [2) P.Kocher, J.Jaffe, and B.Jun,
on AES (Unit:*100) “‘Differential power analysis,” Advances

S-box 1st |2nd|3rd|4th |5th|6th|7th |8th
normal 63|21 |60|99|94 |56 |37 |104
Exist 50| 15| 28 | 52 |105| 46 | 15 | 77
Argument-

Max CPA 3322|3648 |19 |28 |43 |34

S-box 9th |10th{11th|12th{13th|14th|15th{16th|
normal 40 | 40 | 46 | 57 | 65 |108| 69 | 43
Exist 12|11 1 35| 70 | 55 |102]| 55 | 41
Argument-

Max CPA 12114 145121 41|51 |55 6
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S, 4= 7IYe® Argument-Max CPAS Agk
skgict. st=4le]l DESY A Xz ¥4 A
o] A FEE HolA skt I o]fi= DES

o] AY Az CPA Aol oF 137 vinte] A%
EHE o] H= A ol=3vka & 4 9l
o} wbH AESOA = A A9 ofE 7o
9] Argument-Max CPA7} CPAS ¥4 A%
o glojA] L=zl a5 W},

A Az, AR A9
CPAE 7]&9] 7Hur}t B& Asteks 2927 319
vk, CPASl A9 4 Aes WA
Argument-Max CPA 7|¥e] AR A& 44 A
H A5, JEE F82 gk

Ao AFY HF oS WAy glen, 1

2k Argument-Max

of wel Srx wElxy gl X dAH R
g5 dvEEE FAA A == 4v] AH AR
E Wol x| Fsl= Ao Aot wEbA o A&
Hi ARE o] g3l o] £ Mg Hole= A
o] o] EAH ozt & F 9t}
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