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ABSTRACT

In 2012, Sonwanshi et al. suggested an efficient smar card based remote user authentication scheme using hash function. In
this paper, we point out that their scheme is vulnerable to offline password guessing attack, sever impersonation attack, insider
attack, and replay attack and it has weakness for session key vulnerability and privacy problem. Furthermore, we propose an
improved scheme which resolves security flaws and show that the scheme is more secure and efficient than others.
Keywords: Remote User Authentication, Smart Card, Password Guessing Attack, Impersonation Attack
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Table 1. Notation

Symbol Description
U The user i
ID The identity of U
TID, The temporary identity of U
Bio, Biometrics template of U
Generate procedure of Fuzzy
Gen(w)
extractor
Rep(u/. P) Reproduction procedure of Fuzzy
extractor
PW, The password of U,
S The remote server
X The permanent secret key of server
7 The S’s timestamp during
" registration
T The U’s, S's current timestamp,
uee respectively
\ The U's, §'s random nonce,
N" N? .
respectively
AT Valid time interval for transmission
delay
I Concatenation
@ Bitwise XOR operation
h(e) One-way hash function
— Insecure channel
= Secure channel
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User U Server
Registration Phase
Selects ID; and PW; Computes
Computes h(PW,) {ID, h(PW,)} A=h(X | D)
_ 5 &
B;=A; @ h(ID; | h(PW;

Stores
{A: By h()}

into smart card

Fig. 1. Registration phase
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E =h(BICT,)
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User U Server S

Login Phase
Inputs ID;* and PW;*
Bi* =A; @ h(ID¥| h(PW;))
Verifies B;=B* {ID;; Cig; E, Ty}
Computes
Cig=h(PW,) @ h(A; | T,)
Ei=h(B;| Ci| T)

Fig.2. Login phase
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User U, Server S
Verification Phase

Checks [T~ T,% <AT

Computes
A =h(X | ID)

Mutual Authentication B(PW*) = Cig D h(A || T

B* =A* © h(ID{| h(PW;

Verifies B, =B;*

Checks [T~ T,% <AT
Computes

F# =h(A,| B T,
Verifies G=G*

Session Key Agreement
S, =h(A;|| T,| T.l| B)

Computes
F;=h(A%| B[ T,)

Fig. 3. Verification phase
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User U,
Password change Phase

Inputs ID;*, PW*
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Select PWNEW
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BTV — A, @ (D} | APW;TY)

Fig. 4. Password change phase
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2.2.3 Insider attack
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2.2.6 Problem about privacy
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User U, Server S
Registration Phase
Selects ID; & Generate Bio; {ID, Bio}} Computes )
Gen(Bio) = (R, P)
TID; = h(ID; || T,)
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: —_—
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Fig. 5. Registration phase
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Fig. 7. Verification phase
3.4 MASIE HA B

A7 U7 AN ES WA e
sbEShES SRRt Ya D%
B Bio® 8% ¥ e AL AA
(1) 2nbEsles g7k Q1 AAAE Bio
shEsbEe A4E PERE RE 23

R, = Rep(Bio;*,P,)

(2) U= B*=h(h(ID*)®h(PWF|R*))ZE AXt

13 2

Sl Byok 287 vk, whek gho] vhecid
~



A B H 533 =

(2014. 12) 1033

(3) BMW=nh(h(ID,)®h(PWYMIR)) S Axts}
o] 7|29 B, A BNE AwiEglsel] A%
g},

User U;

Password change Phase

Inputs ID*, PW;* and Bio*
R = Rep(Bioy, P)
B =h(h(ID¥) D h(PW* | R*)

Verifies B=B;*
Select PWNEW
Computes
BV =h(h(ID)) @ h(PW™Y | R))
Stores BN instead of B;

Fig. 8. Password change phase
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Fig. 9. Revocation of lost smart card phase
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