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ABSTRACT

In this paper, we assume that the information leakage through side-channel signal may occur from the card payment terminal
and newly introduce a real application attack model. The attack model is a side channel attack based on vibration signals, which
are detected by a small sensor attached on card terminal by attacker. This study is similar to some other studies regarding side
channel attack. However, this paper is different in that it is based on the non-language model. Because the financial transaction
information such as a card number, password, mobile phone number and etc cannot have a constant pattern. In addition, there
was no study about card terminal. Therefore, this new study is meaningful. We collected vibration signals on card terminal with
a small wireless sensor and analyzed signal data with statistical signal processing techniques using spectrum of frequency domain
and principal component analysis and pattern recognition algorithms. Finally, we evaluated the performances by using real data
from the sensor.

Keywords: Side channel attack, Security, Card terminal, Signal processing
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Fig. 2. The part of button signal spectrum and the upper/lower bound
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Table 1. Experimental results
A nu.m.ber Classifier Person 1 Person 2 Person 3 Person 4 Person 5 Random
of digits
Naive 68.11 64.48 45.57 47.99 65.76 51.52
Bayes
16-digit Logistic 70.59 65.59 50.00 48.10 66.10 63.08
Regression
Neural 67.57 66.11 46.62 46.15 65.97 59.19
Network
Naive 70.52 69.21 48.55 61.57 67.18 62.22
Bayes
4-digit Logistic 73.87 71.10 51.68 63.44 69.99 65.02
Regression
Neural 71.19 68.19 52.71 62.00 66.00 64.98
Network
02 ozl Ao, A A= ghEo] o= At wlEfel] e 105E A F5(10-fold cross
27 BFE F oerhE B4l o) F dSsteE B validation)& A3§3le] zhohll 71 £& A
g ksl d AMSEE dE2A-e A daelE olt}, ol& W, 7l= WE 59 A-(162] 5=
olt}, o] mdle HEA st ndR oJAX Y A Aol Wk 3), AYPAF 19 2A~Y wE4S 90%
Al F7 A o 7] dE F4 H4E 7 u|AdY o o AHeks weisl= PCAS 3y ~9E”] 359
S B4 F7telA tErt. o] ielME EXaY 2ke] 1.2w1E 22 AR sl BAA AzAe] W
7] 24 29 Aga] 93 1070 Feladl oz AR RS gl
W =Y A, (0F ASE ehE) amEws Ay A, Sl Aeke 34 wde] ¥R
(softmax) &4, Bayesian A< HHHS AR F5ol FAQle] 7l= Er|E FEoEH HhAlE
oA Sl AT b dmesdl A el oled L MEE ¥ FRu:
0

AA wllole] 2 TIIelA Amdt A LLLE o] -3
Flemsol v sel gk F4L sjusich Uuk
o

Aoz 7lEdEE 1035 1622 FA =] gl
o, Az} vdHE £ vle vpd HEEs 104145 4
ez A" & 7l= HEE f338] SeiA
= 16708 AZE v ssAEs 34 RdE f53)
of 3ta, v W& F337] fleiMe= 4709 A
2 & £AES 5ok gt

FRel AT vk LS s 30, A

744 BF7] Naive Bayes, =EA~E =»d
(logistic regression), W& WYEHZ(neural
network) & Xﬂ°P'6}-E 34 2l Ag3ly v|ay
7V dHgpth. 5 tide] 2 7= S mi= Y
Mas el gleleh T ble 1) 714 2

e BA £ 43EE PCA 2 27719 d=t

N A A e B e e A
25

9] 7% A7A 19 dloleel] 27| Eﬂé% A
g8 Aoz 1 zgﬂgj} 70.59% Sick. w]H

5] M—t— 73.87% < A 45}
RS el (i
dloje])ell gk 4
2 Frh. ol él:i% ehele] dlole] &
e A=E o o] FA whe]l frRd A Yotk
3 HellAl= o] =+ oﬂxi A
ohsl= F40] Gx}ﬂﬂr 471e] SAbol e 2 A
o 63.08%, 65.02% AEE=E Btk o] ¥4
A7F Ex r|E AMse AREEe] e 24
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ol A] xﬂ Qksl=
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o} w3 o] A o] =ielA thFEE FAEe] & Jan 1999.
w3k v RIS SO E2 AFER o]Fo (3) P. Marquardt, A. Verma, H. Carter, and
A g Qlohs S welEd, AR 49 A5 A P. Traynor, ‘iPhone: decoding vibrations
tare, EAAE mdo] 7P £ A5 Bl from nearby keyboards using mobile
ol BA~E mEle] EAe nldyAgSs a1y phone accelerometers,” Proceedings of
& 4= 9l= 5A ¥7t(feature space)ollA] A3 3 the 18th ACM conference on Computer
A EFE b Aol wE WEY= =3 vjAl and communications security, pp.
3 FEHsA T, ExeE AS F2E o]Fa ol 551-562, Oct. 2011
(o] Exket AFL ¥ (over fitting) AI4E = (4) [(saturday FOCUS]) NSA has collected
A 5 7)o, 72 UEYIS AMHE ued= B wiretap records using vibration on win-
o} o] Z& 2l g sfjof ghel). & o] FANA dow, MK News, Nov. 1% 2013,
I Balsla o 2dS AT 297} glvk= A http://news. mk.co.kr/news-
ojct Read.php?year=2013&no=1070547

(5) M. Backes, M. Diirmuth, S. Gerling, M.
v.3d B Pinkal, and C. Sporleder, “Acoustic

A B gl EE o143l sk A
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I 16709) AR o] oA glr}. ol2jdt Al 7]
Z3lo] ghtr)ox] 318 AE A s 2 HE] EAS F
Z3lal, Naive Bayes, 74 WEHZ, 22X~ 3|
7 dae] gl A8l wokeh L A3k el 73.87%
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