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ABSTRACT

Recently, various methods have been proposed for improving the performance of the side channel analysis using the power
consumption. Of those method, waveform compression method applies to reduce the noise component in pre-processing step. In
this paper, we propose the new LDA(Linear Discriminant Analysis)-based signal compression method finding unique feature
vector. Through experimentations, we are comparing the proposed method with the PCA(Principal Component Analysis)-based
method which has known for the best performance among existing signal compression methods.
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Table 1. SNR & attack result using PCA/LDA

Rank of Eigenvector
1st | 2nd | 3rd | 4th | 5th
20 0.013]0.004]0.000|0.002]0.015

40 10.002 0.00410.009
0.007]0.071
0.003]0.051

0.070[0.013[0.010
20 0.013]0.0000.005|0.003]0.004
40 |o0.002 0.0040.0010.004
pcA | 80 [0.003]0.005 |0.002 [0:002] 0.005
160 0.002]0.004[0.005|0.002|0.005
320 |0.003]0.007]0.003]0.007[0.003

Method | Length

LDA

160 10.006
320 0.022

Table 2. Number of traces required to attack

Method | Length | Rank SNR | # of Traces
320 2nd 0.184 500
LDA
80 1st 0.046 1500
40 2nd 0.005 15000
PCA
80 4th 0.002 18500
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