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ABSTRACT

Considering the safety of the data and performance, it can be said that the performance of the AES algorithm in a symmetric
key-based encryption is the best in the IPSec-based VPN. When using the AES algorithm in IPSec-based VPN even with the
expensive hardware encryption card such as OCTEON Card series of Cavium Networks, the Performance of VPN works less
than half of the firewall using the same hardware. In 2008, Intel announced a set of 7 AES-NI instructions in order to improve
the performance of the AES algorithm on the Intel CPU. In this paper, we verify how much the performance IPSec-based VPN
can be improved when using seven sets of AES-NI instruction of the Inte] CPU.
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Table 1. VPN Performance

CPU Mem Max VPN

Ma| Model Core GB (bps) (bps)

31 1 1 1G 500M

50 1 2 1.5G 150M

70 2 2 2G 180M

100 2 4 4G 500M

A 400 2 4 6G 7T00M

500 4 8 8G 900M
1000 6 8 12G 3G
5000 8 16 30G 4G
10000 12 16 50G 8G
22000 16 28 100G 8G

100 1 2 500M 300M

300 2 4 1G 300M

500 2 4 2G T00M

3 1000 2 4 4G 1.5G

1500 4 8 6G 1.5G
2000 4 8 10G 2G
3000 6 12 20G 3G

6000 6(x2) 24 40G 5.5G

365 1 512M 500M 200M

500 2 1 1G 500M

1000 2 1 2G T00M

1000F 2 1 2G T00M
F | 2000 4 2 2G 1G

4000 4 2 4G 1.5G
6500 4 4 10G 2G
8000 4(x2) 8 20G 4G
10000 | 6(x2) 12 50G 6G
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2.1.3 ESP
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Encryptod
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Fig. 2. ESP

2.2 AES-NI
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S AHgale wE S8 mr el A8a 4 otk
AES daz|Ee I—Hi 423} vam Y JJr
1o

gtustel 22 ofe] 8 TR AMEAL §
o} g g vz s stelA = vz A )
olE] S BE3ly] ¢35 AESE AHEsh, vEY= &
4 =232 SSL, TLS, IPSec, https. ftp.
ssh 5 thfst Z2EZ9| dlojel& Eia}ﬂ Skl
A JE]-. 44 CPU(HasewlD A= = 7719
Wedo] A& Table 2)2 AlF3r}.

Table 2. AES-NI Instructions

Instructions sorting
[P HDR | Data \ AESENC encryption
[ Transport mode | AESENCLAST encryption
[ e HoR | AH | Data | AESDEC decipher
Authenticated except for mutable fields —b| AESDECLAST decipher

| Tunnel mode J

AESKEYGENASSIST | key generate

[New 1P HDR] AH [ 1IPHDR | Data |
k—Auﬁhenticated except for mutable fields in new IP Header —.‘

Fig. 1. AH

AESIMC key convert

Improving processing
PCLMULQDQ operations that carry any
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Fig. 5. AES-NI Support (Kernel-2.6)
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Fig. 7. Check support PCLMULQDQ
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2.3.1 CBC(Cipher Block Chaining)
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I I I I I I
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I -

] [ v

Black Cipher Black Cipher Black Cipher
Key —=| Encryption Key —=| Encryption Key —= | Encryption

v v v
I T ITT I LT M
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Cipher Block Chaining (CBC) mode encryption
Fig. 8. CBC Mode
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2.3.2 CTR(CounTeR)
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T | OO | IO |
NN 1 ANRRNAN] I I I TTITIT
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Counter (CTR) mode encryption

Fig. 9. CTR Mode

2.3.3 CCM(Counter with Cbc-Mac)
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Fig. 11. CBC-MAC At
G/W A5 ARAQ As vlag 93] (Table
2.3.4 GCM(Galois/Counter Mode) 1) % SA] 300 2de 7]Fo= sk SAke
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Table 3. G/W Spec

Table 4. BIOS setting

Intel Core i5 3.2GHz
cPu (Hasewll)
Mem. 4GB DDR3
H/W MainBoard | MSi B85M-E45
NIC 1Gbps
UTP Cath/Catbe
0S CentOS 6.5 Final
S/W Kernel 2.6.32
VPN StrongSwan
Developer Release 5

Menu set-up
AES-NI YES
Core 2
C-State NO
SpeedStep NO
Cache & Hardware Prefetchers YES
Hyper-Threading unsupported

CPUY = 47| Zo] £ 2

AR TR AAsiela, 4G vzeE Ak
£3k 1GH NIC 71=& A=t} UTP 7hda
CatbeZ AH&3le] 1Gbpsw 7HE3|AE
sttt = wel dAlelA VPN As =4
3 AHESlE IXTA AS AulE 593 A

o] A& A

b o

(Fig. 14)¢} #o] IPSeco]l %2t=Ex gl&
G/W1z} G/W2+& IXIA #n] Alo]e] H7& o=
33} 3 =k Edg AA A 3 e A
e wA 4 9l7] Wil G/WellA 24 =g
S AR 9 IXTAS H7lE B33 she
VPNe| o3kt a3},

AES-NI®] [PSec A& ¢ +dE& 98 9
oA} Agksh= TPSec 7|uke] AES-NI A% 24
A 2] 7k o] Aol A3} ¥l BIOSE

Akt G/We BIOS AA-L [Table 4)¢F 2
=3

AES-NI®| &2 fif= As 3 Aol de}
AA & HAsle] st

C-States CPUS AHE A=l 271#] Al

-G/W1 i 1000 Mbps -G/W2 i

- ~
(=] (e)
2 $
3 S
[l =]

S

IXIA

Fig. 14. Network configuration
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2
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CPUZL 4555 A4sh] B, ¥ 4% fas

_I)J
o
=
Ay

o
o

e A Aes A S 73] $E)
Speedstep= AHSEA] L z13ksic).

Cache & Hardware Prefetchere= 81%7}
< dloJe]e] A AZHE Fol7] Hdl AHEEE 9
AR FrldAH <l W re B HEAzke] Al
w2k, woh wE A SAS 9 GAskste 3
3 3lodrt.

Hyper-Threading< 3h}e E8]2] f4lo F

Mol Wk Ad Fuls gdgge R s wole
Z1golel. 29 AAdME 2o & NF Ad=s)
shd FrlEle] AgzedE F 9 Zorh, w4
Folell= Ul /He] Foirh AR ZoR ]
o} = Bk QA e A A A3 el A
& A7 dom(2), G/WellA AM-sE CPUYIA
e = T|se|BR A RE aEElA] ¢
Z18) &}kl ct,

VPN &8¢ 93] A3 StrongSwan< 7]
2 el (RPM, DEB)&l Currrent Release<} 7l
W 7158 3Ele] Developer Release F 742
Uxo] AxEct (Table 5)el4E StrongSwan
oA 7EHo R AFEE Zaglew AESY &
o mE F CBC mErFS ¥3sla 9o}

Currrent Release® A% 3 StrongSwan<
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43 VPN ¢t353} 7143}

749 (Table 5)olA AlFshe 718 Z2a9l 715
wk A3 = 9len] ) (Fig. 15)9 7o) VPNellA
2rE Feaels geld S Q)

[ rootélocalhost szrongswan£. 2.0drs] # ipsec statusall
Stazus of IKE charon caenan (strongSan 5.2,0dr%, Linux 2.5.32- 431,23, el6. x83.6¢, 186_64)
uptine: 7 seconds, <ince (et 14 16:37:51 2014

ma‘lot Drk 2703%, mnapu Uset “HQCH fnae 08

0 2 000/ cchecyled: 0
Toaded plugirs: haron as des rc2 snal sha2 nd5 rancon ronce <508 revocet:on constrairts oubkey phest okesT phesd pecsi2 py
p dskey sshkey pen fips-orf gmp xcbe cnac hac attr kernel. netlink resolve socket-default stroke upocun xauth. generic
UL

192.168.80. 10
(cmections
Security Associations (0 up, 0 conrecting):

o2

Fig. 15. Loaded Plugins

Table 5. Enabled by default plugin list

StrongSwan®] ©l&(Charon)e] ZEsHA =&
Z2z29l yHEe]E= (Fig. 16)3} 2o] A=l

st AES d3E|5S AMske HEAel o
o4 A& 7}53 AES-NI %o #3s H =%
A4 Aleksk= [PSec 7 VPNe| #A3s17] 9]
M= AES®] 3717 7] Aeolint ofet 7+ 7] 4
o]g] °]'i oo:] == \:Q_ /\-]_. H]_u_7]- i) -5].1;}, 0]:;’_
$13] Developer Release®] libstrongswans
712 WEslgr), Ues B FoiE s o &

Z+ (Table 6)3 #t},

Developer Released] libstrongswans 7}
e A A AR (Fig. 173 o] dl&
(Charon)e] Rrsdl =& Zzagle] 71z A
AE AL gFQlst 2= olr},

U;z;} AESO] o].i oo:] == _? L2} l.:.lf’«oﬂ/q "Zl"

plugin Note Aaha} sk GOMel #4359 VPN 248 7
aes 128/192/256 bit key length H3l7] 98] Intelold Aeksl= AES-NI9 A%
(Only CBC mode) A% 2A(2)6l4 Aske Linux AES-NI-GCM
cmac MAC functions Crypto Plug-in Designe 7|Mte2 (Fig. 16)
constraints X.509 certificate g]_ 7ELO] :I‘Lfﬂg}'%i‘;]' AES_NIQ] PCLMULQDQ
des DES/3DES encryption 2dole] 2L ol GMAC 71Mke] GOM RES
dnskey DNS Public key Z23)7] 98 AL FAs)
fips-prf EAP-SIM/AKA algorithm AES-NI-GCM & AH&317] Y84+ (Fig. 18)
gmp RSA/DH code
hmac MAC function /1s strongswan.d/Charon
; [ root@localhost strongsian-5. 2. 0drs)# 1s-/etc/strongswan/strongsan. d/charon
mdb HASH function s, onf dnskey. conf ab.onf phest conf - re2. conf socket: default. conf - xauth. generic, conf
, ttr.conf fios- pre conf nonce. conf - pkesT. conf - resolve.conf sshkey. conf xebe. conf
nonce Random number generation mcont oot pen.conf phes.conf - revocation confstroke, conf
. . constraints. conf hmac. conf pop.conf— publey. conf - shad. conf Updown, conf
pem PEM encodlng/ decoding des. conf kernel. netlink. conf pkest. conf ~ randon. conf  shad. conf 1609, conf
pgp PGP encoding/decoding ( )
Fig. 16. Charon Plugin list (Deafult Version
pkesl PKCS#1 encoding/decoding ¢ ¢
pkesT PKCS#T encoding/decoding Table 6. Strongswan plugin list
pkcs8 PKCS#8 encoding/decoding -
- - plugin note
pkcs12 PKCS#12 encoding/decoding " block cipher modes of
pubkey RAW Public key process operation
random /dev/(u)random RNG process cem block cipher modes of
rc2 RC2 code software operatlf)n
- - gem block cipher modes of
revocation X.509 CRL/OSCP revocation operation
shal SHA1 hash function
sha?2 SHA 256/384/512 hash function /1e strongsuan.d/chazon
[ rootélocalhost charon)# s
sshey SSH key decoding function e e oy ekl e
X509 CRLs/OSCP message et whan o Mo o et o e o
N constraints. (Uﬂ nonce. conf pkesT.conf  resolve. conf  sshkey. conf xebe. conf
<che block cipher modes of oper-
ation Fig. 17. Charon Plugin list (Build Version)
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IKE Protocol Engine ‘

Key MgmL

Library

Usar/Kernel
BEUndary
SPDB
Kemel

AES-GCM
Assambly Code

—— ‘Mﬂlﬁ!SOQEB
WG Ethernet Controller

Fig. 18. Linux AES-NI-GCM Crypto Plug-in

9] Kernel LeveldlX &%=+ Crypto Driverel
AES dwe|Ze] B335 ¢]3] Linux Kernel
2.6 o]AtelA A|F== aesni-intel_glue.c %t
ohve} oJAlE" <o ¥ele] aesni-intel_asm.s
Z P97 3}

StrongSwan &8¢ M= ¥ Intel AES-NI
Drivers A4 & s, (Fig. 19)7 o]
insmod® Zo3F SHAE nES Zrsle] XA
o] WA = ipsec.conf FARHE Bl AAE A
T3lA gt}

] (Fig. 20)3 7o) Aaldeom "Wl 3 &

| root@ 92 ~|# 1psec start

Starting strongSwan 5.2.0dr5 IPsec [starter]...

insmod /1ib/modules/2. 6.32-431. el6. x86_64/kernel/net/ key/af_key. ko

insmod /1ib/modules/2. 6.32-431. el6. xB6_64/kernel/net/ ipv4/ahd. ko

insmod /lib/modules/2. 6.32-431. el6. xB6_64/kernel/net/ ipvd/espd. ko

insmod /1ib/modules/2. 6.32-431. el6. x86_64/kernel/net/xfrm/xfrm_Lpcomp. ko
insmod /1ib/modules/2. 6.32-431. el6. x86_64/kernel/net/ Lpv4/ ipcomp. ko
insmod /1ib/modules/2. 6.32-431. el6. xB6_64/ kernel/net/ ipvd/ tunneld. ko
insmod /1lib/modules/2. 6.32-431. el6. x86_64/ kernel/net/ ipvd/xfrmi_tunnel. ko

lemmsmnn 4

Fig. 19. Running StrongSwan

/ipsec statusall

[ rootelocalhost charon]# ipsec statusall
Status of IKE charon daenon (strongSwan 5.2.0dr5, Linux 2.6.32 431.23.3. e16. x86_64, x86_64
uptine: 51 minutes, since Oct 14 15:36:32 2014
mlloc shrk 2103%, map 0. used 226800 free 43506
vorker threads: 11 of 16 idle 5/0/0/0 yorking, job queue: 0/0/0/0, scheduled: O
Yonded liins caran TC3 sha, shad R0 rando Tae 1609 revcation constraints pubky phcs G phc
58 pkes12 pgp dnskey sshkey bnp xcbe caac haac attr kernel-netlink resolve socket-default stroke updown xauth- gen
eric
Listening IP addresses:
192. 168. 80. 130
Connections:
et.net:  192.168.80.130. .. 192.168.80. 131 IKEV2
net-net: local: [10.1.1.10] uses public key authentication
net-net: cert: “C=K0, ST=SS, L-LL O-HUSL, (N-10.1.1.10, E-10.1.1108strong.org"
net.net:  remote: [10.2.2.10] uses public key authentication
dynamic === dynanic TUNNEL
Security Associations (0 up, O comecting)
none

Fig. 20. VPN Status

#lacle] 2e=s AL gl & 5 gl
StrongSwan<g] G/W7re] ¢l% uproz PSK

o2, o

£ ol83ksirh. Az e SAHES A H4l vl
Ef=A CA ROOT SIFEAME #HAl w3l
o, 7 G/We ASAME ASAE At
AA A QAFAE AMEsle] HaE AAZL FFE
(Fig. 21)3 #o]G/W7ZHe] IPSec $&3} FAlo]
A45s Falslsdrt.

Hol A7} % StrongSwane¢] ¥x= =
ARz ¢35 "ipsec.conf'g 3 4 G/Well 44
7 2 Host PC9 Subnet& Ao & 9t}
G/WZHE Subnet HEHZ IS o|43h=
Hostv G/W 7te] FxlollA 1PSec 714ke] b3}
dlolelE FaA Eoh G/Well Hostg 4kt
Ao 72 Hel A7 $HEL Felsidr). ow
Host+= ESP 7! (Tunnel ModeZ &2hH& F2
W g AAsklctFig. 22).

G/Well tcpdumps ©]-83F] 2% Host7H
ping dle|El7} ESPE tas} ¥ (Fig. 23)< al
3koict,

(Fig. 24)¢} #o] IPSecellAd A% =4S ¢l3l
AHEE = IKESF ESPO| &w2]#(9) 2 &4 =,

LR feceLveu s LR siuete el ey
O7|IKE] initiating IKE_SA net-net[1] to 192.168.1.10

O71ENC] generating IKE SA_INIT request 0 | SA KE No N(NATD_S_IP) N(NATD_D_IP) |

O7[NET] sending packet: from 192.168.2. 10{500] to 192. 168. 1. 10[500] (992 bytes)

O9]NET] received packet: from 192.168. 1. 10[500] to 12.168.2.10[500] (393 bytes)

09] ENC] parsed IKE_SA_INIT response 0 | SA KE No N(NATD_S_IP) N(NATD_D_LP) CERTREQ N(MULT_AUTH) |
091 IKE] received cert request for "C-K0, ST=5S, 0-HUSL, Cli-cacstrong, E-huslastrong. org

091 IKE] sending cert request for "C-K0, ST=SS, 0-HUSL, Cli=ca@strong, E-husl@trong.org

091 IKE] authentication of '192.168.2.10° (myself) with RSA signature successful

09] IKE] sending end entity cert "C=KO, ST=S5, L-LL O-HUSL CN=192.168.2.10, E-host@strong.org
09] IKE] es tablishing CHILD_SA net-net

QoIBNc] generating IKE ATH request 1 [ DL CERT WINIT_CNTACT) CEXTRED I0r AUTH SA TSL T5r MMLTATH) M EAP_ONLY 1
09]NET] sending packet: from 192. 168. 2. 10[5001 to 192. 166. 1. 10[500] (1570 bytes

TOINET| received packet: fron 192 1651 10/500] o, 152. 169.. 1015001 (1421 byces)
LO[ENC] parsed IKE AUTH response | | 10r CERT AUTH SA Tsi TSt N(AUTH_LFT) |

IOUIKE] receive end ercity cert “CND, SESS, Lall, OHUEL, ChIE2 (681,10, Bohastaverong.arg
10[CFG]  using certificate "C=KD, ST=5: 0-HUSL, CN=192. 168.1.10, E-host@strong. o

J01CFO  eang Srusted ca certFicate ~CD. STse, OHL Ciocamstrons Eohusiesorars. or

10[CF6) checking certificate status of "C-K0, ST-55, L-LL, O-HUSL CN=192.168.1.10, E-hostéstrong.org

Fig. 21. Security Association

[root@ 92 ~1# ipsec statusall
Status of IKE charon daemon (strongSwan 5.2.0dr5, Linux 2.6.32-431.el6. x86_64, X86_64)

uptime: 13 seconds, since Jun 18 20:36: 06 2014

malloc: sbrk 270336, mmap 0, used 227808, free 42528

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 3

loaded plugins: charon aes des rc2 shal shaz mds random nonce x509 revocation constraints pubkey pkcsl pes7
p xcbc cmac hmac ctr ccm gem attr kernel-netlink resolve socket-default stroke updown xauth-generic
Listening IP addresses:

192. 168. 2. 10
10.2.2
Conng;

TR A IKEvZ
Nt net

3 33 S5 public key authentication
netonet:  cert: "C-KO, ST=55. o LL O-nust, CN=192. 168, 2. 10,_Ehostastrong. org”

authentication
TR T TV - 0T 0.0/ TE Tumer]

Security Associations (1 Up, U comnecting)
Tek-netl1]. ESTABLISHED 15 seconds ago, 192.168.2.10[192. 168.2. 10] ... 192. 168. 1. 10[192. 168. 1. 10]
net-net(1]: IKEv2 SPTs: f2158b05e4d7bc03_i* 228d8f32b5063754_r, public key reauthentication in 52 minutes
net-net(1]: IKE proposal: AES_GCM_12_128/ PRF_HMAC_SHAI/MODP_1536
net-net(1]: INSTALLED, TUNNEL, ESP SPIs: cfcc7727_i cb2693ae o
net-net(1]: AES_GCH 12_128, 0 bytes i, 0 bytes o, rekeying in 15 minutes
net-neti1];  10.2.0.0/16 == 10.1.0.0/16

Fig. 22. Host Subnet

[root@ 92 crypto]# tcpdump
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethligktyne ENJOVR (Ethernet) piice o

19.35077¢ IP 192. 168.2. 10 > 192.168. 1. 10: ESP(spi-Oxch2693ae, length 116
19.35119¢0 IP 192, 168.1.10 > 192.168.2.10: ESP(spi=0xcfcci7] length 11€
19351196 TP IO LT o 10 2. 2. 10 ILMP ECne TepLy, 1o 1o0 ength 64

20.350768 IP 192.168.2.10 > 192.168.1.10: ESP(spi=0xch2693. length 11€

20.351227 IP 192.168.1.10 > 192.168.2.10: ESP(spi=0xcfcci727, =0x11), length 11€
20.351227 IP 10.1.1.1 = 10.2,.2.10: ICMP echo reply, id 15660, seq 17, length 64
7:21.350743 IP 192.168.2.10 > 192.168.1.10: ESP(spi=0xch2693ae, seq=0x12), length 116

AN.97.71 L1109 TR A7 160 1 1A L 107 160 1 1A ECNAmi NuAfArTTAT maa Au1T) lammkh 110

Fig. 23. Ping-ESP Check
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conn %default

ike=aesl28gcml2-shal-modplh36
esp=aes|2igoml?
lkelltetime=c0m

keylife=20m
rekeymargin=3m
keyingtries=1
keyexchange=1kev2
mobike=no

conn net-net
left=192. 16G&. 2. 10
leftsubnet=10.2.0.0/16
rightsubnet=10.1.0.0/16
leftcert=newCert. pem
leftid=192. 168. 2. 10
leftprotoport="any
leftfirewall=yes
right=192. 168. 1. 10
rightid=192. 168. 1. 10
rightprotoport="any
auto=start

Fig. 24. ipsec.conf

7] A4 5], Bt GAE £ [P AR Y AR
Y AW 52 “ipsec.conf’ oA AeJet 5= glct.
3.2 M5 53

2 =l A SAS 96 vaske s
2 AES?] 3714 7] Aol (128, 192, 256)+ 7 7]
o] W 47}x] 9 RE=(CBC, CTR, CCM,
GCM)eltt. A5 34 vlxs f8 4 G/W 79
IPSece] &2 7 ANl 1Gbps FAlelA
1024 =47 Ato]z=e] 5ol 968MbpsE wUTS
galgt F (IPSeco] s34 %5 A AES-NI-
o5t A5 ks WA o5S E]l) A3l
3DES-SHA1 ¢x#]&e4 = AES-NIo| g A
& A7t s galsksit
e AL KISAA B ¢ IXIA A=
o] 83}e], (Fig. 14)¢F #e] VIESaE A3
o} IXIA AnlelA Algsk= Automate 58 A
(64, 128, 256, 512, 1024)
W g2l s7) Aole] £AlBo] 0l B =k
22 VPN #A-AAF A9 e 2 o
2 AAE FHEN o] &= AL, ATFE 99
= PC9 NICY AR wtd Hel dAAS 5
sl =Aslgict, dubd o ® VPN (Fig. 25)
oF zro] RAl-A|AL AL Hejo| thE B AAE
T3] o] f¥r) EAL] WES| A My} E=|A
o2 A=t | A$ melel HR AE AL o]
43l= A Ake} HAbe] qbARE BA1S 96| ot odA
= A sz, Ak ) s ol I A

r&

Head Office Network

Internet Network

T3 O -

Branch 1 Branch 2 Branch 3

Fig. 25. Multiple Security Associations

thz HBel AAE e A =

B =M Sl Bet Aol AlEY A5

Bl ~E37] 93] AAR AR WA At
715 o]-8gk whd Bl AA AelAe] A%
A %é‘]—ﬁ’\i‘ﬂr el Hel AA Aol AA

A (Fig. 26)3 %t}
H71#] Feh = A ] g StrongSwan*’ﬂH A 2=
a8l(Table 5)2Z AES-NI #¢]
AgHE o]g3] 2 A3 AES-NI9 A4S ditzle
15— A7l 71% oF 192Mbps AF2 A%

zfol & ®Avt(Table 7).

(Fig. 27)el4 Hi= 73 #Zeo] IPSecs OFF
S 7%t 3DES-CBC dxe|&S AH4d #$
AES-NT®| A9 $2o] ojat A% o]z} wAalx]
¥okal, AES-CBC REodM= 4 <F18%<] A%
FAE Bl

R

o|

Head Office Network

Internet Network

R

Branch 1

Fig. 26. Single Security Association
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Table 7. Default Plugin (Speed: Mbps) AES256
— — — OTR-SHAL 112 | 221 | 318 | 658 | 889
algorithm B AES128
IPSec OFF 978 980 CCM12 104 162 ) 263 | 239 | 595
3DES CBC-SHAL 177 178 fégf/}f’; 37 | 166 | 275 | 492 | 589
AES128 CBC-SHA1 712 518
AES256 41 | 80 | 273 | 422 | 554
AES192 CBC-SHA1 707 514 CCMI2
AES256 CBC-SHA1 694 504 AES128
GOMI2 89 90 396 | 481 935
AES192
AES-NION AES-NI OFF GCM12 9 170 346 | 634 934
|PSec OFF 978 Mbps éE821526 106 | 170 | 347 | 634 934
IPSec OFF 980 Mbps CM
177 Mbps <+———3DES CBC-SHA1
178 Mbps «——— 3DES CBC-SHA1
m—— 2 oos Table 9. AES-NI OFF (Speed: Mbps)
AES128 CBC-SHA1 518 Mbps -
AES192 CBC-SHA1 707 Mbps algorithm/ 64 128 256 512 1024
AES192 CBC-SHA1 514 Mbps paCket
AES256 CBC-SHA1 694 Mbps IPSec OFF 113 | 225 | 412 | 672 | 968
AES256 CBC-SHA1 504 Mbps 3DES
0 Mbps 250 Mbps: 500 Mbps 750 Mbps 1,000 Mbps CBcszAl 87 125 152 169 180
. . AES128
Fig. 27. Default Plugin CBC-SHAT 105 | 147 | 245 | 407 568
B2 =Foie AES-NI9 A3 " G/W 34 AES192 100 | 144 | 242 | 392 | 542
T T R u’s CBC-SHA1
< T3] H8 St < Devel
T3] H_H #rongsw‘an eveloper AES256 101 | 141 | 242 | 384 | 504
Release® WrEsle] Z2|9l o] AES] 471 CBC-SHAI
- AES128
2] o} o] mEE Zylalo] AleS A5
] % & Feted gatsion, OTR-SHAL 102 | 147 | 246 | 406 | 697
AES-NI-GCM Crypto Plug*m Designs 7|9t AES192
o sielel  Adele. L 105 | 145 | 242 | 391 | 537
22 PCLMULQDR w3ole] X¥& o} CTR-SHA1
GMAC 7]kl GCM 2=% 5287 913 34 é??&zg?—ml 105 | 139 | 234 | 387 | 633
< FAlslkeith ZAE [PSecd] 452 AES-NI9|
AES128 107 | 169 | 264 | 423 | 582
%zt {5 w2} (Table 8, Table 9)3} it} CCM12
2231922 107 | 158 | 249 | 395 | 531
Table 8. AES-NI ON (Speed: Mbps)
: AES256 108 | 151 | 243 | 373 | 481
algorithm/ CCM12
acket 64 | 128 | 256 | 512 | 1024 AES198
D 36 | 218 | 409 | 542 | 890
IPSec OFF 95 | 226 | 416 | 674 | 968 GCM12
3DES 20 | 99 | 136 | 162 | 176 é]éi/{lf; 107 | 153 | 273 | 460 | 713
CBC-SHAI1 AESOEG
AES128 40 | 54 237 | 361 590
CBC-SHAIT 108 | 107 | 264 | 449 732 GCM12
AES192
CBC-SHAL 68 | 115 | 263 | 445 736 v é’g ,Ed )L]I
AES256 95 | 108 | 290 | 361 732
CBC-SHA1 N
22 Azl BAL 1024 Alo]= FHFL 7Fo
AlIS128 98 | 162 | 283 | 484 | 722 It e
CTR-SHAL 2 7} 7] Aol W $ednrcol =S u|wsyrt
ALS192 105 | 155 | 275 | 486 | 773 2= A FAE S nal o sees 54 s
CTR_SHAI 031’/]—
AA .
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VPN %3} 71453t

AES12844+= AES-NI¢| A|1& wh& 799}
A8 W @& AS A EFREe H o
10%°] A& s Boick 4 $dn=E Hes
CBC REo|A] oF 29%°] 7M & A5 & &
Aow, <lde] AES-NI®| 4% 45 9l At
3l 29 m=9l GCMI(2,3)44= <& 5%
Aol & Blrh, wg CTR EEolA]
oA <k 2%°] A5 FE Bl
AES192¢4+= AES-NI®| A4
A& v & A P QR i
30%° A% S Hovh 7
CTR EEOA of 44%°] 714 & 3% FE 1B
som, <Qlele] AES-NI® A% éh}% Sl Ak
3= 29 m=9l GCMI(2,3)¢l4
= AolE EArh mdk CBC ZrxollA]
CCMeIA 2 11%9] &5 &3S B,
AES-256°14+ AES-NI®| =¥
A 9E WA S A A
38%° A% ¥4 Bt =
o]Eﬂo] AES-NI9 A% FAS 93 Agksis 29
=9l GCMI(2,3)ol1M <k 58%°] 7V & A5 &

O

I AES-NION AES-NI OFF

568 Mbps

697 Mbps

582 Mbps

890 Mbps

0 Mbps 250 Mbps 500 Mbps 750 Mbps 1,000 Mbps

Fig. 28. AES128 - Packet 1024

I AES-NION AES-NI OFF

542 Mbps

CBC-SHA1

CTR-SHA1 537 Mbps

531 Mbps

713 Mbps

0 Mbps 250 Mbps 500 Mbps 750 Mbps 1,000 Mbps

Fig. 29. AES192 - Packet 1024

I AES-NION AES-NI OFF

524 Mbps

CBC-SHA1

CTR-SHA1

481 Mbps

590 Mbps

0 Mbps 250 Mbps 500 Mbps 750 Mbps 1,000 Mbps

Fig. 30. AES256 - Packet 1024

>

& wolth w3 CBC mxelA] oF 40%, CTR
oA <k 40%, CCMoIA <F 15%°] 45 &4
+ By}

IXIA #n]E o83l &43 23 AES-NI9
A& W2 BE ESP(Packet-1024) #Hzle] A
gt Table 10).

2

ol 4

Table 10. Packet-1024 (Speed: Mbps)

algorithm  |AES-NI| None |Peorm|mprov
SEE%%AI 732 | 568 | 164 | 29%
égg}giml 736 | 542 | 194 | 36%
oo | T2 | s | 208 | a0
égfsaﬁ%m 722 697 25 4%
égg}gim 713 | 53T | 236 | 44%
é?gg?—m 889 | 633 | 256 | 40%
251%/111228 595 582 13 2%
‘355411922 589 | 531 | 59 | 11%
251%/[2155 554 | 481 72 15%
aoMiz 035 | 80 | 45 | 5%
2231922 934 | 713 | 221 | 31%
22321526 934 | 590 | 344 | 58%
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