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ABSTRACT

The power analysis attack is a cryptanalytic technique to retrieve an user’s secret key using the side-channel power leakage
occurred during the execution of cryptographic algorithm embedded on a physical device. Especially, many power analysis
attacks have targeted on an exponentiation algorithm which is composed of hundreds of squarings and multiplications and
adopted in public key cryptosystem such as RSA. Recently, a new correlation power attack, which is tried when two modular
multiplications have a same input, is proposed in order to recover secret key. In this paper, after reviewing the principle of
side-channel attack based on input collisions in modular multiplications, we analyze the vulnerability of some exponentiation
algorithms having regularity property. Furthermore, we present an improved exponentiation countermeasure to resist against the
input collision-based CPA(Correlation Power Analysis) attack and existing side channel attacks and compare its security with
other countermeasures.
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Long Integer Multiplication (C=A4 - B)

1.

2 Carry=0

3 forj—Ouptok 1

4 (UV)b +A - B + Carry
5. Gy= V
6 Carry=U }
7 C. .= Cury |}
8.

Return(C)

Fig. 1. Long integer multiplication
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Square-Multiply Always(L-to-R)
1. §=1

2. for i=1—1 down to 0 {

3. §=5+85 mod N

4. if(d=1) S§=58+ Mmod N
5.

6.

else T=5+Mmod N }
Return(.9)

Fig. 2. Square-Multiply Always algorithm
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Montgomery Ladder(L-to-R)
1. sfo]=1

2. Sl =

3. for i=1—1 down to 0 {

4. Sld.]=50] - S${1] mod N
5 S[d]f [d]zmodN}
6. Return(s[o])

Fig. 3. Montgomery Ladder algorithm
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Multiply-Only Ladder(R-to-L)

. So] =M
Sli]=1
T=M

for i=0 up to I—1 {
S[dl]: S[di] « T mod N
T=5(d] - 8ld] mod N}
. return(S[1])

1 O Utk Wb

Fig. 4. Multiply-Only Ladder algorithm
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Fig. 5. Input collision-based CPA attack on Multiply-Only algorithm
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Adjacent Collision Resistant(R-to-L)
1. Slo] =

2. Sl=1

3. T=M

4. tlo] =t[1]=0

5. for i=0 up to I—1 {

6. Rl0] = Sld;]

7. Rl1]=

8. Sld,1= Rt[d,]] - Rlt[d]]
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10. R[] =5ld]

11. = Rltld,]] - Rlt]d,]]
12, tld]=tld]

13, tld)=tla]

14. return(sS[1])

Fig. 6. Countermeasure against input collision-
based CPA
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Table 1. Security comparison of countermeasure exponentiation algorithms

. Relative C-safe Input
Algorithm & Attack S[g? DOIEE%IHg Doubling Error |PACA[11) Collli)sion
(16) (10) CPA[(13]
Square-Multiply Always O X (0] X O X
Montgomery Ladder O O X ) @) X
BNP method 0O O o) o) X O
Square-Multiply Ladder ) O 0] 0] o) X
Multiply-Only 0] O 0] o) o) X
Proposed O O (0] (0] (0] O
O : Secure, X : Not secure
Doubling #4, C-safe Error +4 Z8lz =% H2E 37E vepd Zlolc)
34 Sol g & ook w8 wEe} FAe A% AZIAE F A FA ARl A 24
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stgich. Fig. 102 Ay 24 A3S 37 2+ 2
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Fig. 10. Experimental board setup

2) SCARF(Side channel Analysis Resistant Frame-
work) #H7} H=of 3 URL : http://www.k-scar
f.or.kr
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Fig. 11. Experimental power correlation of two
multiplications
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