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ABSTRACT

Collision attacks using side channel analysis confirm same intermediate value and restore sensitive data of algorithm using
this point. In CHES 2011 Clavier and other authors implemented the improved attack using Blacklist so they carried out the
attack successfully using less plaintext than before. However they did not refer the details of Blacklist method and just
performed algorithms with the number of used plaintext. Therefore in this paper, we propose the specific method to carry out
efficient collision attack. At first we define basic concepts, terms, and notations. And using these, we propose various methods.
Also we describe facts that greatly influence on attack performance in priority, and then we try to improve the performance of
this attack by analyzing the algorithm and structuring more efficient one.
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