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ABSTRACT

CAPTCHA is a technique which distinguishes human and machine using what human can judge easily but machine can’t.
Though Text-based-CAPTCHA has been widely used and can be implemented easily, it is less security than other CAPTCHAs
such as image-based, or audio-based CAPTCHAs. To enhance the security of text-based CAPTCHA, many techniques have been
developed. One of them is making CAPTCHA recognized hard using complex background or noise. In this paper, we introduce
how to apply convolution filtering effectively to attack CAPTCHA and actually analyze Naver’s CAPTCHA which has been
used for joining a cafe with this method.

Keywords: CAPTCHA, Convout, ion filter, Image processing, Crytanalysis
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(a) MSN's CAPTCHA with distorted text

(b) Naver's CAPTCHA w1th complex background
Fig. 1. Examples of text-based CAPTCHA
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Fig. 2. An image that expressed by RGB and two
kernels for convolution filtering
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(d) An example of segmentatlon and recognltlon for Captcha net's CAPTCHA

Fig. 3. Examples of segmentation and recognition for various CAPTCHAs with complex background
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Fig. 4. Two cases of images that filtered by convolution techniques
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Fig. 5. Examples of images that filtered by convolution techniques: complex background has removed

and characters become more shapen
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Table 1. Rank of most visited websites in South
Korea (2014.04)
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4 www.gmarket.co.kr 13,664
5 www.11st.co.kr 13,182

Table 2. Rank of most visited web communities
in South Korea (2014.1.1~2014.05.17)
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(a) A source image of Naver's CAPTCHA
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(c) Each step of convolution filtering
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(d) Binarize

Fig. 7. An example of processes that erasing background and emphasizing text
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