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ABSTRACT

Domestic and international CERTs are carrying out security monitoring and response services based on security devices for
intrusion incident prevention and damage minimization of the organizations. However, the security monitoring and response
service has a fatal limitation in that it is unable to detect unknown attacks that are not matched to the predefined signatures.
In recent, many approaches have adopted the darknet technique in order to overcome the limitation. Since the darknet means a
set of unused IP addresses, no real systems connected to the darknet. Thus, all the incoming traffic to the darknet can be
regarded as attack activities. In this paper, we present a collection and analysis method of malicious URLs based on darkent

traffic for advanced security monitoring and response service. The proposed method prepared 8,192 darknet space and extracted

A4d (20149 9¢ 114), 4L (20144 10¥€ 13Y), = Ay (G-14-GM-IR02)

AN A (20143 1049 24) +t F42}, kisados@kisti.re. kr

R Qe 20149 s rlRRshe] by Tl ¥ WA1A2}, song@kisti.re.kr(Corresponding author)
Salolu| b AlE] 15 2 299414, 9] A|UAE ol 523



)

o

1186 A wobdA dS 993 o3l B9 7k o URL o4 2 #49Y AT

A

all of URLs from the darknet traffic, and carried out in-depth analysis for the extracted URLs. The analysis results can
contribute to the emergence response of large-scale cyber threats and it is able to improve the performance of the security
monitoring and response if we apply the malicious URLs into the security devices, DNS sinkhole service, etc.
Keywords: Darknet, Security Monitoring and Response, Malicious URLs
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Table. 1 Top10 DNS(Source port 53) URL

Rank| URL(Source Port 53) | Number | Ratio
1 help.da****.com 38,281 | 56.65%
2 | www.pinw**** . com 8,041 |11.90%
3 | yctestweb.clo®™*** . net 2,690 | 3.98%
4 | www.xs**.com 2,064 | 3.85%
5 | www. jieyi**** com 2,108 | 3.12%
6 | www.ad***.com 1,384 | 2.05%
7 www.longbufe****.com 975 1.44%
8 | www.bai***.com 721 1.07%
9 | www.ffe*** .com 711 1.05%
10 | www.kane***.cn 647 0.96%

Result Sum 58,162 | 86.07%
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2 e e 123.221 5,853 8.66%
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4 e 122,221 4,148 6.14%
5 e e 123.35 3,261 4.83%
6 e R 123,37 3,235 4.79%
7 e e 235.252 2,958 4.38%
8 e e 235,251 2,933 4.34%
9 e R 122,58 2,784 4.12%
10 | ™™*.**122.35 2,754 4.08%
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Table. 3 Top10 DNS(Destination port 53) URL

Rank | URL(Destination Port 53) |[Number| Ratio
1 dnsscan.shadow™**** org| 169,870 19.70%
2 | www.goog**.com 160,118 | 18.57%
3 | www.goo™** it 143,317 16.62%
4 | webpan™*.sk 63,802 | 7.40%
5 | try.ikri**y.cu.cc 20,269 | 2.35%
6 cs.washing®** . edu 12,735 | 1.48%
7 cen*™* . gov 11,979 | 1.39%
8 wradish.com 9,775 | 1.13%
9 ddosfor™** . pw 8,485 | 0.98%
10 | net**** icsi.ber™**.edu 8,318 | 0.96%

Result Sum 608.668| 70.60%
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Table. 4 Non-DNS URL Extraction List

Rank Extraction URL Contents &
Protocol
1 | www.ff***op.com Malicious URL
2 | web.asd™* .cu.cc UDP
3 | domain.ikri***.cu.cc UDP
4 | www.wgaam™** . net UDP
5 | m.root-ser**** net Malicious URL
6 | a.root-ser***.net UDP
7 | we™" .com ICMP
8 | L.root-ser**** net Malicious URL
9 | g.root-ser**** net Malicious URL
10 | www.ucl™* com ICMP
11 | www.momo***.com ICMP
12 | www.wan**** com Malicious URL
13 | 5.xyr***.com ICMP
14 | yun®***.com Malicious URL
15 | www.baid***.com Malicious URL
16 | gwaewgni.youd***.com ICMP
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