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ABSTRACT

Due to the increase in size of the computer network, the network security systems such as a firewall, IDS, IPS generate much
more vast amount of information related to network security. So detecting signs of hidden security threats has become more
difficult. Security personnels’ ‘Network Security Situational Awareness(NSSA)’ is effectively determining the security situation of
overall computer network on the basis of the relation between the security events that occur in the several views. The process
of situational awareness is divided into three stages of the ‘identification,’” ‘understanding’ and ‘prediction’. And ‘identification’
and ‘understanding’ are prerequisites for ‘predicting’ and the following appropriate responses. But ‘identification’ and
‘understanding’ in the vast amount of information became more difficult. In this paper, we propose Honeycomb security
situational awareness visualization system that is designed to help NSSA in large-scale networks by using visualization
techniques known effective to the ‘identification’ and ‘understanding’ stages. And we identified the empirical effects of this
system on the basis of the “VAST Challenge 2012’ data.
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Snort ‘understanding by virtue of ex- 3 QA E F7] A A4E AlaEe R 7] Al
View ?ressing aéertltype and risk with 3} T7So] A'F} ‘oo 9lo] HelF AL Hy)
igures and colors . = N
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Table 2. summary of  existing tools’
disadvantages
tool disadvantage
.. - Has no space to show detailed in-
NVision . . L
P formatlgn for understanding due
to drawing each system as a dot

- Difficult to identify each meaning

VisFlowC | of lines connecting paralllel axises
onnect |- Much traffic makes too many lines
and Tdetification’ becomes hard

- Difficult to identify each traffic

. shown as a line
Flovis |_ Much traffic makes too many lines
and Tdetification’ becomes hard

- Difficult to identify each traffic

SecVis shown as a line .
- Much traffic makes too many lines
and ‘Idetification” becomes hard
. - Difficult to identify each meaning
Visual . . .
Finger of lines copnectlng paralllel axises
printing |~ Muck} traffic makes too many lines
and Idetification becomes hard
The
Spinning |- Has no space to show detailed in-
Cube of formation for ‘understanding due
Potential | to drawing each system as a dot
Doom
DS Rain |~ Many 1.ines .mz';lde .by much traffic
makes identifying important alerts
Storm
hard
Snort |- Lack of providing information to
View help ‘understanding’
- Many lines made by many alerts
Avisa makes ‘identif.icgtion.' difﬁcul.t

- Lack of providing information to

help understanding’
BANK | ‘identifi.cation' is not effective due
to showing all systems irrespective
SAFE .
of having important events

- Many lines made by many alerts
makes ‘identification” difficult

- Lack of providing information to

VisAlert | help ‘understanding’

- ‘identification’ is not effective due
to showing important alerts with
common ones

- Many lines made by many alerts
makes ‘identification’ difficult

- Lack of providing information to

1DS help ‘understanding’
Radar

- ‘identification’ is not effective due

to showing important alerts with
common ones
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Fig. 15. a honeycomb structure made by describe
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Fig. 19. different colors for each system groups
(example)
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3.3.4 Connection View (2EH7))
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Fig. 21. 5 important events on a node
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4.3.2 event2(FTP connection)
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4.3.3 event3(remote login)
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4.3.4 event5(IRC Connection Authorization)
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Fig. 28. 2012.04.05. 20:00~21:00: IRC connections
to workstations suddenly increased
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