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ABSTRACT

Various research was done to protect user’s private data from malicious application which expose user’s private data and
abuse exposed data. However, a new type of malicious application were appeared. And these malicious applications use a smart
phone as a new tools to perform secondary attack. Therefore, in this paper, we propose a method to detect the DDoS attack
application installed inside the mobile device using the Android logging system.
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Fig. 1. Overview of Android logging system
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Table 1. The Log example generated by Android logging system

2ms+1ms, total 16ms

3ms+1ms, total 15ms
auto sync is off
20ms, total 25ms

auto sync is off

com.nhn.npush.NPushBaselntentService.a:139
paused 13ms+7ms, total 66ms

GCMIntentService-DynamicSenderlds-3

04-30 10:50:48.175 D/dalvikvm(5717): GC_CONCURRENT freed 667K, 4% free 17698K/18400K, paused

04-30 10:50:48.175 D/dalvikvm(5717): WAIT_FOR_CONCURRENT_GC blocked 4ms
04-30 10:50:48.125 D/dalvikvm(5717): GC_CONCURRENT freed 262K, 3% free 17856K/18296K, paused

04-30 10:50:48.115 D/PicasaSyncManager(14418): reject MetadataSyncTagk (F******#xsixsssisn) haocause
04-30 10:50:48.115 D/dalvikvm(857): GC_FOR_ALLOC freed 6562K, 54% free 25434K/54788K, paused
04-30 10:50:48.105 D/PicasaSyncManager(14418): reject MetadataSyncTagk (*****##iissiion) hecause
04-30 10:50:48.095 W/ContextImpl(14468): Implicit intents with startService are not safe: Intent {
act=com.nhn.nni.intent. REGISTER flg=0x20 (has extras) }
android.content.ContextWrapper.startService:494 com.nhn.npush.d.a:271

04-30 10:50:48.085 D/dalvikvm(31372): GC_CONCURRENT freed 9299K, 24% free 56274K/73092K,
04-30 10:50:48.075 V/GCMBaselntentService(14468): Intent service name:

04-30 10:50:48.075 D/MessagePoller(1499): try start poller service since
android.intent.action., ACTION_POWER_CONNECTED received.
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Table 2. Source code for DoS attack in network stress test tools

// TCP flooding attack source code
while(true) {

try {
Socket localSocket = new Socket():
localSocket.connect(new InetSocketAddress(this.ip, this.port), this.timeout):
OutputStreamWriter localOutputStreamWriter = new OutputStreamWriter(localSocket. getOutputStream())
localOutputStreamWriter.write(this.message):

// UDP flooding attack source code
while(true) {

try {
DatagramSocket localDatagramSocket = new DatagramSocket():
InetAddress locallnetAddress = InetAddress.getByName(this.ip);
new byte(1024];
byte() arrayOfByte = this.message.getBytes():
localDatagramSocket.send(new DatagramPacket(arrayOfByte, arrayOfByte.length, locallnetAddress, this.port)):

Table 3. Source code for DDoS attack in malicious application

// UDP flooding attack source code
System.out.println("ATTASCK ” + this.a + " + this.b + (" + this.d + ”/” + this.c + "))
while (true) {
DatagramSocket localDatagramSocket:
DatagramPacket localDatagramPacket:

localDatagramSocket.send(localDatagramPacket):
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Table 4. The generated logs when performing DDoS attacks

04-30 06:28:43.944 D/dalvikvm( 1670): GC_CONCURRENT freed 318K, 2% free 18154K/18508K, paused

Ims+2ms, total 11ms

04-30 06:28:44.224 D/dalvikvm( 1670): GC_CONCURRENT freed 429K, 4% free 18117K/18688K, paused

2ms+2ms, total 19ms

04-30 06:28:44.504 D/dalvikvm( 1670): GC_CONCURRENT freed 406K, 3% free 18151K/18688K, paused

3ms+2ms, total 17ms

04-30 06:28:44.764 D/dalvikvm( 1670): GC_CONCURRENT freed 369K, 3% free 18193K/18688K, paused

3ms+5bms, total 23ms

04-30 06:28:14.544 D/dalvikvmn( 1544): GC_CONCURRENT freed 9K, 2% free 20407K/20672K, paused

2ms+1ms, total 12ms

04-30 06:28:14.604 I/System.out( 1544): Creating connection
04-30 06:28:14.674 1/System.out( 1544): Creating connection
04-30 06:28:14.724 1/System.out( 1544): Creating connection

04-30 06:28:16.244 D/dalvikvm( 1544): GC_CONCURRENT freed 316K, 2% free 21208K/21556K, paused

Ims+2ms, total 22ms

04-30 06:28:16.284 I/System.out( 1544): Creating connection
04-30 06:28:16.344 1/System.out( 1544): Creating connection

04-30 06:28:18.554 D/dalvikvm( 1544): GC_CONCURRENT freed 436K, 3% free 22144K/22612K, paused

3ms+5ms, total 37ms

04-30 06:28:18.574 1/System.out( 1544): Creating connection
04-30 06:28:18.634 I/System.out( 1544): Creating connection
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Table 5. Format of GC_CONCURRENT

Text Description
freed 318K Amount of memory freed
2% free Memory after freeing %
18154K/18508K Actual memory in heap

Time taken for GC

Total paused time for
memory freeing

paused 1ms+2ms

total 11ms

Table 6. The environment of logs collecting

Device Versions
Hours of
Android Kernel —
Versions Versions
4.4.2 3.4.0
4.4.2 3.1.10 1 hours
4.1.2 3.0.31

4% el 34 i lete A0 wa
% GC_CONCURRENT ## 219 &%

2A S‘l- Az AAAH o7 EAsl= ofZe|Ao]Adqt
o 1A NF A4S Aol vne] RS
2 ol3] Alzde] GCE £Edte] duelE At

Zdell A" 2avh AHA 2o FelA <f
7.59% AAsta givks AdE Aol 4 sl
oloiA], 1AZWFEE AAF o Ze]Al oA=L g
o]F<| DDoS 4 fZgAloldS oF 184 A
33 1 ¥ GC_CONCURRENT ¥## 271 9
o] W3lE AR Ay} vime] s 3l 29 )
Fo] 1% Aolell oF 12.74%% A %
ol 4= glich

Table 7<= DDoS &7 olZgl7AlolAde] Ald) =
ul /\153 toﬂ o]_cio]c iﬂ /\]/\Eﬂoﬂ 7]iﬂ 271
% GC_CONCURRENT ##% 2719 vl82 v}
R ot}

Z ok ofZelAo]de] DDoS ZZo| Ad=H

3!
pEzol= wuy] o) wlme sAlaksie] FAs

Table 7. The ratio of memory free messages

Case Run time Ratio
Runr.ung. only normal 1 hour 7 59%
applications
After running DDoS 1 minute 12.74%

application
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Table 8. Pseudo code for DDoS attack application
detection

01 Select GC_CONCURRENT logs

02

03 List < Time list in analysis PID’s log
04

05 Start_Time < List(0)

06 i< 0

07

08 While(until List is empty) :

09

10 if(List(i+1]) - List(i) ¢ 10sec):

11 if(List(i+1) - Start_Time ) 1min):
12 Alert PID to user

13 else:

14 i+l

15 else:

16 Start_Time « List(i)
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