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ABSTRACT

Recently, Financial companies implement DLP(Data Leaks Prevention) security products and enforce internal controls to
prevent customer information leaks. Accidental data leaks in financial business increase more and more because internal controls
are insufficient. Security officials and IT operation staffs struggle to plan countermeasures to respond to all kinds of accidental
data leaks. It is difficult to prevent data leaks and to control information flow in business without research applications that
handle business and privacy information. Therefore this paper describes business and privacy information flow on applications
and how to plan and deploy security container based OS-level and Hypervisor virtualization technology to enforce internal
controls for applications. After building security container, it was verified to implement internal controls and to prevent customer
information leaks. With security policies additional security functions was implemented in security container and With recycling
security container costs and time of response to security vulnerabilities was reduced.

Keywords: Data Leaks, Container, Security Container, Virtualization, Internal Controls, IT Compliance
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Table 1.

Privacy Information(Allow Multi-answer)

The Persons concerned Business and
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etc
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Table 2. Security Components in Security
Container
Categories Components Deyv.
Kerberos Clients Reuse
Identification | Module
and NTLM Client Module | Reuse
Authentication | Certificate Client
Reuse
Module
AES 128 Module New
Encryption and| AES 256 Module New
Decryption DES Module New
3-DES Module New
. Logging Module New
Logging and "
. Monitoring Agent
Monitoring Reuse
Module
Anti-Virus Reuse
Client/Server Module
Client Information
ETC Detection Reuse
Client/Server Module
DRM Client/Server Reuse
Module
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Table 3. Client SW for Container’s prototype

Virtualization Component Product
Microsoft
Guest OS Windows 7
32 bit
Container . .
Based Virtualization Virtual Box
) S/W
Hypervisor
Microsoft
Host OS Windows 7
32 bit
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Container Container Container
CE CE CE
Application Application Application
Process Process Process
BIN/LIB BIN/LIB BIN/LIB
Guest 0S Guest OS Guest 0S
Hypervisor
Host OS (on Client PC)
Fig. 1. Traditional virtualization and paravirt-

ualization require a full operating system image
for each instance.

Container Container Container
[E CE ]
Application Application Application
Process Process Process
BIN/LIB BIN/LIB BIN/LIB
Host OS (on Client PC)

Fig. 2. Containers can share a single operating
system and, optionally, other binary and library
resources.
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Table 4. Security Container’s DLP Technologies

Table 5. Customer Informations in Client PC

Security Number of Files (ea)
Category Function Container Customer | Customer
Module Month (gifo.. (Cl;lf;)l‘ Total
Prevention data T a1;1 Tlp )er
leakage on network |- Host Firewall ext ext
. (NDLP) - Network 2014.4 16 2,485 2.501
1;/[315301; - uditing packet Monitor 2014.5 68 2,271 2,339
- grant/prohibit (Sniffing 2014.6 6 2.100 2.106
communication Tool) 2014.7 0 924 924
with policies 2014.8 4 323 327
] - 2014.9 18 322 340
- support various
file format
- add and edit - DRM Table 6. Customer Informations Pattern
pattern/keyword |- Privacy
Data at |- analysis mail Detector Pattern (ea)
Rest - force encryption |- Encrypt & Month Reeam Mobile Total
- force d.elete DeC}"yp.t SSN Pleime ota
- analysis - Anti Virus
encrypted file 2014.4 1,256 10,389 11,645
- central admin 2014.5 9,313 12,651 21,964
- Remove or 2014.6 3.563 14,278 17.841
- pfiﬁibitljs?/C[) disconnfct 2014.7 1,167 18.255 19,422
and externa externa
EDnéiitaOiantt mass storage mass storage 2014.8 2.179 48,230 50,409
P - prevention data |- Remove or 2014.9 4,389 11,902 16,291
leak with printer disconnect
printer
- masking about Table 7. Customer Information Flow Channel
pr’ivacsf ) Pattern (ea)
- compare Ai{esulg - Control 1or Channel Korean Mobile Account
Dsatab.'ase Eftfef. work an prrgva SSN Phone Number
ecurity | before atabase Web Mail | 4,239 34,083 7.198
- approvals access access Internal
on important Mail 107,930 59,239 44,509
information Messenger | 256,045 | 3.851.164 | 548,562
Total 368,214 3,945,006 600,269
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"HHEAT o]8E2] 2 AHRF To| A3 WE Vulnerability Corresponding Case
ANAT2AHRREAAAL] 1) wet 2013 2 Asset Vulnerability Item Day | M/M
Hol| o) %3 ISMS(AHRRIHAEAA) AZL 3 Internal |Attachment file (malware)| 169
=3} mail |SQL syntax inject exist 15 1
1A
B Employee personal
Awg713e] SOX ITGC(HAH-E SAEA = information exposed 332~| 3
AN ZEAA FA Az} 2HE U 9 through a network packet
on AAA S EAAA 3470 323 Aikednt Possibility of data
= =0 S o ] collection of organization ~
sA 33M Z=AIZ 2930 SAEA FHom A chart information and 332 4
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I A7 Bedste] AW e 570 A, 12 Leakage of password 339~| 3
A 287 AR Anns A 137 3, A
oo . . accessible when ID/PW 339~ | 1
927 -3, 22570 EAAAE A= Qlh. A exposed
Hog AF§7]FE ISMS B} o B2 54 3 Can be connected using a
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e ]HTL R e Due to insufficient
oF AbaLE AL Sl AbEelth Messen- external personnel 55 |1
Table 8.3 o] AFg7]|Ho] 24 =2 COSO egs:f management, retirement
Framework®] SOX ITGC % °F 66% a1 P
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SAEAE ISMSe] §A| &=t $5 = diA ks customer information 339~| 9
sS4V AAHRE A EHQ B4 g A distribution through the
Qo] At F 1T AEels 258 45 messenger
_ Encryption is not applied
12 o] <}
@ da7t sl of when Transmission 155~ 3
attachment file between
Table 8. SOX ITGS and ISMS internal and affiliates
Possibility of malware
Classific- | Secu- | Oper- | Cha—n | Deve- Total distribution when the note|332~| 3
ation rity | ating ge lop is sent
SOX Abuse of the remote _
ITGC 104 106 34 49 293 function of messenger 332 3
ISMS Note and File transfer
Replac- | 95% | 64% | 35% | 30% | 66% function encryption 332~ 4
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Table 10. Security Container’s Type
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Type Role
Application Isolate application
Container (cpu, memory function)

Data Container

Serve data storage
(storage function)

Connection Serve connection
Container (network function)
e
Messenger
Data Data Data Application
Container Container Container Container
Customer

5

oo/

CE

Information
Detect

CE

CH

CE

DRM Anti-Virus Messenger
BIN/LIB BIN/LIB BIN/LIB BIN/LIB
‘ Security Container Manager ‘
‘ Host OS (in Client) ‘
Fig. 3. Security Container with OS Level

Virtualization
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Fig.9.¢} Fig.10.= A9 ZAeelyy 2-&dst Table 12. Customer Information Detection Results
AH AAE T3 AHAkEe] AHsle S8 ER e
9 A UlE EAIsk= oot

o

Category Apr | May | Jun | Jul | Aug | Sep

Customer

1195 | 1254 | 1220 | 902 | 616 | 614

Information
= Customer
o} 7§ [E[e] A
3.5 2ot ZH|0|L2| 2ot Information 1052|1120 | 1140 | 902 | 616 | 614
CyperText
351 nAME RE EX| 2 EX|
= < Transfer
PlainText 1431341 80 7 2 9
Heol Adove] ARFE WA a3 SA37|S] Approval Transfer
3 MAIARE 25 HIFHs F8 34 A9 W (Allow Exception | 0 0 0 | 59| 50 | 111
A £ AfUAI gz age] wek Ay Vithin Company)
ol 67197 e Agshgiet. mel Adolue]  Approval Transfert o) o) | a8

to Non Employee

4% AW Taple 11.3} #2on, gd HAE &

)7 Eol QLAPNE = sleb ALSE AA AL Approval Transfer

to External 0 0 0 7 6 10
ofl 17} A E ARgALe] dHole= ARellA] A9l Container
t}. Table 12.+= 2 ZA3E Ak Aol Detection sl alalololo

Fig.11.& 2|9 H2E 7|17h5e Au 4% 43 Malware

= A2 Aol 2014.04.01. ~ 2014.06.30. 7+ i )
A= Hak Adlel] AME wARH GF ehx] (£ ol AR x3hH wAAE HE AL E7HAY
A9, TARE FE A% 58 obdTe Bx] A gz, F T5Ake 9l g AdA A A

/\ H o] X~ 3T
o] AL=9lom 2014.07.01. ~ 2014.09.30. 7} 9l ZEAx, ‘EOJ- ZAE] o] ol A QJ‘TE-J ooL-i
A= ARSI ehx] (e Y& de] FA Y o 2Al 59 AAE ALt AA AL A5

AolAE& Aefstd AR, FA AAor AR

freol Atasldnt. 24, 2R HE Ao
Table 11. Applied Security Container Policies Az, oA ez azA2Z A= A

Period
. Before After
Policy ) .
(2014.04 |(2014.07 Lo After applying the security
~06) ~09) confainer control
Detect Customer Information .
on application registration O 0 1200 7A . —4—Customer Information
and download .
Encrypt Customer O 1000 === Customer Information
Information ' CyperText
Allow Transfer Customer 0 : o
Information with Plain Text 800 ' T Trenster Plainfext
Allow Transfer Customer : \
Information with Approval 500 = Approval Transfer
O (Allow Exception
Process to Partner : within Company)
Employees M == A pproval Transfer to
Allow Transfer Customer o ' Non Employee
Information with Approval 0] . o Approvel Transfer to
Process to Other Companies 200 2 External Container
Allow Transfer Customer :
Information with Approval . X i
O 0 —

Process to External Apr May Jun  Jul  Auz  Sep
Container
Detect Malware and Prohibit 0 0 Fig. 11. Security Container’s Policies Effective
Transfer Analysis
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Model Summary

Apparent
Adjusted R Prediction
Multiple R | R Square Square Error
1.000 1.000 1.000 .000
Dependent Variable: Security_Priorty
Predictors: Identification_Authentication
Confidentialty_Integrity Access_Control
Protection_Malware
ANOVA
Sum of
Squares af Mean Square F Sig.
Regression 30.000 8 3.750 | 806261.349 000
Residual .000 21 000
Total 30.000 29

Dependent Variable: Security_Priorty
Predictors: Identification_Authentication Confidentialty_Integrity Access_Confrol
Protection_Malware

Fig. 12. Categorical Regression of FGI(Focus
Group Interview) Result



AR 583 =R (2014, 12) 1237
Table 13. FGI(Focus Group Interview) Result on Security Container
Category Internal Controls Sorhioncy
Good Normal | Bad
Security Container for Identification and
1. . 15 14 1
Authentication
11 Authentication(Certification Token, Certificate, 15 14 1
) ID/PW, OTP etc)
1.2 Prohibit Multi Login 14 15 1
1.3 Manage Password 15 14 1
1.4 Limit Authentication Number 10 18 2
o 1.5 Logout After x times 18 10 2
[dentification 1.6 Prohibit common account and virtual account 18 12
Zﬁfhemcaﬁon 1.7 |Prohibit bypass authentication path 15 15
1.8 2-Factor Authentication 15 15
1.9 Lockout user account 15 10 5
1.10 |[Manage external human resource life-cycle 10 20
1.11 |Manage retired human resource life-cycle 10 20
1.12 |Manage internal human resource life-cycle 10 20
1.13 |Manage Mobile Authentication and device 9 21
1.14 |Manage access log 18 12
Response Rate 46.0% | 51.1% | 2.9%
2 Security Container’s Confidentiality and Integrity 27 2 1
2.1 Encrypt communication 27 3
2.2 Encrypt message and attachment file 29 1
. L 2.3 Encrypt client env. file 29 1
aCI(:(rilﬁdentlahty 2.4 Encrypt client application 29 1
Integrity 2.5 Encrypt ID/Password 29 1
2.0 Use Verified Encryption Algorithm 27 3
2.7 Prohibit exposure of client source 28 2
2.8 Access control and encrypt to log 20 9 1
Response Rate 90.7% 7.4% 1.9%
3 Security Container’s Access Control 28 1 1
3.1 Service Access Control with user rights 29 1
3.2 Use stop word and spam flitering 15 10 5
3.3 Administrator Access Control to Application 28 2
3.4 Detection and Control on privacy 26 4
Access Control |3.5 Approval process for privacy information 28 2
3.7 Logout after x times 28 2
3.8 File transfer control between companies 28 2
3.9 Control mess message transfer 27 2 1
3.10 [Manage access log 10 14 6
Response Rate 82.3% 13.0% | 4.7%
4 Security Container’s abilities to malware 17 9 4
4.1 Prohibit modification of identification information 28 2
4.2 Detection mail ware code and script in message body 10 20
Malware 4.3 Detection mail ware code/ spyware/virus 20 10
4.4 cross site scripting(XSS) 9 1 20
4.5 Monitoring and tracing log 14 16
Response Rate 54.4% | 32.3% |13.3%
Are you willing to apply security container to work process? 732;% 16.57% 103%
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