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ABSTRACT

Since the cyber defense has been dependent on commercial products and protection systems, in aspect of the recent trends,
our cyber defence ecosystem can be more vulnerable. In case of general defense weapon companies, they have to be observed
by the government such as certain proprietary technologies and products for the protection from the enemy. On the contrary,
most cyber weapon companies have not been managed like that. For this reason, cyber attack can reach to the inside of our
military through the security hole of commercial products. In this paper, we enhanced a military cyber protection ecosystems out
of enemy attacks and analyze the hypothetical scenarios to evaluate and verify the vulnerability, and finally more securable
ecosystem of military protection system is presented politically and technically.
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Table 2. Attack scenarios by attackable position

Position |Attacker Attackable scenarios

® Visitors i ¢ Bombing, firing,
o e Partnerss blocking vaccine
staffs suppliers or
e Acquisition /| maintenances
merger ) .
company e Man-in-the-middle
employees attack
@ e Employee of | ~ faklng, )
outsourcing interrupting
company vaccine patch

e Disguised

® e Service staff| employment
@ e Military - accessing by
insider lawful means
- hiding backdoors
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Table 3. Defense capability and Vulnerability

. Vuln-
Defense cotslaors Maint-| Recov erabi-
system enance| ery lity
V1| Network X @) @) 0.66 | 0.34
Va| Server @) @) ¢) 1 0
y, | Personal | o) x| 0.33 | 0.67
computer
V4| Privacy O X O 0.66 | 0.34

* Recovery = XZ(COTS IF + GOTS' IF +
Maintenance's IF)/n

* IF = if recovery capability exist 1, else 0

* Vulnerability(V) = 1 - Recovery

* Recovery 0.58 / Vulnerability 0.42

*n = Number of factors
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Table 4. Attack profile and assessment

. Weight
Attack types Position (el Tarouns)
Key employees
T, abducted ©.0 30
Supplier facilities
To attacks @ 20
(destruction)
Transfer means
T3 attack ® 10
Switched
Ty | communication ©) 10
medium
Disguised
Ts employment D.@ 30
attacks
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Table 5. Total risk value

Vul.n.er* Threat(n=>5)| Total Risk
ability
1 V1 Y 1)/n 6.8
i=1
2 V2 (N 7)/n 0
i=1
3 V3 ). T)/n 13.4
i=1
4 V4 ). T)/n 6.8
i=1
Total 27
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worm_model [
Epidemic_(
s 0 359999, i0 1. beta 1.235e-9]...)

Net [ id 0
S_num 557
router [ id 0 o
interface [ id 0 _extends .dictionary.100Mb J)

host [ id 1
interface [ id 0 _extends.100Mb J)
link ( attach 0(1) attach 1(0) delay 0.003 J...)

0
interface [ id 0 _extends .dictionary.100Mb JJ...

Fig. 3. DML scripts for simulations

SSFNet2 34E9 ESZ EZ2ix] Y Z2E
Z(IP dele] ¢]2hH< DML(Domain Modeling
Language) 2 a4 43 A 288 + 9=
AAdo] glrh(4). B AFo|rE= SSFNeto] 7]& A
el 9= Worm Attack AELAFE F d$
S T2 Sl E sk e
AlEYolAd rde 23 2 Liljenstam(5)9 74

& L 9 nas A

J

) 4

2) LEAF AR T0%, FEAE  30%
3) WEAF RIS ¢ 30%, EAIE  T0%
4) 4%, WetE ¢ =2 =9 (6) : Code Red v2

Table 6. Simulation parameter initial value

Parameter Description(intial value)

N number of host = 360,000

s_0 # of host = N-1

i0 # of infected =

beta infection ration=1.6/3600)/N
- Core Red worm(reference (6))
# of COTS network = 557

AS num # of GOTS network = 1351

- - defending on ration of

COTS/GOTS

bite rate 100 Mbps, 1 Gbps

delay 0.003 sec

o

n@ﬂ$%

LA Eo R TAE 7

13, 3:7 "= :rL’“ﬂ *ﬂ
vepdch a3 4,
AE T4 H
ﬂv :ILH Hl

E:

nunber- of infected hosts (globally)

:

infected hosts(Full coTsy

. Infection ratio with Full COTS

nunber of infected hosts {globally}

cots

oLl
0TS : CoTS = 70250
GOTS : COTS = 38:78

, Infection ratio

with COTS and GOTS
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