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ABSTRACT

In the past few years, data leakage of information assets has become a prominent social issue. According to the National
Industrial Security Center in South Korea, 71 percent who suffer from technology leakage are small and medium sized
enterprises. Hence, establishment and operation of ISMS (Information Security Management System) for small and medium sized
enterprises become an important issue. Since it is not easy to obtain ISMS certification for a small or medium sized enterprise
by itself, consultation with an expert firm in information security is necessary before the security implementation. However, how
to select a proper security consulting company for a small or medium sized firm has not been studied yet. In this study, we
analyze empirically the selection factors of ISMS certification consulting company for a small or medium sized firm through
exploratory factor analysis (EFA). Our study identified the following four important factors in selecting a security consulting
company: expertise of the staffs and human resource management proficiency, market leading capability, competence to make
progress during the consultation, and the performance and the size of the physical assets and human resources.
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Table 1. Standards to Information Security Consulting Expert Company (34)

Standard

Contents

Criterion

human resources

above 10 general technical resource
above 5 advanced technical resource

suitable/not

capital

above 2 billion won paid-in capital

suitable/not

facilities

whether or not holding facilities
- identification, entrance control
- performance, support
- record, safety of data

suitable/not

information security

- others

regulation enactment, compliance

- protective measures for the facilities and work area

- protective measures for personnel

- protective measures for document and computerized data

suitable/not

metrical: experience,

performance

professionalism, reliability,
technology development result points
nonmetrical: comprihensive audit

above 70
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Table 2. Previous Studies Related to Consultant
Selection Factors

Related

Work Selecton Factors

Objectives achieved,

Solution found, Expertise brought in,
Tasks set in advance, Participation
of client system,

Required sources and

means,

Closer to decision point,

Better cooperation,

Work more efficiently,

Out of the box thinking, Specific
method, Approach developed while
working,

Equivalence

consultant/client,

Degree of concrete

directives,

Frequent communication,
Involvement of consultant

Tender price, Individual experience
of key project personnel, Education
of key project personnel, Personality
related criteria of key project per-

(29) sonnel, Technical aspects of design,
Innovative/creative solutions,
Project execution/action plan,
Aesthetic aspects of design, Life-cy-
cle costs
Ability to deliver, Able to build and
manage credible relationships,
Adaptable, Analytical, Assertive,
Business knowledge, Committed,

Competitive, Cooperative, Creative,
(35] Verbally skilled, Extra-role behav-
iors, Independent, Interpersonal
skills, Networking, Nurturing,
Perceptive, Planning, Quick learner,
Shows leadership abilities, Stands
up under pressure, Technical

Professional knowledge, Project ex-
(36) ecution, Solutions, Communication,
Customer relationships

Professional knowledge, Business
knowledge, Understanding customer,

(37) Recognizing situation, Discovering
problem, Communication, Logical
expression, Cooperation &
Consideration

[ A7 &H

2 ATl A= ISMS A5 A AdE A AA

fle] A QATE 913 JHA A7} AFAH AT
& Saskclch. 0A A ATlAE Hy]He
A begel AR RS AdE AE A AA-ANAA
Fol=, ) ehpololae] AARE A4 Bl 2



Fe] A A (ISMS) <

Eu
gi

HHRS

1312

i ﬂgamroZﬁ.“H%ﬂﬂmE@
—_— ) ™o O o Am O
- TT 3 BRealy
P o s LN = I N O B
W do E PR gy E ok
O‘Olot \‘ILW‘HW qq.“ﬂﬂﬂ_ﬂ
qc k] %@,%%MME%%
o 2 S % _
S %oym_@arﬁoﬁar.z
r ® To Mo 4 B px X ® B '
ﬂ WT HEMHI.KMWM&IOT%ﬂOAO#
® o NN e W (B
o R S TR o e
S oop mp mR oy 2y g © mh o o
—~ T O#EJ'H,A ]E#E.ul‘@”ui =
e " Ty d X T Z o
.CDT‘UI —_ Hflixoyz;ﬁoﬂﬂmoﬂﬂia
—_ =< T o T o —_—— e
oo B Mo Mo T T ™ P o 2 o
T o= —_ X b ..AUTL
AN = < = P g T o o .
Tz ooy W a3 BT o W Gy
—~ = o s
ﬂo]ﬂ%@l n H Mﬂ_ﬁ@ﬂ71rplwmﬂmwnanﬂmon
%ﬁ%M I S A e
= o o= al olo © o Wﬂ 7o P o .me T ol o oy
A T o= do ™ ot ol up N o
ToehT T = FEe o @ W EH T
Moy B R DT TR FTRPT P AT R
TRmhed PPTRo X 0w X T =
iy o T = T
AR R ¥ 3z Pl &M R
ik rrrr e Py b o
op O Y T g TR W e
ST L AT o %o oo F H TmH W
ﬂclcf e uLzTo,nxn( (- ~
o B X n SR gy o2 a T Mo V7 — o )
I R ol e I B
T o - do g B o R o N o o W R
& ot Xood 5 Ko o = o = o = o KW o)
2! JluTP_o Yo o R h= ol = o
Eﬂﬂas‘_ﬂroﬂlpnﬁ%ﬂ?ﬂuﬂl hom]ﬂnﬂo)oﬁ_.Oﬂ
— " I
Pl o s me e T T ®n o gaik =
RGN RTE S P T o b
W~ ° N = ) B . ol o
FoypFres@oaxd o ®a g% B d
w X mﬂﬂoﬂmﬂﬂleﬂﬂLﬂ l%ﬂﬂmﬂmﬂ%ﬂu
- e} —~
mﬂﬁ@ﬂ%ﬂxﬁﬂﬁﬁovﬁﬂoﬂzmmﬂuﬂﬂﬁli
ﬂﬂlﬁﬂﬂﬂﬂﬂn%niEOE%%E_E@%WOLoMAW
TENRBEEEREAS 8 o e
&%@ﬂ%%%ﬂ%ﬂﬁm%xﬁ%ﬂﬁ%ﬂ
v o g T =
L ERBRE LS o BT o
M S R R T A mewe R B e AT R

%
52.9
47.1
8.7
7.7
5.8
17.3
29.8
30.8
35.6
23.1
23.1
15.4
2.9
38.5
29.8
16.3
6.7
8.7

Resp.
55
49
18
31
32
37
24
24
16
40
31
17

[tem
Manufacturer
Service
Executive
Head
Deputy head
Section head
Deputy section
head
Others
Under 5b
5b~10b
10b~20b
20b~30b
Over 30b
Under 50
Under 100
Under 200
Under 300
Over 300

Sort

Table 4. Respondent Statistics

Type of
Business
Position
Sales
Employees

AL g

Reference
(17J(19)(26)(27)
(17J(19)
(2)(17)(19])(28)
(19](27)(19)(30)
(27)(28)(30](31)

(29)
(2J(10](171(19)

(18](30)

(19)

(26)
(20)(23)(24)
(19)(27)(31)
(21(19](27](28]
(27)
(27)(28)(31)

qulifica—

[tem
Financial state
Sales
Personnel
tion
Workforce
Experience
Current partners
Consulting costs
Business ability
Customer reception
Follow-up manage-
ment
Market share
Reputation
Capital
Consulting period

1
2
3
4
5
6
7
8
9
10
11
12
13
14

Table 3. Elements of Questionnaire Design

No.
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Table 5. KMO and Bartlett Test (cronbach’s alpha) 74 1 7+ 24159
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KMO and Bartlett Test A= EE At A AR B
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Sampling Adequacy ' ] WA 801 AT A 9] AA. oo &
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Table 6. Result of Factor Analysis

Rotated Component Matrix a
Sort : 5 Factor 5 y
Follow-up 820 053 192 230
management
Customer

Work force reception Ll 238 159 075

and Financial

Management state 703 .309 137 1308

Power Personnel
qulification 682 .063 bl4 .008
Business 479 448 055 380

ability

Market Market share .020 .862 242 128
Loa dii; gower Sales 334 612 313 085
Reputation 501 583 242 183
Experience .169 .348 740 018

Ability to Consulting

Progress and period 212 276 657 340

Performance Consulting 314 096 583 976

costs ) ) ) )
Size of Workforce -.029 .090 .455 730
Physical Asset gapltai .255 .445 -.137 707
and Manpower urren 333 018 247 623
partners

Eigenvalues 3.227 2.230 2.169 1.969

% of Variance 23.048 15.927 15.495 14.066
Cumulative % 23.048 38.974 54.469 68.535
Cronbach’s a .855 770 721 .666

1) ol3tA], whAIRZAL, HEAR 2009
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Table 7. Result of ANOVA

Std. .
N Mean Deviation df F Sig
1 37 11463 195225
REGR 2 24 ~.03433 81527 Between Groups : 4
factor 3 24 ~.07864 118332 Within Gro 199 1.085 368
sif)r(; 1 4 16 ~. 26745 1.03839 Total : 103ups . ' '
5 3 191636 1.08689 '
Total 104 .00000 1.00000
1 37 109367 97792
REGR 2 24 ~.16246 95051 Between Groups : 4
3 24 .23865 199056 . .
factor Within Groups : 99 1.766 142
score 2 4 16 -.10485 1.06086 Total : 103
5 3 -1.20561 .86067
Total 104 .00000 1.00000
1 37 -.00788 1.11647
REGR 2 24 ~.05053 77185 Between Groups : 4
3 24 -.01031 194856 . .
factor Within Groups : 99 .075 1990
score 3 4 16 12120 1.17561 Total @ 103
5 3 -.06257 1.15872 ’
Total 104 .00000 1.00000
1 37 .00827 1.05603
REGR 2 24 04757 15449 Between Groups : 4
3 24 -.20128 1.01753 s .
factor Within Groups : 99 401 .808
score 4 4 16 .16800 1.25441 Total : 103
5 3 .23169 59248 ’
Total 104 .00000 1.00000
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Table 8. Inclination and Cognizance of ISMS

Sort [tem Resp. %
Absolutely
don't know 33 317
. Have heard 51 49.0
Cognizance Know a little
of ISMS . 14 13.5
bit
Very much 6 58
aware

Absolutely no 13 12.5
Have interest 31 29.8

Inclination Plann'ed to 54 519
of review

Certification In progress 5 4.8
Already

certificated 1 1.0
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