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ABSTRACT

While the recent advance in network system has made it easier to collect and process personal information, the loss of
customers, financial companies and even nations is getting bigger due to the leakage of personal information. Therefore, it is
required to take a measure to prevent additional damage from the illegal use of leakaged personal information. Currently,
financial companies use access control in accordance with job title or position on general documents as well as important
documents including personal information. Therefore, even if a documents is confidential, it is possible for a person of the same
job title or position to access the document properly. This paper propose setting up security grade of documents to improve
current access control system. It will help preventing the leakage of personal information.

Keywords: personal Information, leakage of personal Information, Security grade classification of document
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Table 1. Current status of human resources and
IT security budget of financial institutions in
2013.

(Unit : One million won, People)

Informati| The . .
. . Security |Security
Division on security orsonnel|  staff
(Bank) | Security | budget L .
X it ratio
budget ratio
Kookmin | 33,719 10.75 55 5.01
Shinhan | 29,202 10.08 37 4.96
Hana 17,824 11.59 25 5.24
Woori 21,385 7.45 48 6.06
Nonghyup | 40,627 8.03 83 8.89
Korea | o4 040 | 9.77 24 5.88
exchange
Suhyup 5,521 9.00 11 5.26
Industrial | 30,475 9.53 38 5.67
SC 7,100 7.52 18 5.59
Citi 13,455 14.17 29 7.53
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Table 2. Finance company from which the
customer information flow

Number of | Leakage

Period company leaks path
Hanwha
More than | External
2011.03~05 . general 150.000 hacking
insurance
2011.04 Hyuptdelu More than | External
' capital oy 750,000 | hacking
services
More than | Internal
2011.07 |Hanaskcard 90.000 employee
2010.01~ Samsunecard More than | Internal
2011.08 & 800,000 | employee
2011.12~20 Standard More than | Internal
12.02 | Chartered 17502 060" | employee
) Bank Korea ’ ploy
2011.12~20 . More than | Internal
12,03 | BEeapital | s g0 | omployee

A More than | Internal
2013.02~05| Meritzfire 160.000 employee
Citibank | More than | Internal
Korea 34,000 employee
KBcard,
2012.10~20| Lottecard, | More than |Externalem
13.12 Nonghyupc |{140,000,000 ployee
ard

2013.04

g E9E AAA= 2] Ha gt

ol d v el (Federal Information Security
Management Act, FISMA)e<l4+& A37]3te] t}
FaLole ARE BRI 1 AW £F HYS o
o 718 <3 ARE Hrleles sta glrh. NIST
= o]& FISMA ¢ 87 344 &+ ode 7t
olrejels AlFshe s 2 gtk NIST= #
7713 FISMA 785 & <3 2523 AR S
AR F§sta Awstr] 96 gD AA
(RMF, Risk Management Framework)& 7%
ol 7 919 fEE] 9% BEoR el 714
A, AR, 74 A A AR} A 2Hef ZhAA
o2 vHE g¥gmd e Fo] &R
(Categorize), 2B}, vlEHA 59
ool 7] slo] A HlEA AlE(Select), Hok3
730l @A AA 73 (Implement), ¥+ 50
= A%E E=F319eA F7HAccess), 24
A4t & 8-S Fdsla wtelEd Sil%:—
(Authorize), ¥t A3 21E]& (Monitor)
AZ Security Life CycleZ %573} 9lc}. FIPS
PUB 199(Federal Information Processing

_ﬂl

(.

it

=

2]
ol

dr-lo

Moo, wd ob b fo

[<)
el
6

o

Standards Publication 199)¢lx+ Bk %3
317] $18 35 Frameworks} oldl& #3317
3 A g ABA~E gt Bt B 7S (249
A ke 7 22)E Hestdx 71EA, FEA,
7HAS HobR A o2 Pt HokEAel ik B
hd s A Al A]lelv A el A A E] = A ]
98 EE Table 3.3} #°] Low, Moderate,
High Al"AIZ A oJstar 9let(5)

. 28712 EMEF AA 2 EXA

alolefulo] Al E-41e] Hole] 1k A% Tl
Eof w29 DBA X i3t ¥+ DB HHAE
SelakE) glolA] 73 dAlo] Bl Alke 2 Hels)
Sk o) el g o ek A ot 4
g GrlelA] mat i dolHE ERehe 71E

ot 2o 13 o Aol HE % 9% =
AP ste] Abggict,

impact, = Ezmpact

impact,, Z}"]'(zoﬂ stk
i 036]:1:!1»‘_:_0:]0:](1 ~3, 7] 1) X

i@(?) ~9)
A4, 7HA)

Fig. 1. The total effect is calculated

S TES Slg 4.9} 7
o] 34 HF HAlE Agsle] 7} g Jgx A4
E AAS F olF sl F F%x H4E A
slu, A2E F A%e g vt 27 5592 4
Ak 71EA, FAA, 7HEA 5o dd =R o)
TEE HrIsla o] & viedste] & 3 mE AXls)
W 3~99] 23] E A =, o] A3 ol ut
2} Table 5.9 AF&AH Abal=l o] od8F ko uf
B 23 ERE A 1~5539 ER5EFS o
< 4 9t} Table 5.2 oA 4 AR B7E
A ejgt Zlo|ch6).

# A8l

]“W e po]l Mola, FAA 3% FFo] Hol
C7HEA ofdF o] "M] HlolE 9 Ag- B R 5ES
‘:]"—-‘Jr Zhet,
F 230 = (U194.2) +(F2A, 3)+(
FEF =7 - round(}— 23°1/1.5, 0
= 2 Bat%

oln of




1322 iy

571

4 BFEF Fo] W o

L['L

Table 3. Categorization of Federal Information and Information Systems

SECURITY

Potential Impact

OBJECTIVE Low

Moderate

High

The unauthorized disclosure of
information could be expected
to have a limited adverse effect
on organizational operations,
organizational assets, or
individuals.

Confidentiality

The unauthorized disclosure of
information could be expected
to have a serious adverse effect
on organizational operations,
organizational assets, or
individuals.

The unauthorized disclosure of
information could be expected
to have a severe or cata-
strophic adverse effect on or-
ganizational operations, organ-—
izational assets, or individuals.

The unauthorized modification
or destruction of information
could be expected to have a
limited adverse effect on or-
ganizational operations, organ-—
izational assets, or individuals.

Integrity

The unauthorized modification
or destruction of information
could be expected to have a se-
rious adverse effect on organ-
izational operations, organiza-
tional assets, or individuals.

The wunauthorized modi-fica-
tion or destruction of in-
formation could be expected to
have a severe or catastrophic
adverse effect on organiza-
tional operations, organiza-
tional assets, or individuals.

The disruption of access to or
use of information or an in-
formation system could be ex-
pected to have a limited ad-
verse effect on organizational
operations, organizational as-
sets, or individuals.

Availability

The disruption of access to or
use of information or an in-
formation system could be ex-
pected to have a serious ad-
verse effect on organizational
operations, organizational as-
sets, or individuals.

The disruption of access to or
use of information or an in-
formation system could be ex—
pected to have a severe or
catastrophic adverse effect on
organizational operations, or-
ganizational assets, or
individuals.

Table 4. Impact evaluation criteria. 3.2 Sif 227I18 EMES ;A L 2MA
Division Low Moderate High
i dentiali F571Be] A ER AAS Loty g8 W
Confidentiality 1 2 3 - ~ B = o
Integrity 1 2 3 Afsofﬁ% A A3k Sl ‘E/HL 'E"-r—":‘z :cl'ﬂé]i;] b
ol A =’ 3} 7}o 5|9
Availability 1 9 3 3 o 4 oz—‘oﬂ uj2} Tal?le 6.3 7o) H7 st
BAERE SR T et 2Rz 24 )
. . o] z] 0= = Yol ALy v+=5]o] o] sl
Table 5. Definition of the grade of information AR f 5 Bk Abae] ez o] sick. _QH]/]:E} 1
classification. Table 631' 7F1'T<} V}i“ﬁ‘ﬁo]'é}% 7H°11;<§—Hf—°ﬂ T’HEJ' %%‘7]‘
TReTatal 2] ol MIAE f+% 5 H3F Akaze] FHefsivta
influence (rissic)ugrtayde Description E 4 9lr}. 2013.12 WA FhEAl ANIA R FE52
score Ao B oA sl A AN R (TS 388 AL
High |As top grade, Level allowed o351 ool _ — =
o P 2] ZLA] o]l z] L SFE] A
9 1 | Confide |only very limited small num- =3 il {‘57_7_,0] A AR R E3kE A
ntial |ber A5 B AEFR Qs aARAS WA Z
o[B8 senfor grade, Level al- )5} ko] Qe fR AAHL Bk FFAA}
~ onfide [lowed only personnel wi - S ) o1
8 2 ntial |limited access to services Siehi ] e sekel] gk e = FAE §la 2
such as security managers o7 o3 MAAR FEAILE o]t B 5 gl
High D('ep'artments and thg top ad- o} w3k F57)3 ARApkel EAdl tls] KEste]
6 3 | Restrict ministrator, Security de- _ o b } a1l s
ei;m partment only allowed ac- ofgt tiE FEekA FE ARESE Ae &
gle] PSP w52 Holo} s el An 5L
Internal staff and allow ac- EN e o HE] HIR] 3 013} olado] Lo
Restrict cess only to a group of em- ‘j‘l‘? ]‘4’ o Ov—i T 1 O——]Zﬂ-ﬂ "‘] 4= 1_‘/] aooo =
4~5 4 od ployees that the company s 4 glo] AR Reke] Bxol WA FEA 55
does not apply to special re- HEAE S E R
strictions in the corporate
3 5 |Public |No matter the External open
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Table 6. Classified according to the severity of the
expected damage

Division Classification standard
- External leakage, the company docu-
ment that can bedeadly and had tre-
mendous damage
- Documents that could have a sig-
nificant impact on the strategy and
Top-sec management of the bank
ret - Document data that has been regis—
docume tered for reporting management coun-
nts cil, Financial Strategy Council
(ALCO), Risk Management

Committee, of expanding executive
meeting, Board of Directors, Crisis
Management Committee, the system is
included

- Except for a top secret grade,

When an external leakaged, The docu-

ments damages to the company, employ-

ee, and individuals.

- Document contain information of value
that deserves to affect the bank’s ROE

Confide | - Legal remedy from the external com-

ntial panies and organizations, The docu-
docume ment is exposed to the civil or criminal,
nt accuse, charge of threat.

- The document contain information
about unreleased new goods and busi-
ness development of the bank

- Document information related to the
introduction of IT resources / new
technology is included

The documents are not included in the

General
above document
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Table 7. Risk assessment and classification of security evaluation of financial institutions document.

DCharge of the

Lope @f Work business opinions |@Score ®R}Sk Document content
documents rating
© I A
Loans L M L 4 4
Receive L M L 4 4 Documents about the
Foreign exchange L M L 4 4 manipulation of the task such as
Fund /Trust L M L 4 4 Real-name financial
Investment / transactions and bank, banking
L M L 4 4 regulation and taxation
. Bancassurance .. ..
Regulation - - provisions of law provision, Act
Retirement annuity L M L 4 4 ensure confidentiality, the rules
Risk L M L 4 4 regarding the housing supply,
The articles of trade law, business and other
association L M L 4 4 areas of the Framework Act on
Electronic Commerce.
The Board of L M L 4 4
Directors
Loans L M L 4 4
Receive L M L 4 4
Foreign exchange L M L 4 4
Fund /Trust L M L 4 4 Working rules such as each
Investment / business process of operations
R L M L 4 4 and selling goods such as
Guidelines |Bancassurance .
- - accounting standard for
Retirement annuity L M L 4 4 coaching methods or a person to
Privacy protection L L L 3 5 guide you right directions.
Risk L L L 3 5
Electronic financial L L L 3 5
management
Loans goods L L L
Receive goods L L L
Foreign exchange
8 g L L L 3 5 Goods manuals to help
Terms/ |goods
Goods Guide|Fund/Trust q L L L 3 5 understand about the product,
und/1rust goods such as users and reference.
Investment / L L L 3 5
Insurance goods
Retirement annuity L L L 3
Loans goods H M L 6
Receive goods H M L 6
Forglgn exchange H M L 6 3
800ds Method of processing business
Fund/Trust goods H M L 6 and the use of each
Work Retirement annuity | H M L 6 work-specific
manual
Investment / 0 M L 6 3
Bancassurance goods
Retirement annuity H M L 6 3
M/F, Server etc, each device
IT operations H M L 6 3 setup and management tasks

required to Treatment Methods
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(DCharge of the ;
Type of Work business opinions |@Scor| GRisk Document content
documents e rating
C 1 A
Loans H H L 7 2
Name home address home
Receive H H L 7 9 phone'n}lmbel" : mobile phone , E
- receiving mail, work address |,
work phone number, office Fax,
Foreign exchange H H L 7 2 workplace /department name,
about SMS, whether the prohib-
ition of telephone, postal
Staten/lent Fund/Trust H H L 7 2 Suryoncho passport English
Formatting .nationality, passport number,
Investment / H H L 7 9 |payment account number, wed-
Bancassurance ding anniversary, type of occupa-
tion , annual income , signed
Retirement annuity | H H L 7 2
The consent of
personal information| L L L 3 5 Name , signature
collection
Loans goods L L L 3 > Reference materials to help each
Report Receive goods 3 5 task an understanding of the
/Guidance goods, and important contents of]
Report all sorts of L L L 3 5 the terms
goods
Foreign currency A description of the World coun-
L L L 3 5 p
Si?l?(}feifoflm sample form tries currency that helpful to
exchange Foreign currency 5 5 5 3 . identify a counterfeit coin on to
counterfeiting the naked eye
Proposal by Proposal forms for wholesale, re-
industry. L L L 3 5 tail industries such as trans-
Proposal portation, electronics, each for, oil
Derivatives prices, interest and foreign ex-
proposals L L L 3 5 change derivatives
ActlonpizgzéaOl11g1nal Customer information, in-
L H M L 6 3 formation, not the general busi-
Cooperation
statement (general) ness strategy document
Drafting | Ministry of strategy
paper and planning,
financial planning, Documents which significant im-
the secretariat H H H 9 1 pact on bank’s management and
document (and other strategy.
management
strategies)
Management
Business consulting, R.epo?ting .the Management ?oun—
Report management H H H 9 1 cil, financial strategy committees

accounting report for
the (official)

and board meeting.




i
o,
o,
Lo
o,
o
e
o
%d
i
é
I o,
ﬂ-llcl
@ F
N,
o e

V. Heotste EMERAMAIL EIEY 2Y

T Ao =318 o AR giAls 3 2¢

7] & A7 sk drures
o gkslA AA 1509 (A23): 90, B23): 30, C&
§: 30)% O R 2AHE ANl AEANE 3

El Z] 501 io]. 511 QOJ <) 2] A Bl —5},‘5 HJ‘HE',IP_
2 282, A4, A7 A9 5ol PHen
Qg APe] 24 F 24
A= IBM SPSS Statistics 18 A M 22
e ARl 7 AFEHE skl

_N_
)
0
—°;1'4
>
>
ol
Ol

= .
Aekgt RASFEFE Al Az 9l Bl
A A5 Hebd A E Ao s

5.3 A2|zot EfEty 24

AT 7ol Z23hEe] ol W] SHYEER] A1
A (reliability) @ €34 (construct validity)<
sz g ol B (exploratory factor analysis)
2 gristelch ‘ﬂ;‘—*."a‘%/‘éﬁ FEnts AaAS
(Cronbach's a)& AHS-3te] EAsdc}, 2840lE
dapA 7L 0.7 ©] o‘o]‘ﬂ 7k W] EA o] WA A
Aol gltka #AetEct Table 8.94& A7 WsE
of Mg A F5ES 29 AAFG, 1Rk (Eigen
value), ZE0ts 49} e HAFEth ZE AW
P TASCAS FEI] Y84 FAEEA
(principle component analysis)S AH-s}310H,
fel- o] westE $l8te] vz (varimax)
el mE Aaws|d wAlE Aelsielct. 2 Az

Table 8.c141s} 2] 4/le] 2.qle2 Frejoleh =
H GEe] fal AA e P 0.4 oo 5
4 5o JFehdael ot Ao vehdrh 41
2% #42) AH= Table 8.4 o 4 Qo] 2
APl 2guE B 0T clge 2 3

ofw g aclEe] A7Mdel 43S vIx=A], 18]
3 VRS 3] $8iA o EI‘H 4 (Multiple
Regression Analysis)S Al#3tsic).

LA HolsE EFE olg HokAe] W)
3l °‘°}E7] Al FE2HA, A A EFAA,
2 9]= 3} ii‘ﬂd‘?‘ﬂ —‘vj“i L=




AR R 583 =] (2014, 12) 1327

Table 8. Exploratory factor analysis

Fact
Number acors Cror}ba
1 2 3 4 cha
Q13 875 | 091 | .136 | .100
Ql4 864 | .152 | .073 | .164
0.834
Q16 .850 | .087 | .018 | .238
Q15 815 | 149 | .004 | .259
Q9 151 | .815 | .156 | .080
Q11 145 | .809 | .206 | .147 0.73
Q10 089 | .7T70 | .341 |-.040 ’
Q12 105 | .755 | L322 | -.025
Q3 -.012 | .217 | .829 | -.046
Q4 147 | 276 | .733 | .155
0.866
Q1 102 | 324 | .722 | .008
Q2 025 | .346 | .681 | .048
Q6 203 | .140 | -.060 | .810
Q7 242 | -.066 | .169 | .762
0.903
Q5 248 | 126 | -.015 | .760
Q8 000 | -.116 | .470 | .475
Eigenvalue | 5.453 | 3.044 | 1.530 | 1.105
Propriety standard formation of 0.768
Kaiser-Meyer-Olkin measure '
Approximate
The Spherical Test of square 1393.922
Bartlett contingency.
Freedom 120
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Table 9. Results of Regression Analyses for Hypotheses Testing

The counter with Coefficient of
nonstandardized standardization Instructi | Durbin-W R
Model t-value
Standard veprobab| atson |Square
B Beta o1
error ility
Subordinat - 950 356 2.670 .008
lon Leakage 604 071 564 8.453 | .000
variable : | Prevention
Grade measure of 2.194 .389
Classificati|  damage =052 .080 -.047 -.645 520
on of Securit
Documents iy 223 077 212 2.908 .004
policy

R = .624, modified R*=.377 F=31.018, p ¢ 0.05 attention.
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