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ABSTRACT

The importance of information security is increasing in the public and private organizations. The interruption of the
information system might cause massive disorder. To protect information systems effectively, information systems would be
categorized and managed in terms of degree of importance. In this study, we suggest a new evaluation method that categorizes
information systems based on the three nature of security, confidentiality, integrity and availability. For validation of the method,
we use a case study in a public sector. Through the validation of method, the availability of applying the method for
categorization information systems to other domains could be suggested.

Keywords: Classification of Information System, The Degree of Importance in Information System, Information Security
Management

LM 2 a9 A, Aunsk AA 7} %8 4
Ao} QA G o, A S 2 14 Aol 3
20099 7-7 9t DDoS 27, 20114 & e A7) 48 AR e saE Has
A vkl A S A A A e %7}- 3L 145 A28 -] sl glo] Anw
TR AuA A $-go] Fukeo] F744 £ AL Basin,
sl wHy TPsAel AAsle] ik Plrmel Etel werel A AFE el MR mE

7}711&% do® star glom, jIZ|Re =
7713 3=l dole e7NE vl ARl Al

A (20149 114 59), AR (20144 114 174) o )

* o] =Ee 201245 Fohsta A7As]F Al o b A7t &8 5 9l 71 A AT
@ A4 Ag Aelck Al Ao Fahe el A

b, mschoi@cau.ac kr & oleAoz 2 gl AA el eiA 2 Ao

¥ wA1A 2}, mgchoi@cau.ac.kr(Corresponding author)



ZAE] A (best practice) 5 HHHEE FHaE|A|
5 A ol AL = A ot
Hel FAA 5 A, 8 2 A
Algl o 5 gke|AA E‘ﬂ«] A Sl A

£ EZLE 6*4 %7}71 o] %
B7RE 5 Qe ZRAS T4 ﬁﬂxﬂﬂl e
1 Anvel A B 9 L $
= gt

Ay uokgel e d7H3)= 2006 A+

TN ARnsk £F Pl T2
ek glek. 5] AR mekie| A (2] %
A3zt 71387 7l wedg oz ARAo] 2

g2 3 glom, AR Kl Audre]

Bl %

s

l"-?t-'z H.l

O A A2

o] 53 gl Ao}, et Fuueield
b A AR, AT
Sefgel et Auuckeie e BrEe] Au
ok 757 (life cycle) & 7|Mko.z f<la] 443
& e AAZ g e et e

AR AL S71te] ARnst
& A%A o= AN YA, F Bk A
éf’ds}:c A B B oA (7] A
A4, He4) 2 Anuck el dd, 74,
7RI el e ARt £ 1846}

[0 o, wXx HH" o,

R =g

2

H %7 }Zlﬁl 77|38 AR E 373
olslria 74Asts, Bel o 2 mol 3
7¥sh Aol webd 7|2 el 919
213 Anuet A 7] 9 A4E o]
Tfele Z2A~ gAY 4 AAS
A&Aow Milele Yrust 34 2 7ES
X—i w2 A7E el s7br]Rte] AeA o w483
A HHAAE Z2AAE izd Y e Z2A
A &Ael AHas 7heele das vdS w4t

c}.

o o 2
]11
g
_\‘-JdNam&N
T oo, o off do

o 1

)

e to FJ_EL

ko
\
-
32 _1

d G7HIAE ARRHAES W7t 718 A
1 TALO) A, ARpekdgal 2 JdubEg) 9
Bkl 37}, 71 AA Bk A g w77k Al

HIPAA Y F7VeE FA0R o] Fojxlo g )
o} A M HkEkFo] o]} H= Agke] glom Al
H7HE A AA R wekF A o] A=A ¢k 9l
t} ARBFLHFESS AF-AY-FA-NA
(Plan-Do-Check-Act)'e] #A oA HrjatEs &
Ashd oy -ﬁﬂﬂi% A3 (do) el %H%EIEL, ]

E(check) ¥ Z](act)l OH“*EI‘:
?‘/\jﬂﬂ?}\ifﬁ 3 G AAE
9 ARA~Ee BE g -?B-E% dakslA] ek 9l

of o 1Sl HEAY BE e Bacte

T

x E
i
o
5
2
o,

o® 73] 5
AA = 7H*4°l _PJ}E}
H oo oﬂ/ﬂ“: HABA 2~ HO ZowE 7]%3_; =
*1i% Bebgzh W& AlA g

e

A8 FJ} 0}11:}
R oAdAtes
(confidentiality),

ArEeke]  394¢  7EA
ZAA (intergrity), 7FH&A



AH R s3] =7A (2014, 12) 1331
(availability) & 82 JFa3ss F7t s & & glow, f1x] e AR INE e
AABRAL, AA TS R i e ot oJulel 4] ZefolA] B o} WA A7 rh(E).
£ A £ AFedMe gFddsEed 9s = 7dAel
W 24 B2 207 B B
4.1 EE 3 AHl
Table 2. The Results of Confidentiality
B ool AgAS 3ol 9a] AL DALY Assessment
A dF ddate) Aunel doxE Ao g ol confidentiality index PS|TS|RP| W
-5 ARl o o 5o ke ool el drds) relevance with information
3 AA AR A8kl ujel HHA~EHL Fo T for policy, management,
= 7:];(_]% "E_‘ 2 EQ ;\—ug od7 7+ = 0]—0 2] Sales, and 3 4 4 H
Sl } s ;FE" }MJ—Zﬂ °§%LT] e confidence-sensitive
o W& FEHE H4E A FLEE Frisksich information
QFRdAtel ARush dgxiele] I HE F3 necessity of preventing 4l alsln
sl AR A sEe] 2awol AL Hrlude £ disclosure of information
8 =25 HuAsdHe] 2ow 2 vwsido). possibility of complaint in
2w IR ol s e rd accordance with the 31515 |H
A S A olgste] BAE 53 A information disclosure
=5 &g3le] 1™ g a¥A 9ok ~ 54 i necessity of limited reading of 4l als5ln
g%t 2 2Asgith 2 dFedAls DEA BE-F information assets
Az A28L gatoz HEsldct range of abusing of the alals g
HE B, B-fAL Asge saag, o Lot ducosue
= ol = N " R " J possibility of occurring a
A, ddlE Aoz FAE) AT A2E damage when information 5 4 4 | H
e o reael AR rehddabrt Azshe Ax exposes
Hole] =32 offle] Table 13 7t} necessity of audit log that 515140
Z29w2 Aabels Aoz ntmE Aol 7} recordilnfc;rma‘tnhl?n Tadmg
necessity of certification or
e R E =N 5103 = 5
TS el e Tekad A biometric authentication etc, | 3 | 4 | 3 | H
(weight)+ 15 d8&=ol glo] @S d3kS v]A when accessing information
=4S 3", RES 24 vk AL 1Hew ¥ impact on information of
o r}8) institution’s work 31414 L
performance
relevance with service
Table 1. The Degree of importance by Owners provided by institutions and | 4 L
classificati | confidentia| . . - mformatlon. -
on lity integrity |availability relevance with intellectual
presnt property right and privacy L
condition information
45 5 23 1 ith institution’
of sales relevance with institution’s
(PS) personnel information of L
information
total sales 45 5 9-3 : :
(TS) relevance with contingency L
rental plan of information
pricing 5 4-5 2-3 relevance with security and L
(RP) diplomacy of information
relevance with national
critical infrastructure of L
olA
4.2 7|24 information
i relevance with institution’s
2t F2] 9 ARl e AArE AR Ul$- accounting and finance of 4 | 4|3 |L
& o & QES ks Aolh9). MW wgolelw  |information




1332 ABA2H Fa% R uEel #g A7
1f'mpact. ?n ;I}Stf,ltPtlo: S 213 L possibility of complaint occurs
Inanciat o .1n ormation according to modulation and
relevance with s'ystern . L deletion of information
development of information
relevance with information range oanbus.lng of the
assets of information L information discarded and
relevance with national life of modul'ajned
information L reliability level of external
- ; - ublic information
relevance with social security D - -
and social insurance of L backup level of information
information necessity of certification
- processing of information

gelfvlan(;i Zztgfzisfeé;fhtiaid L necessity of verifying
evelopme - ormatio integrity of information
relevancg with pa.yment of L impact on information of
taxes of information institution’s work
relevance with environment L performance
and health of information relevance with service
relevance with energy of L provided by institutions and
information information
relevance with immigration relevance with intellectual
and transportation(aircraft, L property right and privacy
ships, etc) of information information
relevance with international L relevance with institution’s
trade of information personnel information of
relevance with disaster mformatlon. i
monitoring and forecasting L relevanc.e with cgntlngency
of information plan of information
relevance with national relevance with security and
health of information L diplomacy of information

52t HR] %2 AMA e AAT ARE R
AL $ Q5 3= Ao|v9). vhA b, 424l
A7 ARE FARNE v, =E 2 9w ARE
7AW 29k wl 2 AR} B3kl 4 me HalER|
o49HS-S Fald = Q= F= ZlotH5)

Table 3. The Results of Integrity Assessment
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Table 4. The Results of Availability
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Table 5. The Results of Questionnaires

pr'egnt confidentia| . . availabilit
condition of R integrity
lity y
sales
average 3.67 4.33 3.67
weighted 3.79 4.36 3.54
average
importance H H H
b‘usiness 1
impact
total sales conflidentla integrity availabilit
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weighted | g 4.26 3.36
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importance H H M
b.usmess H
impact
rental confidentia| . . availabilit
.. . integrity
pricing lity y
average 4.18 4.18 3.82
weighted 43 4.22 3.84
average
importance H H H
b.usmess H
impact
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