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ABSTRACT

Electronic transactions have been increasing with the development of the high-speed Internet and wireless communication.
However, in recent years financial corporations and mobile carriers were attacked by hackers. And large numbers of privacy
information have been leaked. In particular, in the case of credit card information can be misused in the online transaction, and
the damage of this given to cardholder. To prevent these problems, it has been proposed to use a virtual card number instead
of the actual card number. But it has security vulnerability and requires additional security infrastructure. In this paper, we
analyzed the proposed virtual card number schemes. and we propose a new virtual credit card number scheme. In the newly
proposed scheme, cardholder generates a key pair (public key/private key) and pre-register public key to the issuer. then,
cardholder can pay no additional security infrastructure while still efficiently satisfy the security requirements.
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Fig. 1. Credit card Numbering System
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Fig. 2. Traditional Credit card Processing
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Table 1. Notations

Symbol Description
Client Cardholder
Merchant Online shopping mall
Issuer Credit card issuer
ClientInfo Cardholder information
ItemInfo Item information
R-Card Real credit card numbers
V-Card Virtual credit card numbers
R-Exp Real expiration dates
V-Exp Virtual expiration dates
1IN Issuer identifier number
PIN Personal identification number
Password Cardholder password
MK Master key
K Symmetric key
H(.) One-way hash function
F() HMAC-SHA1 or

' HMAC-SHA256
75, The timestamp of x
PK, The public key of x
SK, The private key of @

Signature value, signed with a
SIG(SK,,0) private key of x
for transaction information o

C Synchronized count value

Z2A12F (Client)+ ZAol] AR 7W7I=A R E A
g, o4 slle 887 7H(V-Exp) S AAg
o} JPlE fE)7e AAYde] 38 de] ddR
gt} 283 AAZIER S (R-Card) &AM 249

HUA® (PIN =+ Password)el SHA1 &4&
Agsle] A7l KE 53t 7le 2Ax AR
(ClientInfo), 7M7l=  F3&717F  AEAHR

(ItemInfo) & &3 AAAE(0)F A2 ZAAA
Bel Ayl K& eol4s HMAC-SHAL(7) =
Fr(o)mod10" (ne& E¥slual = Al =
Ak}, oA AAE I F B AEe M
CVVIEER AMg3laL W 521 el 7h=at 4]
WS ([IN)E Eo]xz FHel Luhn algorithm
(6] HA4d AFI=E Fo Pl=dz

H

(V-Card) = A-&3kc},

Tt 2A AR o|FA| AT FMTEA RS g
2} (Merchant)ellA] B ZAAS A=k} o)z}
© 7tE 2AA AR, AFAE, TPIIEARE Jls
Ab(Issuer) el Bu] 72 9 Ax|sele 243} 7}
Al he XAk AR, AAted s A S

Clientinfo
R-Card, PIN R-Card, PIN

Client Merchant Issuer

Purchase request

Payment request

Iteminfo

V-Exp=Current Month

K=H(R-Card, PIN)

a=Clientinfo, V-Exp, Iteminfo
V-Card=F{o)mod 10"

Transfer payment information

clientinfo, V-Card
Payment information verification request

Clientinfo, Iteminfo, V-Card
Verifying payment information
Notify verification result

Accept / Deny
Notify payment result

Confirmation / Rejection

Fig. 3. DVCC scheme Processing
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]

VAYE(TS) 5 W EWstel AAYR(0)
AQE aP3 Addust o7 KT £

R-Card, Exp Clientinfo, veC
MK, PIN, € R-Card, Exp, PIN

Client Merchant Issuer J""( 01P Auth Center
e i

Clientinfo, H(R-Card, Exp)

a=Clientinfo, H(R-Card, Exp), Iteminfo, TS, €’
V-Card=F{o)mod 10"
Transfer payment information Pay

Clientinfo, V-Card

Notify verification result
Accept / Deny

Fig. 5. OVCN scheme Processing
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Fig. 6. 3-D Secure Processing
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SK¢, PK¢
R-Card

Client

(@D Purchase request

(2) Payment request

(3 Create transaction information ltemInfo, TSy

and digital signature
o=TS, Clientinfo, Iteminfo, IIN

S!G{SKC’ o) (@) Transfer payment information

o, SIG(SK ¢, o), PK ;, H(R-Card)

Obtain IIN

(9 Notify payment result

(5 Verifying transaction information and
compute vrtual card numbers

If verification is successful,
Compute V-Card=H(PK ¢, H(R-Card))

Clientinfo
R-Card, V-Card

>‘ Issuer l

Secure channel

(&) Payment information verification request

Clientinfo, Iteminfo, V-Card

(@ Verifying payment information
(® Notify verification result

Confirmation / Rejection
Fig. 7. Our Proposed scheme Processing
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Table 2. Comparison of the Credit Card Payment schemes
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