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ABSTRACT

Unlike existing widely used bytecode-centric Android application code obfuscation methodology, our scheme in this paper
makes encrypted file i.e. DEX file self-extracted arbitrary Android application. And then suggests a method regarding making the
loader app to execute encrypted file’s code after saving the file in arbitrary folder. Encrypted DEX file in the loader app
includes original code and some of Manifest information to conceal event treatment information. Loader app’s Manifest has
original app’s Manifest information except included information at encrypted DEX. Using our scheme, an attacker can make
malicious code including obfuscated code to avoid anti-virus software at first. Secondly, Software developer can make an
application with hidden main algorithm to protect copyright using suggestion technology. We implement prototype in Android
4.4.2(Kitkat) and check obfuscation capacity of malicious code at VirusTotal to show effectiveness.
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Fig. 1. Android application structure.(14)
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Table 2. System Environment

List Version
Android 4.4.2 (Kitkat)
SDK API 19

Fig. 5. Prototype implement
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Table 3. Figures of average, maximum, minimum
about DEX loading measured time.

Minimum
1.799 s

Maximum
1.945 s
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Table 4. Malicious apps list using concealment
examination

Table 6. detection results of diagnostic anti-virus
Software both original apps and concealed apps

No. Diagnosis(AhnLab-V3) & MD5
1 Android-Malicious/DougaLeaker
00e74c118fa3902e5¢85fd8e37f3d084
9 Android-Malicious/HijackBank
0b7212244f7d9d25a2d8af73de009b31
3 Android-Malicious/PNStealer
Te8d8b7ad55e6f8771025116eb9c5aal
4 Android-Malicious/SMStealer
2d62674450773502858df9d5305610e8
5 Android-Malicious/Msglntercept
66¢49214650ced56a6dc5bdbab43f55¢e
6 Android-Malicious/Narut
9fcch87a8f1d7480d7a73¢221ffdfdc2
7 Android-Malicious/SMStealer
f9cf4ab581ec929b3456823d92d7a08

Table 5. Commercial apps list used by
concealment examination

No. | Application & MD5

1 AndroZip 4.7.1
24bdd3f81e38c5b5f6319726415334e0

9 Opera Max
3eb17a2a208e15039442260bfb870cf9

3 HackRun 1.3
Tadc62598d5588eTbe8d698f24cc224c

SHAZ56 ahdffafi6aesficfar2ae 1cebd 1f64a7002c 140bb3f6c53baalBoc6294c6d493
T2 0I5 Dougaleaker apk
FAIHIE: 42/54

A '2Ek 20140812 081521 UTC (02 H )

HI

Fig. 6. Diagnosis results of original malware 1

SHA256 47d6be07f75d49babbd6bBf044905856be2548779ae622be06301759445d4159
I 0l18: Dougaleaker-classloader.apk
SHAIHIE: 3754

24 YA 2014-08-12 08:11:57 UTC (02 & )

Fig. 7. Diagnosis results of app concealed DEX

Anti-Virus Original app diagnosis
software Concealed app diagnosis
5 Trojan.Android.Douga.bdokvn
NANO-AV Trojan.Android.Agent.dcspod
Avast Android:Dougalek-B (Trj)
Android:Agent-DSU (Trj)
i Android.Douga.1l.origin
Dreb Android. MulDrop.19.origin
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3 n]golt}. False Positive Rate(FPR)& A4
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Rate(FNR) & aM& AAF22 wighel 7f-olc),
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£ 95 £ 109 A% 2348 w3 o] b
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Table 7. Detection rate and figures of original
malicious apps in 54 anti-virus

No. True Positive False Negative
Rate Rate

1 77.8% (42/54) 22.2% (12/54)

2 55.6% (30/54) 44.4% (24/54)

3 16.7% (9/54) 83.3% (45/54)

4 63.0% (34/54) 37.0% (20/54)

5 59.3% (32/54) 40.7% (22/54)

6 46.3% (25/54) 53.7% (29/54)

7 50.0% (217/54) 50.0% (27/54)
Avg. 52.6% 47.4%
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Table 8. Detection rate and figures of original
commercial apps in 54 anti-virus

No True Negative False Positive
' Rate Rate
1 100% (54/54) (0/54)
100% (54/54) (0/54)
100% (54/54) % (0/54)
Avg. 100% 0%

Table 9. Detection rate and figures of concealed
malicious apps in 54 anti-virus

No True Positive False Negative
' Rate Rate
1 5.6% (3/54) 94.4% (51/54)
2 5.6% (3/54) 94.4% (51/54)
3 5.6% (3/54) 94.4% (51/54)
4 5.6% (3/54) 94.4% (51/54)
5 5.6% (3/54) 94.4% (51/54)
6 5.6% (3/54) 94.4% (51/54)
7 5.6% (3/54) 94.4% (51/54)
Avg. 5.6% 94.4%
Table 10. Detection rate and figures of

concealed commercial apps in 54 anti-virus
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Support Library7} AFHEEglS
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No. True Negative False Positive S
Rate Rate Table 11. Results of test app similarity
1 94.4% (51/54) 5.6% (3/54) evaluation
94.4% (51/54) 5.6% (3/54) Target Similarity
94.4% (51/54) 5.6% (3/54) Malware 1 0.358744 %
Avg. 94.4% 5.6% Malware 2 1.505498 %
Malware 3 19.790074 %
SHA256:  0b07b9B0286acE0d706574129b57806959093d7b54589f5 1407 3aa8ddSH3 Malware 4 0.224215 %
T2 0IZ  encrypteds3 Malware 5 13.619469 %
SF B 0754 Malware 6 1.287516 %
4 99} 20140812 08-36:55 UTC (02 H ) Malware 7 2.031199 %
Commercial app 1 32.970870 %
Fig. 8. Detection results of obfuscated bytecode Commercial app 2 25 553674 %
about malware 1 -
Commercial app 3 30.844352 %
U] DEX shel& 353 5 o -] AY vz
of dial] At 4] /M vize} vlaEls o R Table 12. Figures of average, maximum,
AT u|walc) vk do]E]E nlelo® o} minimum about table 10 data.
Average Maximum Minimum

12.818561 %

32.970870 %

0.224215 %
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Table 13. A comparative table of obfuscation
techniques between existing tools and our
scheme(7).

PG DO AT DG (0N}
RN O O ) ) X
CF X 0] ) ) X
SE X O 0] ) X
AH X X X 0] X
CE X X X ) 0]

RN=Renaming PG=Proguard
CF=Control Flow DO=DashOPro
SE=String Encryption AT=Allatori
AH=API Hiding DG=DexGuard
CE=Class Encryption = OS=O0Our Scheme
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