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ABSTRACT

As the forms of cyberattacks become diverse, there has been reported another case of exploiting vulnerabilities revealed while
processing either a document or multimedia file that was distributed for attacking purpose, which would replace the traditional
method of distributing malwares directly. The attack is based upon the observation that the softwares such as document editer
or multimedia player may reveal inherent vulnerabilities on some specific inputs. The fuzzing methods that provide invalid
random inputs for test purpose could discover such exploits.

This paper suggests a new fuzzing method on document applications that could work in mobile environments, in order to
resolve the drawback that the existing methods run only in PC environments. Our methods could effectively discover the exploits
of mobile applications, and thus could be utilized as a means of dealing with APT attacks in mobile environments.
Keywords: SmartPhone, Android, Fuzzing, Document, Vulnerability
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Table 2. Fuzzing result of Android applications

Target Hancom Infraware
APP Viewer Polaris Office 5
Target . i

File(size) HWP file format ( 12,288 byte )
Run Time 41h 44m 01s 41h 07m 00s
Run Count 12,288 12,288
Found

Crash 26 392

Table 3. Fuzzing result with OLE supported

Table 1. Development and Implement T
environment of fuzzing system A;lgget Hancom Viewer
OS | Windows 7 Target HWP file format ( 12,288 byte )
Python 2.7, android File(size)
Development | Tools : ;
sdk r22 Fuzzing Full Directory Stream
Device | Samsung Note 2 Range (‘docinfo’)
08 Windows 7. XP. Run Time | 41h 44m 0ls 13h 05m 23s
Ubuntu, OSX gun 12,988 3.860
Implement Python 2.7, android ount
Tools
sdk r22 Found % 4
Device | Samsung Note 2 Crash




36 t==ol= 7uE w4 ofFelAle]

19 4 PHE AT

o = o
Aol A FAstA xdstasl spglod 71E
o] HA B F A oJZE Aol AlEe] 7t
7Z$-(Peach, Sully 5ol =uld 7]7]e] #&o]
B7Fssle, mutdd 7)7]e] A8o] 7hed HA =4
(DroidFuzzer, Dynodroid %)+ £4] o]Z&]7¢]
Aol gk A& A|LskA] ot A5 Blart 715
sl wpebA B A s A vaE 53
of vel ¥ S glxat 7)2ed §id S3A el AFE

W2 e 298 S sl

v.2 =

A ARl Q%] & AT A mTE
EAE 21908 Eelnl ERe|E ofEelse]d
o4 thpel wlme] $% AoPge WAT 4 ks
A% ZHagn w3 2 A7ela ANk $A
Aol A3 158 Falol Aol 2l AR
HrlHez Fole AL

gk F oA o]

A oo 2eE A 5 9w 4
kg elA &
FAR FHH FTHRE I
AR w3k PDF 34 4] £4] o] FgAle]d L
2 wol A3t glon ~ajE e
HAl S Alslr)o =% PDF 23 E 5}y olal &
T5 58 A A aEEka gloh

B AT E T Y gteRe|r o Fe|Ao] S
oz FaslgdAnt ke Role B AEojolx] FpAF
Ao e A o ZgAlelde]7] wel
+ Zca =, =3 "Polraris
A 2rtEE 7R eR AXAE=
ol FejAleld el e F Aol o FFHL vlg- =2

sfelo} ghel.

References

‘Fuzzing - Mutation vs. Generation,” htt
p://resources.infosecinstitute.com/fuzz
ing-mutation-vs-generation/

Hui Yel, Shaoyin Cheng, Lanbo Zhang
and Fan Jiang, "DroidFuzzer: Fuzzing
the Android Apps with Intent-Filter Tag.”
International Conference on Advances in
Mobile Computing & Multimedia, pp.
68-74, Dec. 2013.

“Ul/Application Exerciser Monkey.” htt
p://developer.android.com/tools/help/
monkey.html

Aravind MacHiry, Rohan Tahiliani and
Mayur Naik, “Dynodroid: An Input
Generation System for Android Apps.”
ESEC/FSE 2013 Proceedings of the 2013
9th Joint Meeting on Foundations of
Software Engineering, pp 224-234, Aug,
2013

Android.Database, “Android Developer
s.” http://developer.android.com/refere
nce/android/database/package-summa
ry.html

Korea Internet & Security Agency, "A
Study on Major Domestic S/W
Vulnerability Discovery and Analysis
Method,” 2012.10



AR H 535 =A (2015, 2)

37

(M X274

z A 7 (Je—gyeong Jo) A3

20064 29 shAldigta AR AT s 2
200849 84 HAIRNea ATE YRt A4t
20149 39 ~A): gt 75738 vty
(FAEeh AXES AxElEgl YESI RS

F A A (Jae-cheol Ryou) £4134

19854 2% ghfiietw Ak gsta &4

19884 54: Towa State University 4Fs}F 44}
19909 124 Northwestern University %4+t ubal
19914 249 ~&A: St ZFe]3sta) usg
(A AH RS JEIHSE s HYZIEF



