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ABSTRACT

As a growing number of people are concerned about the protection of personal information, the use of encryption solution
has been increased. In addition, with the end of support for Windows XP and the improvement of operating system, the use of
the Full Disk Encryption solution like Bitlocker will be increased. Therefore, it is necessary to consider countermeasures against
Full Disk Encryption for the future digital forensic investigation. This paper provides the digital evidence acquisition procedure
that responds to the Full Disk Encryption environment and introduces the countermeasures and detection tool against Full Disk
Encryption solutions that are widely used.
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