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ABSTRACT

Smart Grid devices are the major components of the Smart Grid. They collect and process a variety informations relating
power services and support intelligent power services by exchanging informations with other SG devices or systems. However,
If a SG device is attacked, the device can provide attack route to attacker and attacker can attack other SG devices or systems
using the route. It may cause problem in power services. So, when cyber incident is happened, we need to acquire and examine
digital evidence of SG device quickly to secure availability of SG.

In this paper, we designed remote evidence acquisition system to acquire digital evidences from SG devices to response
quickly to incidents of SG devices. To achieve this, we analyzed operating environment of SG devices and thought remote
digital evidence acquisition system of SG devices will be more effective than remote digital evidence acquisition system targeted
general IT devices. So, we introduce design method for SG devices remote evidence acquisition system considered operating
environment of SG devices.
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Table 1. Attribute operating environment of
Smart Grid devices

Attribute

1 Ensure availability

Rapid Recovery

A number of devices

The place where the physical dis-

tribution

5 Utilizing a variety of platforms

6 Utilizing Low capacity volatile and
non-volatile storage

7 Support for IP-based communications

interface
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Table 2. Advantages of remote evidence
acquisition system

Advantages

Ensure system availability

2 Rapid evidence acquisition

At the same time, to acquire evidence
from a large number of system

Low costs for evidence acquisition

5 Independent on evidence collectors

Collect all of the volatile and non-vola-
tile data

7 Independent on system plaform
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Table 3. Goal of remote evidence acquisition
system

Goal

1 Control and verification of acquisition
process

9 Provide independent of acquisition proc-
ess

3 Provide authorization of acquisition
process
Provide Integrity, reliability, originality,

4 compatibility, confidentiality of acquis-
ition data

5 Manage of devices status

6 Manage of devices relationship in-
formation
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Fig. 2. Scenario of SG devices remote evidence acquisition system
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Table 4. Data of SG devices remote evidence acquisition system
Data Group Elements Description Req. -
device_id accident occurred devices 1D 0O
type devices type(ex, DCU) 0
maker devices maker
Basic model devices model
ip devices IP address O
port devices port number O
Device location devices physical location
Status host devices host name O
Information 0s devices OS name or type 0O
Data version devices OS version 0
processor Processor Type (0]
System ram_size size of volatile memory O Optional
disk_size size of nonvolatile memory O
MAC MAC Address @)
datetime current date time 0O
uptime alive operating time 0O
acquisition_id | acquisition ID O
Basic issued acquisition issued datetime O
expired acquisition expire datetime (0]
requestor acquisition requestor 1D O
case_id case 1D (0]
risk case risk level(ex, 1~5) 0
Evidence type case type(ex, malware, unathorized, ...) 0
Acquisition Case 5 -
Request datetime case event datetime O
Data source case source
desc. case description
Target equal “Basic” of “Device Status Information Data” 0
timestamp signature time stamp @)
. hash hash value of acquisition data 0O
Signature - -
sign signature Value of hash value (0]
signer signer’s certificate key 0O
acquisition_id | acquisition 1D O
. case_id case 1D 0
Basic -
method acquisition method (0]
creator creator ID O
type evidence type(ex, volatile or nonvolatile) O
Acquired datetime acquisition date time O
Evidence Evidence | size evidence size 0O Multiple
Information format evidence format(ex, raw, ewf, ...) @)
Data hash hash value of evidence 0
Source equal “Basic” of “Device Status Information Data” 0
timestamp signature time stamp O
. hash hash value of acquisition data O
Signature - -
sign signature Value of hash value (0]
signer signer’s certificate key O
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Table 5. SGDF Message Protocol body elements and description

Elements Name Sender Receiver Description
1 DeviceStatusNotify EAA EACS notify status of device
2 DeviceStatusNotifyRes EACS EAA reply about notification status of device
3 DeviceStatusReq EACS EAA request status of device
4 DeviceStatusRes EAA EACS reply status of device
5 EvidencesAcquisitionReq EACS EAA request evidence acquisition
6 EvidencesAcquisitionRes EAA EACS reply evidence acquisition
7 EvidencesTransferParameterReq EAA EMS request parameter to transfer evidence
8 EvidencesTrasnferParameterRes EMS EAA reply parameter to transfer evidence
9 EvidencesRegistrationReq EAA EMS request evidence registration
10 EvidencesRegistrationRes EMS EAA reply evidence registration
11 EvidencesRegistrationNotify EMS EACS notify evidence registration result
12 EvidencesRegistrationNotifyRes EACS EMS iiggor?]izzzlsouﬁcation evidence regis-
2, HTTP(Hyper Text Transport Protocol)= v.&d 2
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Table 6. EACS evidence acquire request message sample

(?xml version="1.0" encoding="UTF-8"?)

(SGDF_Message Version="1.0" xsi:noNamespaceSchemaLocation=SGDF_Message.xsd”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”)

(Header)

(1— Signature of Body—)

(Signature SignAlgorithm="rsa” HashAlgorithm="sha256")
(TimeStamp)2014-09-22T09:30:477Z</TimeStamp)
(HashValue)...... {/HashValue)

(SignatureValue)...... {/SignatureValue)

{/Signature)

(/Header>
(Body»

(EvidencesAcquisitionReq)

(Order>
(TokenID>T20140922-000001{/TokenID)
(GeneratorID)4a:b6:2f:c5:47:8e:40:81:a4:ad:b9:bd:4f:da:02:9f:eb:7f:07:c0{/GeneratorID)
(IssueDateTime»2014-09-22T09:30:477Z{/IssueDateTime)
(ExpireDateTime)2014-09-27T09:30:47Z{/ExpireDateTime)
(Useyacquisition{/Use)

{Caselnfo)

(CaselD)>C20140922-000001¢/CaselD)
(RiskLevel)1{/RiskLevel)

{Category)Malicious Code{/Category
(EventDateTime»2014-09-22T09:28:21Z{/EventDateTime)
(Source)SGIDS{/Source)

{(Comment){/Comment)

{Status)registered(/Status)

{/Caselnfo)

(TargetDevicelnfo)
(EAAID)a2:18:71:0b:3c:50:d0:b5:82:b9:70:fd:7e:8a:el:1b:41:9b:e9:18(/EAAID)
(Type)DCU{/Type>
(Maker>DCU-Maker<{/Maker)
{(Model)DCU-Model{/Model»
(SerialNumber)D11223344(/SerialNumber)
(IPAddr»192.168.0.101¢/IPAddr>
{ServicePort)8080¢/ServicePort)

(PhysicalLocation)
(Lat»37.50121¢/Lat)
(Lon»>127.03541¢{/Lon)

{/PhysicalLocation)

{/TargetDevicelnfo)

{/Order)

(1— Signature of Order —)

{Signature SignAlgorithm="rsa” HashAlgorithm="sha256")
(TimeStamp)2014-09-22T09:30:47Z</TimeStamp)
(HashValue)....{/HashValue)

(SignatureValue)...... {/SignatureValue)

(KeyInfo KeyType="x509"){!-— Certificate data of Generator —)
(KeyValue)...... (/KeyValue)

{/KeyInfo)

{/Signature)

(/EvidencesAcquisitionReq)

{/Body)
{/SGDF_Message)
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