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ABSTRACT

In order to respond quickly to security threats that are increasing fast and variously, security control personnel needs to
understand the threat of a massive amount of logs generated from security devices such as firewalls and IDS. However, due to
the limitations of the information processing capability of humans, it takes a lot of time to analyze the vast amount of security
logs. As a result, there is problem that the detection and response of security threats are delayed. Visualization technique is an
effective way to solve this problem. This paper visualizes the security log using the RGB Palette, offering a quick and effective
way to know whether the security threat is occurred. And it was applied empirically in VAST Challenge 2012 dataset.
Keywords: security, visualization, RGB Palette, log, VAST Challenge
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Fig. 1. example of visualization(3)

1.2 gi79f dgn 74

2Afoll A Mok Solel 4 ¥ 3 gl A28
W3k 2 SRS A nw 3gelA & Qe A7
s} ol% TER Azde AL 97 APew
uek 18 ARE AWl 4ol VAST 2012
delel S olgale] g wo| HlAE Aol 34
W2 2ohEe e 2 Sael A B AT A
23 Y 9 F AT S =

sl
v AR AL i) A3k A4 A3

FAQ W o2 T Bal Hofol|A Fhils] ol
a9t} VAST(Visual Analytics Science and
Technology) challenges Bt H-of A 748} oI
o} gk xA] ARAAZE o] AFHAE 53
o] oo oz 7 A7t 2= Sl

VAST challenge= %3 IDS 21 52| A3
A dlo|HAEE Algstar, 25722 AVIAER 3
oqF XV] E] AAA A 7|HoR & dlo|ElA
EE HAMA oe2H 1 A4S i s Al
T3} Jué% s WAz gl
VAST challenge 2012¢] -5 754 A
g A3 WS> Table. 1.3 2t}

Shi(4)+ ‘Investigating Network Traffic
Through Compressed Graph Visualization”l
A VEYT xE 7o) Eg ARE odAsle] b

ol€] A 735 Al=sta olet. AT BE dlo 1‘5% A
AL FAY AF AR fovigt ARE I8
T lol 55 FolA ARE 7k} o E"if\‘}
2A 8l ARE B3k WS Aldskar ol

Gilbson(5)&  “Network
Visualization Using High-Dimensional

Node-Attribute Dataell4] IDSe} W3h Z 714
A Zpzke] [P A WIws F3f =8 A3,
Ao} BAA] 7he] AAS Ao FAEIc 1
23 AREAY 2 EIES AR o4 XSS
FAE 5 gl wdlS Aksta gle.

Zhaol(6)= "NetSecRadar: A  Real-Time
Visualization System for Network Security el
A Q¥ e Fodell AHet ZAESS wiA|dtaL,

_‘\1

om1

Infrastructure




A B K 5 5}3]

=4 (2015, 2) 63

Table 1.
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Table 2. Visualization strategies on other papers

Visualization
Capabilities for IDS
Challenges(21)

Category Subject Key strategy or tool
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Fig. 9. Port Scanning attack recognition by RGB
Palette

3.4.3 Host Scanning EHX|
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Fig. 10. Host Scanning attack recognition by RGB
Palette
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Fig. 11. Port Scanning detection
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Fig. 12. Worm activity detection
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Fig. 14. Firewall or network switch failure 1

Fig. 15. Firewall or network switch failure 2
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Fig. 16. Worm or virus outbreak attempts detection
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Fig. 17. DDos attack suspect
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Table. 3. Detection of attack patterns to RGB
Palette
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Table. 4. Presented attack patterns in Hilden-
brand’s paper
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Fig. 18. Comparison of analysis results
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