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ABSTRACT

Recently, many public auditing schemes have been proposed to support public auditability that enables a third party auditor
to verify the integrity of data stored in the remote cloud server. To improve the performance of the auditor, several public
auditing schemes support batch auditing which allows the auditor to handle simultaneously multiple auditing delegations from
different users. However, when even one data is corrupted, the batch auditing will fail and individual and repeated auditing
processes will be required. It is difficult to identify the corrupted data from the proof in which distinct data blocks and
authenticators of distinct users are intricately aggregated. In this paper, we extend a public auditing scheme of Wang et al. to
support batch auditing for multi-cloud and multi-user. We propose an identification scheme of the corrupted cloud when the data
of a single cloud is corrupted in the batch auditing of multi-cloud and multi-user.
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v el I ISksk - Compute R = R+ Ro-+- Rg
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(b) Audit phase

Fig. 1. Batch auditing of PP-PDP Il for multiple users: Audit phase.
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User: Uy(l<k<K,1<I<L) TPA CS:Ci(l<i<L)

Pl = {spki, vias 91, g2 g, e(urg, v ) b sk = {sski, o},

where xp, yri & Zp gy 4+ g1 € Gryo g3
- For each block my,, in a data”fl'iAlv Fr = (mpea, -+, Midn), b
S , / 17 - iz = -
{\‘.{;?ﬁlll:u;;:‘:h:im::i(:j |E-‘tl}:li‘.:l: {rrl“}l_iil,lf“ = namey,||SSig, ., (name,) Fia, (Pt tht) -
(a) Setup phase
TPA CS:Ci(l<i<I)

- Verify a tag tg, for each user Uy
- Compute Ry = Ry - Ry Rm

- Generate a random challenge chal,
chaly = [L{k, {(i, v i) Yicru bhes] ——————* where Ry = e{ugr, vig) ™ ?u{ Zos
- Compute A = vy|var]| - - ||vra
- For each user Uy,(1 < k < K), compute
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proof: - {1{ nerate proof; = (Ry, Dy, Ay), where
- For each Cy, compute = H.i. el ““ vt), A = H;. e ”u 2 92)

)\a—!uHHJH gt v = h{ R ||vr|| Ar),
= T5eiellls oy H (Wi )50 gy )7

- Verify ({ok, pri}1<k< ki, Ri) using

R A
HD M Eqn. (2)
i=1 Hi_l H

(b) Audit phase

TPA
- Compute T and T" using an index 7 for each

L
(R, .
M Hf (81, 92) = e(d,, ga), where (', is the corrupted server,

]_[I JH D) g

: (R, - A L _ .
RHS,/LHS, = iy [T, (R - 4) =[] e, 03) = e(695°)
nf 1 H_,l ((Hy - Dy) =1

T

RHS,/LHS,, =

T

- For each C4(1 <1 < L),

identify the corrupted cloud server using T"

(c) Identify phase

Fig. 2. Batch auditing with the corrupted cloud for multiple users and multiple clouds.
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