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ABSTRACT

Deduplication, which is a technique of eliminating redundant data by storing only a single copy of each data, provides clients
and a cloud server with efficiency for managing stored data. Since the data is saved in untrusted public cloud server, however,
both invasion of data privacy and data loss can be occurred. Over recent years, although many studies have been proposed
secure deduplication schemes, there still remains both the security problems causing serious damages and inefficiency.

In this paper, we propose secure and efficient client-side deduplication with Key-server based on Bellare et. al’s scheme and
challenge-response method. Furthermore, we point out potential risks of client-side deduplication and show that our scheme is
secure against various attacks and provides high efficiency for uploading big size of data.
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Fig. 1. Architecture of Proposed Scheme
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notations description
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f data
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Fig. 5. Data Upload Process when the Data was
already stored in the Cloud Server
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Fig. 6. Data Upload Process when the Data was
not stored in the Cloud Server
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Table 2. Security analysis of Our Proposed
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