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ABSTRACT

In cloud storage, processing the duplicated data, namely deduplication, is necessary technology to save storage space. Users
who store sensitive data in remote storage want data be encrypted. However Cloud storage server do not detect duplication of
conventionally encrypted data. To solve this problem, Convergent Encryption has been proposed. But it inherently have weakness
due to brute-force attack. On the other hand, to save storage space as well as save bandwidths, client-side deduplication have
been applied. Recently, various client-side deduplication technology has been proposed. However, this propositions still cannot
solve the security problem. In this paper, we suggest a secure source-based deduplication technology, which encrypt data to
ensure the confidentiality of sensitive data and apply proofs of ownership protocol to control access to the data, from curious
cloud server and malicious user
Keywords: Cloud Storage, Deduplication, Privacy
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