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ABSTRACT

Ever sophisticated e-finance fraud techniques have led to an increasing number of reported phishing incidents. Financial
authorities, in response, have recommended that we enhance existing Fraud Detection Systems (FDS) of banks and other
financial institutions. FDSs are systems designed to prevent e-finance accidents through real-time access and validity checks on
client transactions. The effectiveness of an FDS depends largely on how fast it can analyze and detect abnormalities in large
amounts of customer transaction data. In this study we detect fraudulent transaction patterns and establish detection rules through
e-finance accident data analyses. Abnormalities are flagged by comparing individual client transaction patterns with client
profiles, using the ruleset. We propose an effective flagging method that uses decision trees to normalize detection rules. In
demonstration, we extracted customer usage patterns, customer profile informations and detection rules from the e-finance
accident data of an actual domestic(Korean) bank. We then compared the results of our decision tree-normalized detection rules
with the results of a sequential detection and confirmed the efficiency of our methods.

Keywords: Fraud Detection System, Banking System, e-finance accident, Decision Tree, Normalization
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Fig.1. The four configurations of fraud detection
system(5)
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Table 1. Pattern of FDS construction

Classification Item Analysis
Transaction Mldmgh‘.a
Transaction . transactions
5 Time
period of (0 am.~4 a.m.)
attacked Initial / Deviation from
users Final normal transaction
Transaction |period
New Access with new
medium medium
Mediums Number of |Using 2 or more
mediums mediums for attack
Access from outside
Local
of usual local
Daily Exceeding daily
Daily Transaction |[transaction frequency
Transaction |frequency |limit
to other Daily Exceeding daily
banks Transaction |[transaction Amount
Amount limit
Initial transfer to
Remittance remittance unprecedented bank
bank bank (more than 300,000
KRW)
Attacked Withdrawal [Withdrawal minimum
Savings account balance of Savings
Account balance Account
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Table 3. Pattern of access by number of
mediums

Number of 1 9 3 4 5
mediums
normal | o7 | g 0 0 0
period
acdent | oq) | 155 | 5 | 9 | 2
period

Table 4. Pattern of access from country

Access
from | Korea |China | Japan | USA
country

Philipp
ines

normal | g, 3 0 0 0
period

accident | g0 | o7 | 93 19 6
period
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T Qlt}h. ol o] HAie) v AHEA Y WAE User ID | AML5**8 | maximum KRW
Alzel AZE Qe SA4 kw5 glr) withdrawal
o 1 B A0 ol= glal o]
o A = S AT e olAlelet. Table Norm?l 8 am ~ 10| Remittance | W bank,
5. © At 28] AHAle]4717F dd Hu elgio] A transa}cdlon pm bank S bank
, perio
A4S 234 olA7F Aol Ao} s ;
A7k Hd) o)A A% 2ulske] LAl o)A Overseas Daily
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780,000 . 1 smart
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Table 5. Pattern of exceeding daily transaction
frequency

dally tramsasiion exceed not exceed
frequency
normal period 68 423
accident period 206 294
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Table 7. Items of FDS rule

No. Item

1 Did the initial / final transfer time differ
from the normal profile?

9 Was the account accessed by a new
medium?

3 Was the account accessed by more than
one medium during the attack?

4 Which local did the attack originate
from?
Was the average daily transaction

5
frequency exceeded?
Was the average daily transaction

6
amount exceeded?

7 Was the receiving bank have a history
usage?

8 Was the account balance below the
average daily minimum balance?
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=7 7F A=z A

1o
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Al ARAL Zeleh, 2tk Fig 2.3 2&

2014 84 154 2:22:24¢
=715 R ErHE Ao shaL o7l

Customer ID|Transaction date |Transaction time |Transfer |ARS Authentication |Transfer Amount| Balance |using device(QS|H/W) |OS ID Access IP Country code |VPN Country | MAC

AML5**8 2014-08-14 23:08:07 820,000 |4.1.2 |SHV-E1605 010*==*7130 218.232.26.173 |Domestic 18E2C26FB1C2
AML5**8 2014-08-15 2:19:25 820,000 |4.1.1|SHV-E210K 92bco066bb7c808e |220.117.110.211 | Domestic SCEBEBB357EA
AML5**8 2014-08-15 2:2224|N 790,000 | 820,000 |4.1.1|SHV-E210K 92bco066bb7c808e |220.117.110.211 | Domestic SCEBEBB357EA
AML5**8 2014-08-15 2:24:45|N 790,000 | 820,000 |4.1.1|SHV-E210K 92bco066bb7c808e |220.117.110.211 | Domestic SCEBEBB357EA
AML5**8 2014-08-15 3:21:46| 820,000 |4.1.1|SHV-E210K 92bco066bb7c808e |220.117.110.211 | Domestic SCEBEBB357EA
AML5**8 2014-08-15 32349 N 790,000 30,000 |4.1.1|SHV-E210K 92bco068bb7c808e |220.117.110.211 | Domestic SCESEBB357EA
AML5**8 2014-08-16 19:51:31 30,000 |4.1.2 |SHV-E160S 010=**7130 223.62.163.78 _ [Domestic 18E2C26FB1C2

Fig. 2. Internet banking log
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Table 8. The results of compare

Item Profile |Transaction| Result
Initial /
Final 8 amm 10 2 am Fraudulent
Transfer P
New 4.1.2.|SHV|4.1.1|SHV- Fraudulent
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Med?‘lm 1 2 Fraudulent
during
Attack
Local Local "
Country Country Country Legitimate
Daily
Transaction 2 1 Legitimate
Frequency
Daily 600,000 | 790,000
Maximum KRW KRW Fraudulent
Withdrawal
Initial
Remittance W Bank, W Bank |Legitimate
S Bank
bank
780,000 30,000 X
Balance KRW KRW Fraudulent
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Table 9. Explanations of node

| Fuiviele] g 300] Helok
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Table 10. The comparison of linear detection
with tree detection

case ol count linea.r treg Result
No detection | detection

1 4 3 8 3 Fraudulent

2 8 8 5 Fraudulent

3 14 8 5 Fraudulent

4 18 22 8 2 Fraudulent

5 22 1 8 4 Fraudulent

6 1 8 4 Legitimate

7 6 8 5 Legitimate

8 12 3 8 4 Legitimate

9 15 1 8 5 Legitimate

10 | 16 54 8 3 Legitimate

11 | 20 8 3 Legitimate

12 | 24 1 8 5 Legitimate

13 | 25 3 8 5 Legitimate
At ZF Al 8l elElA] 800 HAE
! %H"F gt wb oAUl o3 'S 5
Jahal 9]

Table 10. o 22 Z¥5 & 5 siot. oA
R ol sk T B ©A] Slg) oAl el
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43S MIPS(Millions of Instructions Per
Second) 2 ZAgE} MIPS+ dwbd oz CPU4
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Table 11. The performed query count of each
detection rules about two programs

Ttem Linea.r Decision.Tree
Detection Detection
Initial / Final 100 100
Transfer
New Medium 100 88
Number of
Medium 100 54
during Attack
Country 100 30
Daily
Transaction 100 18
Frequency
Daily
Maximum 100 10
Withdrawal
Initial
Remittance 100 7
bank
Balance 100 4

Table 12. The called query count and average
‘path length’ of two programs about 100
transactions

Linear Detection Demsmn'Tree
Detection
called average called average
query ‘path query ‘path
count length’ count length’
800 16.12 311 9.77
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Table 13. The annually system maintenance cost
of two detection methods in Mainframe System

MIPS per |Cost per| Annually
wlcititodt | LSt Transaction| 1MIPS Cost
Linear | 501 16 19 $4.445 |$14,330,680

Detection
Decision
Tree 200 9.77 $4.445 | $8,685,530
Detection
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