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ABSTRACT

Information dispersal algorithm guarantees high availability and confidentiality for data and is one of the useful solutions for
faulty and untrusted dispersed storage systems such as cloud storages. As the amount of data stored in storage systems increases,
data deduplication which allows to save IT resources is now being considered as the most promising technology. Hence, it is
necessary to study on an information dispersal algorithm that supports data deduplication. In this paper, we propose an
information dispersal algorithm and proof of ownership for client-side data deduplication in the dispersed storage systems. The
proposed solutions allow to save the network bandwidth as well as the storage space while giving robust security guarantee
against untrusted storage servers and malicious clients.
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Table 1. CMC encryption algorithm with a fixed
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Table 2. CMC decryption algorithm with a fixed
tweak (8)

CMC-DECk (C/l|...||Cn)
CCCy <~ 0
fori — 1tom
CC; « C; © CCCyy
CCC; « D(CCy)
M « 2X(CCC; & CCCy)
fori — 1tom
PPP; — CCCps1i @ M
PPP) «— 0
fori — 1tom
PP; < Dg(PPP))
P; «— PP; & PPP;;
return P;||...||Py
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