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ABSTRACT

Financial companies have invested a lot in their disaster recovery system and exercised training more than once a year to
comply related laws and regulations. But massive PCs(Personal Computers) became disrupted simultaneously and it took a lot
of time to recover massive PCs concurrently when March 20 cyber attack occurred. So, it was impossible to meet the tartgeted
business continuity level. It was because the importance of PC recovery was neglected compared to other disaster recovery areas.

This study suggests the measure to recover massive branch terminal PCs of financial companies simultaneously in
cost-effective way utilizing the existing technology and tests recovery time. It means that in the event of disaster financial
companies could recover branch terminal PCs in 3 hours which is recommended recovery time by regulatory body.

Other financial companies operating similar type and volume of branches would refer to the recovery structure and method
proposed by this study.

Keywords: Terminal, PC, desktop, disaster, recovery, cyber attack, malcode, APT, BCP, DRP
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Table 1. Damaged System of 3.20 Cyber
Attack(1)

Company | Server R© AC’I]‘Dl\//I Total

NH Bank - 26,693 | 16,121 | 42,814

Jeju Bank - 320 70 390
hinhan

SBan}? 4 169 - 173
KBS 6 4,000 - 4,006
MBC 18 1,000 - 1,018
YTN 2 370 - 372
Total 30 32,552 | 16,191 | 48,773
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Table 2. PC Recovery Status of 3.20 Cyber
Attack(1)

No. of Recovery No. of
Company . Recovered
Name Pe Ry PC per
Halted | (Days) P
Hour
NH Bank 26,693 80h(10) 333
Jeju Bank 320 40h(5) 8
Shinhan
Bank 169 1h 45m 96
KBS 4,000 56h(7) 71
MBC 1,000 56h(7) 17
YTN 370 48h(6) 7
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Table 3. Number of Branches at Banks(as of
Jun. 2014) (7)

Name No. of Branches
B Bank 1,192
C Bank 1,157
D Bank 991
E Bank 895
F Bank 628
G Bank 608
H Bank 349
I Bank 314
J Bank 264
K Bank 252
L Bank 168
M Bank 151
N Bank 134
O Bank 120
P Bank 92
Q Bank 82
R Bank 39
S Bank 13

Total 7,449
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Table 4. A Company's Transaction Portion of
Channels Including Card System(As of Jun.
2014)

Channel Tf;rfzg);lsrfl
Terminal PC 40.1%
ATM 10.5%
Internet Banking 22.1%
Mobile Banking 25.7%
Phone Banking 1.6%
Total 100 %
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Table 5. A Company's OS Upgrade Procedure
and Required Time for Terminal PC

Step Work Description Time

P Check and Record Target
Device and Information

« CMOS P/W, Security Token
P/W

¢ Peripheral Device
Connection and Setting
Info.(Printer Port and IP,
Scanner, etc.)

2 p» Add Additional Memory 10m

P OS Upgrade(Windows7)

OS Copy through the
Terminal Program
Deployment Image or USB

10m

50m

P Terminal Environment and
Network Setting

¢ Install Security Token and
Check the Status

*  Check the
Program Loading

4 ¢ Check Peripheral Device | 15m
Setting(Bankbook Printer,
Normal Printer, Card
Issuer, PIN Pad. etc.)

*  Reboot and Download
Updates for Terminal
Program

Terminal

P Online Test
5 ¢ Register Terminal Program 5m
User Transaction

Total 90m

Table 6. A Company's Manual Recovery Time
Estimation_Full Scale

No. of
No. of No. of |Terminal PC Recovery
Maintenance | Terminal Per Time
Staff PC Maintenance
Staff
171 19,381 113.3 6.3 days
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Table 7. Comparison of Massive Terminal PC
Recovery Methods

Cloned Proposed
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Table 8. A Company's Manual Recovery Time
Estimation _Minimum Business Continuity

No. of
Terminal No. of
No. of .
Maintena PC for Terminal R
Minimum | PC/Maint ECOVery
nce . Time
Person Business enance
Continuit Person
y
171 7,302 42.7 2.4 days
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S

1.ini - HRZ [ =10l
0) EINY) ESH)

M =0
CMGRCD=KBO
BRANCHCODE=0000
TERMNO=000

CHANNEL | D=01
CHANNELSUB| D=58

MBGERANCHCODE=
MNGHO=

OML | NEGB=P

PrsERyER | -
PCSERWERVN=N

LINFO]

Packard

HP Conpan M Sual| Forn Factor
TotalPhysicalMemory=3209579552
CurrentUser:
CurrentUserDesc= | | -
PRINTER=Microsoft XPS Document Writer[%PSPort:

e | =]

Q5=

CCTY=

ExchangelED= @
Qi | Ho4

Fig. 1. Terminal PC Information Stored Periodically
to File Server
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2] Task Sequencing

1. DHCP(Dynamic Host Configuration Protocol) Server Network Setting
with DPC Information
- [P Address, Default Gateway, MAC Address, Host Name

2. Create DHCP Script Dump File
2.1, Initialize DHCP Scope
- Delete Existing Scope
2.2. AD Certification of DHCP Server
- Add Server with Hostname, Domain Name, IP Address
2.3.Add Scope
- Define Network Arrange
2.4, Register IP Range for Automatic IP Distribution(Mandatory
Procedure for DHCP Server Setting)
- [P Address Range not in use at Branch(According to
Company’s IP Management Policy)
2.5. Add DHCP Server Option Values to the Scope(Essential
Information for Terminal PC when Authorizing IP Address)
- PXE(Pre-boot execution Environment) Boot Activation
- Default Gateway
- Domain Name
- DNS(Domain Name System)
2.6. Add Reserved IP to the Scope and Server
- IP Address and MAC Address of Terminal PCs

3. Create Batch File for WDS(Windows Deployment Service)

and DHCP Start
- Initialization of WDS(Designation of Boot Image, 0S Image, etc.)
- Execute netsh with DHCP Dump file

4. Start DHCP/WDS Service

Fig. 2. Procedure of Recovery Automation
Program for Terminal PC
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WA od]% J],OEI Ao WEY A ARE 543}
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45 [P DHCP Au] el Al S 913 Dumpat
Q] ]S Fig. 3. jﬂr 71-o] AH/H%]-I;}

mrRte 2 WDS % DHCP Av|~E A3
913+ Batchobd s AAstar AgAlct o] 3pAdq
Al F83F AL netsh W ololtt netsh W&
FE3AL] Dol et A48 Bgate] WRPCS
AQIS 872 AES ek Zlo] HEPC BT A
zzae] B},

Fig. 4.5 87 2§38 22399 44 2o20
QB E nolZr)

DHCP Au]2it ARS8-& 739 SH2PCel <129
1P7} Selsl7] Hiek. o] A%, what xzaae] A
YuAde] Bes Hx, [PFael BPAES
Alghs [Pkl A 2dol) ool WEN= Abgo] 2
wEch w2l 2E S PC A exkE [PE 5535
I eliks AR 7Aook At w3 sk &

#
# Delete Scope
#

dhop server gq4 444 44% 45¢ delete scope %54 54% 454 355 DHCPFULLFORCE

# DHCP A 4D 1S

dhoe add SBrver qeeesesssaesss - SHOER.SRISMN FREETAES 155 458 553

#
# Add Scope
#

dhcp server $55 455 55 955 add scope §55 985 586 45%) 265, 255 2555 "Windows
dhcp server $54 $55 $54% $45 Scope 555445 $654%41 set state

ﬁ Start Add |pranges to the Scope $$9853589 585 Server 486 458 858 864

dhcp server $R€44g 454 ¢4 scope 435658435551 add iprange 45 4% 444 545

#
§ Start Add OptionValues to the Scope :R$$ 858989434, Server - 88553554

dhcp server S4% 48460 48d gogpe 654 R4 44444d oot gptionvalue 51 DWORD "H
dhcp serwer €4t <4f €4€ <4< scope tot cd< ¢de<ed set optionvalue 3 |PADDRESS
dhCP Server cee ece ecc ece SCOPE goq qeq agg 95 Set optionvalue 15 STRING ”
dhcp server goqcsq goq sqg SCOPE goq cqq q9q qqg 580 OPtionvalue B IPADDRESS

#
ﬁ Start Add Reservedlp to the Scope © S3RRSSSSS535 Seryer o SR8 885 R4S

# dhcp server S35 585 545 855 scope RR$S55859%% add reservedip RIS S8 A58
dhcp server S48 545 985 985 scope f3n 489555445 add reservedip f45 495 6456
dhcP SEerver §44 $46 555 545 SCOPE (45644 sesiss 2dd reservedip $44 545 545 4

Fig. 3. Dump File for netsh
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i PC

A7 Egel A AT

+s DPCEl UISSI3 HESE b 2HA OHCP F4 &2

buff = Getissssssss 550
#, *1) > 0 Then
= Split(ouff, *1")
sssssssssess = 5355:(0) 'ip address
ssssssssssssask = $5595(1) 'subnet mask
sssssssvay = $5559(2)  'default gateway
ssssssssddress = 553(3) 'mac address
sssssssslame = 5335:(4)  'hostname
Eise
MsgBox "OPCEl LIEAA HEE
End
End If
ssssope = Left(ssssssssress, InStrRev(ssssssssiross.
ssisngel = Loft(ssssssssiress, InStrRev(sssssss:
ssssnge2 = Loft(ssssssssross, InStrRev(ssssssssress, *

XX RMELICE" & vbOILI & 'EE IS SFHEILICL, vbCritical, 'S5

w80
) & s
) &

4+ dhep dump script 4144

Oim s353¢ As Integer
Dim Dirssss: As String
Dim Comsssss() As String

out = FreoFile

Open App.Path & "i* & "ssss:dmp* For Ossssit As #outf

Print #outt,
Print #outt, *
Print #outf, "#
Print #out!
Print #outf, *
Print #outf, **
Print #out!,
Print #outf, *
Print #outf, *
Print
Print #outf,

Print #outt.

Print #outt,

Print #out!, *
Print #out!, " ====
Print #outt, "
Print #outf

Print #outf, *
Print #outf, **
Print #outf
Print #outt, *# S
Print #outt, *#

#outt, *

& 3333c0tMask & '
sot state 1

‘Windows Image Deploy™" """

‘dhcp server ' & $5%%4ress & ' add scopo ' & sEss &
s & " scope * & 3EEEI0 & "

Fig. 4. Source Code of Recovery Automation
Program for Terminal PC
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Fig. 5. DHCP Manual Setting Screen(1/4)
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Fig. 7. DHCP Manual Setting Screen(3/4)
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Fig. 8. DHCP Manual Setting Screen(4/4)
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[Branch] e Momma : [IT Center]
———p Automatic Termllnafl System
Administrator
Insert Security Token n Change to Emergency Mode |
and log onto Win7 in Case of Disaster(Remote)
Terminal PCs File Server
Distribution Point’
’f Boot Request through Network(F12 Key)
e EE——
== Recovery File Transfer and Automatic - CE miAge
- evice Drivers
Disaster like | 0S Image | | Device Drivers |
MBR and VBR [ ApplicationPGM [ Security PGM__| Application PGM
Destruction
- Terminal Configuration Recovery I Security PGM
(IP Address, Computer Name)
Terminal
[ Terminal Configuration Data__| Configuration
Data
4-——— Security Program Installation |———-
L—g —F
\——A
~ae
~‘~S
S
. Recovery File Distribution
n AD Join n Complete Log Transfer n (Prior Preparation) |
1 S~
1 "-*‘s
~.
AD(Active Directory) “s~ SCCM(System Center
Server \‘s~ Configuration Manager) Server

~ -
~ Poli
AD Certification e Dlstmbl?;lon
Computer Policy

Fig. 9. Recovery Automation Process of Terminal PCs
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Fig. 11. Network Boot Mode
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Table 9. Recovery Time of Current Terminal PCs
at 100Mbps Branch Network

Tested Terminal Averaged Recovery
PCs Time
1 50 min
2 70 min
6 90 min
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Table 10. Expected Recovery Time of To-be
Terminal PCs at 1Gbps To-be Branch Network

Tested Terminal Recovery Time
PCs Y
1 20 min
6 30 min
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Table 11. Comparison of Recovery Time

Pronesedl Proposed
No. of PCs As-is Meﬁghod Method
After IPT
Critical
Terminal 2.4 . )
PCs(6EA per | days | 20 min 30 min
Branch)
Total
Terminal 6.3 ) )
PCs(16EA | days | 270 min | 90 min
per Branch)
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